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Preface:

This document provides a step-by-step guide for extracting the S/MIME certificate from a
digitally signed e-mail and adding it to a local contact. The aim is to create the conditions that
are necessary for SIMIME secured e-mail traffic, together with the communication partner.

ATTENTION: S/MIME encryption with your local Outlook Client requires the possession of

your own S/MIME certificate. If you do not possess an S/MIME certificate, please contact
your IT support.
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1 Receiving an e-mail with attached S/MIME signature

The receipt of a signed e-mail is indicated by the additional line ,Signed by:“ as well as a
certificate icon on the right hand side.

View in Outlook 2007

.I/E.;\ H LT v PDF Message: Example Message - Message (HTML) - - x
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‘—) Message =
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Reply FReply Forward  Delete Move to Create Other Black \ ot Junk Follow Mark as

to Al Folder= Rule Adtions= | Sender Up~ Unread | b Select =
Respond Actions Junk E-mail ] Gptions = Find
From: jdoe Bexample.com Sent: Fri09.12.2011 10:03
To:
]
Subject: PDF Message: Example Message
someaty 2
i Message | | Example Message pdl
[ =
Volkswagen AG secure E-Mail =

jdoe{@example com has sent you an e-mail containing confidential information. The e-mail and any potential attachments were
therefore encrypted and sent to you as a PDF file. Please use your PDF reader to read the e-mail

doe@example com will provide you with the password for the attached document per telephone or SMS. With the password

you will be able to open the e-mail including any potential attachments. If you are using the Adobe Acrobat Reader, you will be
able to see any attachments by clicking on the paper clip in the lower left-hand comer.

Please note:

The exchange of confidential information via encrypted PDF file is only recommended for infrequent communication.If your
company exchanges confidential information on a regular basis, please consider the altemative ways of e-mail encryption
provided under the following link:

<Link VW Group Supply Plattform=

Should you be in possession of an SIMIME centificate, please respond to this message with a signed e-mail
Should you be in possession of a PGP key, please respond to this message by sending an e-mail containing your public key
attached

If you possess neither SIMIME certificate nor PGP key, please contact your [T support

1A
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View in Outlook 2010
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From: jdoe @example. com Sent: Fr09.12.2011 10:03
To:
Cc

Subject: PDF Message: Example Message
Signed By: | jdoe@example.com E

| Message | | Example Message.pdf

Volkswagen AG secure E-Mail

jdoe@example com has sent you an e-mail containing confidential infe ion. The e-mail and any potential attachments were therefore encrypted and

sent to you as a PDF file. Please use your PDF reader to read the e-mail.

mple com will provide you with the password for the attached document per telephone or SMS. With the password you will be able to open
the e-mail including any potential attachments. If you are using the Adobe Acrobat Reader, you will be able to see any attachments by clicking on the
paper clip in the lower left-hand comer.

Please note:

The exchange of confidential inf tion via encrypted PDF file is only r ded for infrequent ¢ ication.If your ce y
confidential information on a regular basis, please consider the altemative ways of e-mail encryption provided under the following link:

<Link VW Group Supply Plattform>

Should you be in possession of an S/MIME certificate, please respond to this message with a signed e-mail.
Should you be in possession of a PGP key, please respond to this message by sending an e-mail containing your public key attached.

If you possess neither S/IMIME certificate nor PGP key, please contact your IT support.

|

B jdoe@example.com ) I ~
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2 Verifying the signature

The used certificate can be displayed and verified by clicking the certificate icon.

View in Outlook 2007
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~ Message | el
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Reply Reply Forward = Delete Mowve to Create Other Block Not Junk Follow Mark as
to All Folder~ Rule Acions~ |Sender — Up= Unread s Select~
Respond Actions Junk E.mail e Options e Find
From: jdoe Bexample.com Sent: Fr09.12.2011 10:03
To: dblaschke @cracker.org
[
Subject: PDF Message: Example Message
Signed By:  jdoe@example.com — —
s -
~Message | | | Example Messag| guect:  pOF Message: Example Message
Volkswagen AG secl sgnedBy: idoe@example.com
The digital signature on this message is Vald and Trusted.
mple. has sent 2 it adnidd o any potential attachments were
therefore encrypted and sent For mare information about the certificate used to digtaly sign 18]
the message, dick Detais.
doe@example com will provi ne or SMS. With the password
you will be able to open the e{ obe Acrobat Reader, you will be
able to see any attachments tj (| Wamn me about errors in digitally signed e-mail before message opens.
Please note:
The exchange of confidential information via encrypted PDF file is only recommended fﬁ}infraquem communication. If your
company exchanges confidential information on a regular basis, please consider the altemative ways of e-mail encryption —
provided under the following link:
<Link VW Group Supply Plattform>
Should you be in possession of an SIMIME certificate, please respond to this message with a signed e-mail. a
Should you be in possession of a PGP key, please respond to this message by sending an e-mail containing your public key
attached.
If you possess neither SIMIME ceificate nor PGP key, please contact your IT support
-
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View in Outlook 2010
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& Junk - Delete | Reply R;:[ﬂlly Forward &, More ~ (34 Team E-mait = Meve B Actions + ¥ Follow Up * ‘Iran'slate & setect Zoom
Delete Respond Quick Steps " Maove Tags . Editing Zoom
From: jdoe @example.com Sent: Fr09.12.2011 10:03
To:
Co
Subject: PDF Message: Example Message
Signed By: jdoe@example.com
Volkswagen AG secure E-Ma 2 The doltel Scnatiae oo s oo 1o Vabd sax Thsted: 4
jdoe@example.com has sent you an e-ma For more information about the certificate used to digitally sign [l attachments were therefore encrypted and
sent to you as a PDF file. Please use you the message, dick Details.
jdoe@example com will provide you with Detalsiy [With the password you will be able to open
the e-mail including any potential attachmg (| Warn me about errors in digitally signed e-mail before message opens. | 1o see any attachments by clicking on the
paper clip in the lower left-hand comer.
Please note:
The exchange of confidential information via encrypted PDF file is only rec ded for infrequent cc ication.If your company exch
confidential information on a regular basis, please consider the altemative ways of e-mail encryption provided under the following link:
<Link VW Group Supply Plattform>
Should you be in possession of an S/IMIME certificate, please respond to this message with a signed e-mail. =
Should you be in possession of a PGP key, please respond to this message by sending an e-mail containing your public key attached.
If you possess neither SIMIME certificate nor PGP key, please contact your IT support.
=
B John Doe BE ~
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3 Trusting the Certificate Authority

1. Check status

Under certain circumstances, the Certificate Authority is not trusted.
In this case, a warning will be displayed in the headline of the message.

View in Outlook 2007

- d90ee s PDF Message: Example Message - Message (HTML) = B X
Message | L
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Reply Reply Forward = Delete Moveto Create Other Blodk Mot Junk Follow Mark as
to All Folder= Rule Actions=  Sender Up~ Unread | W& Select~ |
| Respond Actions Junk E-mail fa Options. &= Find ]
From: jdoe example. com Sent: Fr09.12.2011 10:03
Ta:
Ce
Subject: PDF Message: Example Message
|Signeﬂa;r. There are problems with the signature. Click the signature button for details. | P
i Message | | |Example Message.pdf
View in Outlook 2010
Hid9 U+ %= PDF Message: Example Message - Message (HTML) = B =
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From: jdoe @example.com Sent: Fr09.12.2011 10:03
To:
Cc
Subject: PDF Message: Example Message
Signed By: There are problems with the signature. Click the signature button for delails.l &

Click on the icon to display further detalils.
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2. Trusting the Certificate Authority

Click on ,Trust" to trust the Certificate Authority:

View in Outlook 2007
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From: jdoe Eexample.com Sent: Fr09.02.2011 10:03

To:

Subject: PDF Message: Exan DFg‘ia’lmemM ﬁ

Signed By:  There are problemd  Certificate Authority Information .
Your message was digitaly signed with a certificate issued by a Certificate

| Message | | | Example Mess i :

The signature is invald because you have either distrusted or not =
yet chasen to trust the folowing Certificate Autharity: g |

Volkswagen AG S€{ 1ssuedby:  exampe.com root
Valid From:  17.10.2011 to 16.10.2012
has se| For more information about the certificate used to digitally sign the message, y potential attachments were

idoe@example com
therefore encrypted and serl dick Detals. ;
|
will pro or SMS. With the password

you will be able to open the| Trusting the Certificate Authority le Acrobat Reader, you will be

4 Trusting a Certificate Autharity means that you trust mal th'utls digitally
able to see any attachment D caratcates) e bt sekoir

Please note: Do you want to trust this Certificate Authority?

[frwd'mTrwt. you ral.:talsn Cll'.k'\"ﬁ on IheRthHhﬁmheSInre
The exchange of confidenti ent communication.If your

company exchanges confid [ View Certificate Authority. .. ]l Trust || Close | bays of e-mail encryption
provided under the followin [P Wam me sbout i dftally sigred &-mal before ;

<Link YW Group Supply Plattform> 2

Should you be in possession of an SIMIME cedificate, please respond to this message with a signed e-mail.
Should you be in possession of a PGP key, please respond to this message by sending an e-mail containing your public key
attached. |

B - B —

© Volkswagen Aktiengesellschaft Version 1.5 vom 03.06.2012



10

View in Outlook 2010

Signed By: There are problems with the

=] H DY e v|F PDF Message: Example Message - Message (HTML) = B =
Message a 9
\ S g [F1) o 3 Rules = - . Find = |
“algnore x '} 'I [ E}] [ i mMeeting 23 Move to: ? | E! ] ‘3 s Lﬂ Mark Unread aﬁ #Fin E—{ ‘
._3 To Manager - .@ OneNote % Related ~
~ Delete Re Reply Forward B - o por Maove = | Translate Zoom
& Junk ply ATIy @ More (3 Team E-mail v - 1] Actions - X Fellow Dp - kg Select~
Delete Respond Quick Steps [} Move Tags ) Editing Zoom
From: jdoe Bexample.com Sent: Fr09.12.2011 10:03
To:
Cc
Subject: PDF Message: Example Mess{

Your message was digitally signed with a certificate issued by a Certificate

e & ple M odf

Volkswagen AG secure E

idoe@example.com has sent you af

sent to you as a PDF file. Please us
mple.com will provide you

the e-mail including any potential att
paper clip in the lower left-hand com

Please note:

The exchange of confidential inform
confidential information on a regular

<Link VW Group Supply Plattform>

The signature is invalid because you have either distrusted or not
yet chosen to trust the following Certificate Authority:

Issued by: example.com root

Valid From: 17.10.2011 to 16.10.2012
For more information about the certificate used to digitally sign the message,
dick Details.

Detais...

Trusting the Certificate Authority
Trusting a Certificate Authority means that you trust mai that is digitally
signed by certificates issued from that Certificate Authority.

Do you want to trust this Certificate Authority?

If you choose Trust, you must also dick Yes on the Root Certificate Store
dialog that follows to add the certificate to your system.

[ viewcertificate Authority... || Trust | [  Close |
[ Warn me about errors in digitally signed e-mail before message opens.

Should you be in possession of an S/IMIME certificate, please respond to this message with a signed e-mail.
Should you be in possession of a PGP key, please respond to this message by sending an e-mail containing your public key attached.

If you possess neither S/IMIME certificate nor PGP key, please contact your IT support.

ial attachments were therefore encrypted and

With the password you will be able to open
e to see any attachments by clicking on the

munication.If your company exchanges
ded under the following link:

E jdoe@example.com

» &R

>[|<
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3. Security question

Confirm the security question by clicking ,Yes":

View in Outlook 2007

- PP .
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Reply Reply Forward | Delete Moveto Create Other || Block | potjunk || Follow Markas
to All Folder= Rule Actions~ | Sender Up~ Unread || b Select~
Respand Actions Junk E-mail £ Options: = Find
From: Yo fexample. com Sent: Fr09.12.2011 10:03
To:
Cc I —
Subject: POF Message: Exan
Signed By: There are problems ﬂ &
i Message | | | Example Mess f You are about to install a cedificate from a certification authonty (CA)
é claiming to represent: =
S
Volkswagen AG sei eample.com root
Jdoe@example com has sel Windows cannot validate that the certificate is actually from achments were
therefore encrypted and ser “example.com reot”. You should cenfirm its origin by contacting
“example.com root”. The following number will assist you in this
| idoe@example com will pro process: the password
you will be able to open the . der, you will be
able to see any attachments Thumbprint {shal): 03C47CT1 AGFI263F 48642F7C BO3ICIFC MBFSTAF
" Warning:
Please note: If you install this rect certificate, Windows will automatically trust any
certificate issued by this CA, Installing a certificate with an unconfirmed
The exchange of confidents thurnbprint it 8 security risk. If you click “Yes” you acknowledge this lation.If your
company exchanges confid risk. encryption
| provided under the followin: . .
De you want to install this certificate?
<Link VW Group Supply Pl "
Should you be in possessic Ves ll No
Should you be in possessic our public key
attached.
! -
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View in Outlook 2010

sent to you as a PDF file. Please us:

mple com will provide you
the e-mail including any potential attz
paper clip in the lower left-hand com
Please note:

The exchange of confidential inform:
confidential information on a regular

<Link VW Group Supply Plattform>

Should you be in possession of an ¢
Should you be in possession of a Pt

If you possess neither S/IMIME certif.

"example.com reot”. You should confirm its origin by contacting
"example.com root”. The following number will assist you in this
process:

Thumbprint (shal): 03C47C71 AGFI263F 48642F7C BO39C1FC 948FSTAF

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

) PDF Message: Example Message - Message (HTML) =llei=]
Message o @
\ . n : : - W P
T Ignore x 1 iy = i m Meeting 1-J Move to: ? ﬁ‘ 13 Rules '.‘-__‘_|Mark Unread a& &4 Find %
" = 3 To Manager » | 8] OneNote 2 Related ~
» Delet Ri R F d = - : . M » | Translat Z
& Junk - Delete | Reply 1FI’I’!' orward 5 More (34 Team E-mail = e ) Actions ~ ¥ Follow Up rnzine [y Select~ DO
Delete Respond Quick Steps ) Mave Tags Editing Zoom
::.am: =0 i 1] Digital Signature: Invalid =] Sent: Fr09.12.2011 10:03
cc Certificate Authority Information
Subject: PDF Message: Example Messa emmmsmmsssm 11
Signed By: There are problems with the = P
_|' - ||_'|ﬂf A Vovsmibodtointaliscatiianinmscuticimuboycd
484 claiming to represent: E_a
Volkswagen AG secure E example.com root -
idoe@example com has sent you an Windows cannot validate that the certificate is actually from were therefore encrypted and

word you will be able to open
tachments by clicking on the

our company exchanges
following link:

c key attached.

jdoe@example.com

|4

B -

ATTENTION: Depending on your local Outlook settings, it may be necessary to restart
Outlook for the signature to be displayed as trusted.
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4 Creating new Outlook Contact and adding certificate

Proceed as follows to save the sender of the e-mail as an Outlook contact:
1. Right-click on the name of the sender.
2. The context menu opens.

3. Select ,Add to Outlook Contacts”.

View in Outlook 2007

VD“{SWEQBH AG ¢ 83 Lookup Outlook Contact...
Qutlook Properties

Copy

idoe@example com
therefore encrypted and 2 use your PDF reader 1o read the e-mail.

doef@example com will provide you with the password for the attached document per telephone or SMS. With the password
able to see any attachments by clicking on the paper clip in the lower left-hand comer.

Please note:

The exchange of confidential information via encrypted PDF file is only recommended for infrequent communication.If your
company exchanges confidential information on a regular basis, please consider the altemative ways of e-mail encryption
provided under the following link:

<Link VW Group Supply Plattform>

Should you be in possession of an SIMIME certificate, please respond lo this message with a signed e-mail

attached

If you possess neither SIMIME cedificate nor PGP key, please contact your IT support

has| . fidential information. The e-mail and any potential attachments were

you will be able to open the e-mail including any potential attachments. If you are using the Adobe Acrobat Reader, you will be

Should you be in possession of a PGP key, please respond to this message by sending an e-mail containing your public key

/E‘\ H LU o v PDF Message: Example Message - Message (HTML) - =] b 4
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% ha : Iy Related -
Reply Reply Forward  Delete Move to Create Other Block | Mat Jir Follow Mark as
to All Folder= Rule Adions~ Sender Up~= Unread | b Select =
| Respond Actions Junk E-mail iC] Gptions. & Find
From: L Sent: Fr09.12.2011 1003
To: 4 Schedule 2 Meeting...
Co 44 Send Mail
Subject: PDF Message: o x
Sipned By:  jdoe@eample) Additional Actions » ,ﬂ
+ Send Qptions.. -
(AMessage | | Eamele N dd to Outlook Coptacts -
-
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View in Outlook 2010

=1 H o s IF Mess Example Message - Message (HTML) = B 2
Message & 9
. o [ 53 [ Rules~ - a% Find '
g lgnare x & || | idoe@example.com - X ﬁ : %; e; . Qmarkunrea - gy : cisic \
neNote elated ~
d | ransiate Zo0
& Junk - Delete  Reply 2 (\ jdce@enmple,com Move B Adions + ¥ FollowUp = | Transiate st » Zoom
Delete | = ] - ‘ Move Tags u Editing Zoom
| - 5 | I 1
From: jdoe @example.com E Schedule a Meeting Sent: Fr09.12.2011 10:03
To:
ce ¥ Addto Outiook Copta
Subject: PDF Message: Example Message | Look Up Outlook Conta
Signed By: Jjdoe@example.com Outlook Praperties ‘
2 i
Volkswagen AG secure E-Mail -
idoe@example com has sent you an e-mail ini fidential inf ion. The e-mail and any potential attachments were therefore encrypted and
sent to you as a PDF file. Please use your PDF reads( to read the e-mail.
jdoe@example.com will provide you with the password for the attached document per telephone or SMS. With the password you will be able to open
the e-mail including any potential attachments. If you are using the Adobe Acrobat Reader, you will be able to see any attachments by clicking on the
paper clip in the lower left-hand comer.
Please note:
The exchange of confidential information via encrypted PDF file is only recommended for infrequent communication.If your company exchanges
confidential information on a regular basis, please consider the altemative ways of e-mail encryption provided under the following link:
<Link VW Group Supply Plattform>
Should you be in possession of an SIMIME certificate, please respond to this message with a signed e-mail. —
Should you be in possession of a PGP key, please respond to this ge by sending an e-mail containing your public key attached.
If you possess neither SIMIME certificate nor PGP key, please contact your IT support.
=

jdoe@example.com BB b
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4. Saving the contact

The dialog window for a new contact opens.
Additional data for the contact can be entered here.

Then click on “Save & Close”.

View in Outlook 2007
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[ This is the mailing
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jdoe Bexample.com

] » I

bl ®
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View in Outlook 2010
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The certificate has now been added to the contact. This can be verified by clicking on
“Certificates”

View in Outlook 2007

]
1 |
E

9 Ve e = John Doe - Contact

| contact | nset  Format Test

W S e B s ¢ % 9 6l B Y 5
mm % Delete 8 Activities E-mai  Meeting Cal @ Bush\m Picture Categorize Fomb Spelling

Acthons Show AP Communicate | Options Proofing |

Outlook will use one of these certificates to send encrypbed mail to this contact.
You can get a cerificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact.

Certificates [Digital IDs):

Setar Default

? .

View in Outlook 2010

IJ x Iy save & New ~ a:‘ @21 s Activities @ = ﬂ @j s categorize -
_ s & & [D; 3 Bﬂ > '

& Forward = L 4] Centificates | i |} ¥ Follow Up =
Save & Delete General Details b = E-mail Meeting Mort Address Check | Business Picture ! Zoom
Close [N] oneNote =] All Fields = Bock Names | Card 5 &) Private

Actions Show Communicate Names Options Tags Zoom

EHd9 o+ 9| John Doe - Contact o B 2
' Contact Insert Format Text Review o e

Qutlook will use one of these certificates to send encrypted mail to this contact.
You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact.

Certificates (Digital IDs):

T Droperties...

Setas Default
Import...
Export...

Remaove

[1] tohn Doe E N
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Should you have problems with the process described above, please follow the instructions
in the following chapter.
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5 Adding a certificate manually to an existing Outlook
contact

This is carried out identically in Outlook 2007 and Outlook 2010. The dialog windows are
also identical.

This approach can be used to save a certificate in a file and manually add it to an Outlook
contact.

5.1 Saving the certificate

Click on the certificate icon in the e-mail

HHdY 0 e 9| PDF Message: Example Message - Message (HTML) o B =
File, Message & 0
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©lgnore x i‘ ig 4 fﬁ.Meehng ‘--l o = - (3 Mark Unread % 3
= g To Manager . S, ai!] OneNote *—1'1 Related =
« Delete | Reply Reply Forward - Move » | Translate Zoom
& Junk Ply A‘I]Iy @ More (34 Team E-mail - ) Actions ~ i Follaw Up - b Select v
Delete Respond Quick Steps l Move Tags . Editing Zoom
From: jdoe @example.com Sent: Fr09.12.2011 10:03
To:
Cc
Subject: PDF Message: Example Message

Signed By: jdoe@example.com

| Message I 1.} El(ampl:. Mess.ag:..pdf :

Now click the button ,Details...“

Digital Signature: Valid i

Subject: PDF Message: Example Message
From: jdoe Bexample.com
signed By: jdoefexample. com

R The digital signature on this mescage i Vabd and Trusted,

For more nformation about the certificate used to digitaly sign

the message, dick Detads,

7| Warn me sbout efrors in digitally signed e-mad before message opens,
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Then first select the corresponding Signature Layer (highlighted in blue) before selecting
the button ,View Details..."

-

fr'"- - '@“
E Subject: PDF Message: Example Message

Messages may contain encryption and digital signature layers. Each digital
signature layer may contain multiple signatures,
Security Layers
Select a layer below to view its descaription.
" Subject: POF Message: Example Message
— " Digital Signature Layer
& Signer: jdoe Eexample.com

Warning: -
The Certificate Revocation List needed to verify the signing certificate
ks either unavailable or it has expired.

CimmnaAd by tdas Pavemels ~amm srwma DOA ICLIA T 5F 1907 C0

Click any of the folowing buttons to view more information about or make
changes to the selected layer:

| EditTrust.. || viewDetsis... || Trustcertificate Authority... |

I Warm me about errors in diitaly signed e-mal.

-
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Now click on ,View Certificate...”

|
General | Details |

% Signature Information
Message format:  5MIME
Signature status: Warning: There were problems bt

Signing time: 11:02:58 09.12.2011
Digest algorithm: SHAL
Signature algorithm: RSA ($096-bits)

Eﬁ Certificate Information

Issued by: EXAMPLE-CA-EVG-01
Certificate status:  Warning: The Certificate Revocation List

View Certificate...
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Open the ,Details* tab and then select ,Copy to File...“

General | Detads | Cenfication Path | Trust |

';nf Centificate Information

This cedificate is intended for the following purpose(s):
= Protects e-mal messages

Issued to:  Jdoe

Issued by: EXAMPLE-CAEVGO1

Valid from 05 12 2011 to 08 12 2015

Leam more about cedficates

| lssuer Statement |

General | Detals | Centfication Path | Tnust |

Show: [ <Al> -

De 97618 22 2441

shalRSA

shal

Fretag. 9. Dezember 2011 10:0..
Metwoch. 9. Dezember 20151...

idna@eavmmels rnem_ldns Fen " |

| EdE Properties
Leam more about centficate detals
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The Certificate Export Wizard appears. Click on “Next”.

(P e M ﬂ‘
Welcome to the Certificate Export
Wizard
Thiz wizard helps you copy certificates, certificate trust
ﬂ’; ﬁl ksts and certificate revocation ksts from a certificate
- store to your disk.

A certificate, which is lssued by a certification authority, is
aculrl'i'rrn-'hm of your identity and contains information
used to protect data o to establch secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Now select the first option ,DER encoded binary X.509 (.CER)" and click on ,Next".

(e :E'Ipﬂt = ﬂ‘

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
@) DER encoded binary X. 509 (.CER)
7 Base-64 enceded 1,509 (.CER)

() Cryptographic Message Syntax Standard - PKCS 27 Certificates (P75)

Inchude all certificates in the certification path if pess
Personal Informabion Exchange - PKES =12 (.PFX)

Include all cer tificates in the certification path if possible
Defete the private key if the export is successful
Export all extended properties

Microsoft Serisized Certificate Store (.55T)

Learn more about gartificate fie formats
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Specify a file name and the storage location for the file and then click on ,Next".

(e — =

File to Export
Spedfy the name of the file you want to export

[C<Bac | newt> || comd |

Finally select ,Finish” to export the certificate to a file.

Completing the Certificate Export
Wizard

,.f': iI You have successfully completed the Certificate Export

— You have specified the folowing settings:
ot Gl

Export Keys Mo

Inchude all certificates in the certification path Mo

File Format DER En
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5.2 Adding the saved certificate to a contact

Open the existing contact in Outlook and switch to view ,Certificates”.

Bl ™ O & (s John Doe - Contact - @ =
_ Contact | Inset  FormatTedt  Review o @
I ;J x I} Save & New ~ s;! __ﬂ% 8 Activities B .-_: gﬂ ﬁ @ 9 B3 categarize ]
Farward » — 14 Centiticates B - ' ?} {'{ ¥ FoliowUp ~ ‘
Save & Delete General Details E-mail Meeting More  Address Check | Business Picture Zoom
Clase (B onetiote = an Fietas v Book Mames | Card * (&) Private
Artions Show Communicate Names Options Tags Zoom

Qutlook will use one of these certificates to send encrypted mail to this contact.
You can get a cerificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact.

Certificates [Digital IDs):

Properties...
Set as Default
Impaort...
Export..

Remaove

[ s i -~

The previously saved certificate can be selected and added by clicking on ,Import...".

Bl ™ O & (s John Doe - Contact = @B =
_ Contact | Inset  FormatTedt  Review o @
& [ 3 Categorize -

HJ x EZ::::TW' §§j -’I}I :j:x::“ Ef:: M_%g %r% A?ﬂ%s ﬁ BI%“ iui s 'o};

Save & Delete General Details
Clase (B oneniote = an Fietas Book Mames @ Card - (&) Private
Artions Show Communicate Names Options Tags Zoom
Qutlook will use one of these certificates to send encrypted mail to this contact.
You can get a cerificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact.
Certificates [Digital IDs):
Properties...

Set as Default

Export..

Remaove

[ s i -~

Then save the changes in the contact.
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6 Sending an encrypted message

This is carried out identically in Outlook 2007 and Outlook 2010. However, there are dif-
ferent ways of activating the encryption.

The different methods are explained in the following.
ATTENTION: S/MIME encryption with your local Outlook Client requires the possession of

your own S/MIME certificate. If you do not possess a S/MIME certificate, please contact
your IT support.

6.1 Encrypting via button (example for Outlook 2007)

The dialog window for a new message appears.
Since the public certificate of the contact is now known in Outlook, an encrypted message
can now be sent by clicking on ,Encrypt®.

0a) 5 titled - Message (HTM: =
ol
Message Insert Options Format Text L7
— & SR | o 3l L@ ] & & o o a- =
{ Calibri (8 = 11 A aliE e 84 @ Y = 34 :
] ed | b B g 9 Z) P
Paste wr . - iE: Address Check  Aftach Attach Business Calendar Signature  Follow @ seeting
= J Format Painter B J U¥-A-EEREE g - | § i

Book MNames File Item Card~ Up

To..
Ce
Send
Subject:

)
e
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6.2 Encrypting via menu (example Outlook 2010)
The dialog window for a new message appears.

Click on “Tags”.

Untitled - Message (HTML)

=

= =2

M9 ™ e s
BGE|| viosse | msen  options  Fomtten  Revew =@
i & Cut B g |k @, [R8] @ = ¥ Follow Up - &
E i Copy WIS . : “ﬂ ﬂ L‘j izr ! Highimportance \
Pa:‘l! F Format Paintar B L%~ A EES FFE ‘ﬁ;’:‘ ﬁ:.,:;: AIFt_::h ;‘::f.l Slgn-anur! § LowImportance 2254
Clipboard Basic Text Names Include Tags % | Ioom
| From - Jjdoe@example.com
sﬁ Tow. |kh=mm.m ]
| D= ]| |
Subject: [ ]
&
@ John Doe @ 2
A new window ,Properties” opens. Here, click on ,Security Settings...“.
.}3| H9™ + o5 Untitled - Message (HTML) = @ =7
g Message | Ingert C_!p!lons Format Test Review & 0
=R X o v ™ & [ ¥ Follow Up = )
I it > == g @ e 1 A
E R Copy A A B _J j.,l B j _'.zr ! Highimportance | A
pﬂfh F Format Painter B I y|¥-A EE3 FFE “::r::i '5:1;‘:, A;Il:’d! m‘? SIgn.“u" § Low Importance o
Clipboard e . i cliin a | Zoom
From = e
— J | Settings Security
;jf a0y faeEe [ﬁ Importance: | Normal - Chy settings for th |
e |[ | senstvity: [Normal  ~] | secuity settings... | |
subject: | ) || De nat Autoarchive this item - ]
mgund'“ ding = ] §|
(=l Fluse b [ =l [«
[ IRequest a delvery receipt for this message
["IReg a ceipt for th
Delivery options
By [lrave repbessento: | [ selectrvames....
Dot debves e o0 o
[T Expires after: Hane [~] [oo:00 =]
[¥]5ave copy of sent message
_ Categories w| [ tiome ]

" @ John Doe
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In the window ,Security Properties”, activate the option ,Encrypt message contents and
attachments*.

Then confirm the changes with ,OK*".

BHEH9G e v |= Untitled - Message (HTML) = @ =
Message | Insert  Options Format Text  Review e @
. s —]
f & Cut N - A P Follow Up = f
j ] .11 AN EE ) :E‘ @ Q B g |Z ¥ Follow Up \
s 53 Copy = ¥ High Importance
Paste F u | w A EE IE iE  Address Check  Altach Attath Signature Zoom
» < Format Painter i e ; = Book Mames | File Nem~ - § Lowimportance
C|Ipb°#rﬂ s P Bacis Tavt Blaemas Lewrlesrts 'Ih_!!t . s Zoom
. Properties
Fram = jdoe@en :
e : : 1
send | LTom | |doatbey Iﬁ Inporta |
Lt T sensnd [V Encrymt and attachments | ||
Subject: Ploon [”| Add digital signature to this message ]
Voting and Trackin| | E&M&uuﬁmﬁdﬁw&xtmﬂ - — 5‘
.:_:1 Fluse [ I Request S/MIME receipt for this message H -

=% IReq Security Settings
D 4 - 1; , -f“ﬂu-gg’llhp...] e
Doy M ety Label

| | Canfigure... |
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