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1.

Purpose

The aim of this Policy is to provide a framework for safeguarding the valued information of the MAN
Group. Within this framework, strategies, objectives and implementation responsibilities must be developed in order that each MAN Company achieves the appropriate level of information security.
This Information Security Policy regulates the binding, mandatory objectives and principles for all MAN
Companies with regard to information security management, including the distribution of roles and responsibilities between MAN SE and each MAN Company.
Together with the subordinate MAN group instruction 1 Standard for Information Security (in the following
referred to as MAN Standard for Information Security) and additional group instructions, this Information
Security Policy constitutes the framework for information security management within the MAN Group (cf.
section 7). This Policy forms the basis for all additional regulations concerning information security within
the MAN Group.
2.

Scope

This Group Policy applies to all MAN Group companies and their employees worldwide. This Policy is to
be implemented directly and does not require any additional conversion policies from the divisions or individual Group companies. In the case of companies, in which MAN SE itself cannot directly enforce the
applicability of this Policy for legal reasons, the Chief Information Security Officer (CISO) should be consulted to clarify the extent to which this Group Policy is applicable. Companies, which are not wholly
owned by MAN SE and also not affiliated with the MAN SE through a control agreement, constitute one
such example.

This Policy takes precedence over other internal MAN regulations relating to Information Security. In the
event of any division or individual Group companies within the Group having their own regulations governing Information Security, that contradict the rules of this Policy, these must be annulled with immediate
effect. This Group Policy takes precedence until any such regulations are rescinded.
If the rules contained in this Policy cannot be implemented at an MAN company due to mandatory local
requirements, the MAN Company must inform the policy owner without delay and agree further course of
action with him/her. In such cases, the MAN Company has an obligation to implement a regulation that is
to be agreed with the policy owner and that is as close as possible to the rules contained in this Policy
while taking mandatory local requirements into account.
Insofar as national statutory provisions envisage a higher level of protection or more extensive requirements for handling Information Security than in this Policy, these laws prevail.
This policy is complemented with Group instructions (see section 7). The divisions and individual Group
companies can create supplementary regulations relating to Information Security. These regulations must
not contradict the rules in this Policy and the additional group instructions. The CISO must be informed of
additional regulations relating to this Group Policy.
3.

Terms and definitions

A glossary for the complete information security framework can be found at the additional information
„Terms and Definitions to information security“.
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4.

The Objectives of Information Security Management

The principal objective of information security management is the safeguarding of the MAN Group and its
owners, customers and partners against damage and risks that may arise through the use of information
and communication technology and in dealing with information and data.
The information security objectives of the MAN Group have been formulated on this basis:

5.



Efficient identification and assessment of risks which may arise through the use of information and
communication technology and in dealing with information and data.



Adherence to the laws, regulations and agreements concerning the safeguarding of information
and data.



Economically proportionate relationship between the costs associated with safeguarding
information and data and the corresponding level of risk.



Enablement of competitive advantages through the use of state-of-the-art information
technologies with an acceptable level of both risk and cost.



Minimal restrictions on business and production processes caused by the implementation of
critical security measures.



High efficiency of information security management and the safeguarding of information and data.
Principles for Adherence to Information Security at the MAN Group

The security risks for each individual MAN Company and the MAN Group as a whole must be kept to an
acceptable level by establishing an information security level that is appropriate to the level of risk at the
MAN Group Companies. To this end, an Information Security Management System (ISMS) shall be established at each MAN Group Company to ensure that both the information security objectives and the MAN
business objectives are satisfied by means of a specific and risk-based assessment of the costs and benefits.
The stated requirements for information security management must be adhered to by all MAN Group
Companies. These shall be concretized by the MAN Standard for Information Security.
5.1

Raising Employee Awareness

All employees of the MAN Group shall be made aware of the risks involved with the handling and use of
information in MAN. Managers shall empower their staff within their individual area of responsibility to
protect the Company and/or the MAN Group from information security incidents and their consequences.
Awareness amongst employees of the importance of safeguarding information shall be continuously maintained by the management body of the division or Company.
5.2

Information Inventory and Classification

The basis for the classification of information is to compile an inventory of all relevant intangible assets
and property. The need to safeguard the information shall be determined by those responsible for the
relevant business and production processes, and the information should be classified according to the
requirements of availability, confidentiality and integrity. The MAN Group instruction 4 on Classification of
Information Assets should be used as a basis.
5.3

Determination and Assessment of Risks

The risks associated with the handling, processing and storage of information held by the MAN Group
shall be determined, assessed and dealt with in such a way as to keep the risks for each individual Com2/6
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pany and the MAN Group as a whole at an acceptable level. The MAN Group instruction 6 on Management of Information Security should be used as a basis. The Group Policy MAN 5.4 " Central Risk Management System of the MAN Group" applies to the assessment of risks.
5.4

Documentation of Information Security Management

Procedures and results associated with information security management must be documented in such a
way as to comprehensibly demonstrate their accuracy and completeness, including in the event of liability
claims.
5.5

Risk-based Selection of Safeguards

The measures for dealing with risks shall be economically proportionate to the level of risk. The following
principles shall be taken into consideration in the risk-based selection of measures for protecting information and data in the MAN Group:

5.6



Protection of information and data privacy must be ensured in the case of any change of personnel, including appointment, change and departure of employees and external contractors.



Protection of information and data privacy must be taken into consideration in all business
processes and in functions of communication and information processing facilities.



In all phases of the MAN information life-cycle including planning, procurement, development,
maintenance and acceptance of stationary, central, decentralized and mobile information and
communication systems, information and data protection shall also be ensured.



Information and communication infrastructures must be safeguarded according to the level of risk
with regard to the availability, confidentiality and integrity of information during transfer, processing
and storage. This applies also to the use of data storage media irrespective of type, both before
and after use.



All systems and terminal equipment (both stationary and mobile) must be protected against malicious software and mobile malicious code.



The backup and restore of data on central systems and terminal equipment shall be ensured.



The exchange of information, software, and e-business traffic must be appropriately safeguarded
by the MAN Group or by trusted external contractors.



Effective processes and technologies must be implemented to ensure that security incidents and
vulnerabilities are identified and dealt with. A uniform and effective approach for dealing with information-related security incidents and published technical vulnerabilities must be established.



Access to information systems shall be restricted to authorized personnel. Unauthorized user
access, security compromises, and theft of information or information-processing facilities must be
appropriately prevented.



The availability of information data shall be taken into consideration as part of Business Continuity
Management.



Relevant national and international laws, regulations and other contractual requirements for safeguarding information and/or data shall be taken into consideration and adhered to.
Consideration for ISO Standard 27001

In order to ensure uniform, effective, and efficient information security management at the MAN Group,
the current requirements of the internationally accepted standard on information security management,
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ISO27001, shall be taken into consideration by all MAN Group Companies. The basis for this is the MAN
Standard for Information Security (cf. section 7.1).
5.7

Collaboration with Third Parties

External service companies which process information on behalf of the MAN Group or have access to this
information must be contractually obliged to adhere to the requirements of information security as appropriate to the nature and scope of their duties, according to section 5 of this policy.
6.

Responsibilities for Information Security at the Man Group

This section differentiates the different responsibilities. These rules shall be elaborated and targeted at
specific audiences in additional separate Group instructions.
6.1
6.1.1

Responsibilities for Information Security Management at the MAN Group
Central Information Security Management
The CISO is responsible for central Group-wide information security management and for safeguarding company-wide information security interests.
The Corporate CIO shall appoint a qualified CISO for the MAN Group, who shall develop the
group-specific framework for risk-based safeguards for the information assets at the MAN Group.
In the MAN Group, CISO works towards compliance with information security requirements. He is
responsible for general communication and the central reporting system for information security
within the MAN Group. The CISO develops obligatory methods for uniform assessment and representation of the information security level within the MAN Group. He shall also be responsible
for creating Group-wide regulations concerning information security (cf. section 7.1).
At least once a year, the CISO of the MAN Group reports on the degree of implementation of information security management in the subgroups and group companies to the MAN Group Executive Board.
In order to ensure the continued development of information security, a Core Information Security
Officer Team (CISOT) shall be appointed in the form of a central committee comprising the CISO
and all MAN Information Security Officers (ISOs). The Team shall safeguard the Company-wide
exchange of experience.
The CISO together with the ISOs shall act as contacts in all matters related to information security
for managers of information systems and organization, central and decentralized Risk Coordinators and the Chief Security Officer of the MAN Group.

6.1.2

Decentralized Information Security Management
The Management Bodies of the individual MAN Group Companies shall safeguard information security management in their respective Group Companies within the scope of this Policy. They are
responsible for an adequate protection of MAN information assets in a way that neither MAN
companies nor the whole MAN group are exposed to unacceptable levels of risk. The MAN Group
instruction 6 on Management of Information Security concretizes the corresponding responsibilities of the company’s Management Body.
The Management Bodies of the individual MAN divisions shall appoint a responsible Information
Security Officer (ISO). The ISO is responsible for the development and effectiveness of an Information Security Management System (ISMS), appropriate to normative and Group-specific
framework conditions, in each division. Furthermore, based on a risk analysis the Management
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Board of a Group Company can appoint a dedicated ISO for the respective Group Company. The
ISO works towards compliance with information security requirements in the divisions.
The ISO governs communication and exchange with all relevant entities in order to ensure information security, and forms the interface to the operational level. The ISO shall report the security
level achieved in his division to the CISO of the MAN Group on a regular basis, minimum once per
year.
The ISOs of the MAN divisions have a dotted reporting line to the CISO.
6.2

Responsibilities for Information and Data

Each Process Owner at the MAN Group shall appropriately safeguard the information required for the
proper execution of business and production processes. The implementation of measures is to be ensured
by the respective responsible bodies in the project and departments. In the case of IT-supported processing and/or order data processing, Process Owner must also ensure that information is appropriately
safeguarded. Process Owner also act as Information / Data Owner and shall assess the need to safeguard information and/or the associated risk for the MAN Group.
All employees of the MAN Group shall deal with and safeguard all information and data held in their area
of responsibility in accordance with internal Company regulations. Further information is detailed in the
additional MAN Group instruction 2 on Information Security for Employees.
6.3

Responsibilities for the Use of Communication and Information Systems

All employees of the MAN Group who, as part of their job, use communication and information systems,
shall be responsible for security by following the proper use of these systems, in accordance with internal
Company regulations.
6.4

Responsibilities for the Supply of Communication and Information Systems

All employees of the MAN Group who, as part of their job, develop or implement communication and information systems for use, or are involved with the operation of such systems, shall be responsible for
ensuring security appropriate to the level of risk.
7.

Additional Regulations on Information Security within the MAN Group

This Policy is supplemented and concretized by target-group-specific group instructions and regulations of
the divisions.
7.1

Additional Group Instructions

This Policy shall be supplemented and concretized by group instructions, detailing the principles for information security management further. These regulations are mandatory for all Group Companies and their
employees.
7.1.1

Creation
The Group Instructions supplementing this Policy are to be created by the CISO of the MAN
Group. The CISO is responsible for the compliance of the regulations in regard to the corresponding legal conditions and requirements.

7.1.2

Validation and Approval
The CISO provides the Group Instructions to the Core Information Strategy Team (CIST) and the
Chief Security Officer (CSO) for validation and approval.
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7.1.3

Announcement
Following the approval of a Group Instruction according to the regulations of section (7.1.2) the
CISO initiates the announcement for the target audience and informs the responsible Policy Coordinators at the divisions who carry out the publication of the Group Instruction at the corresponding Policy Portal.

7.2

Additional regulations of the divisions

Supplementary to this Group Policy and the MAN Standard for Information Security, detailed regulations
for the realization of an effective Information Security Management System (ISMS) in the corresponding
division or Group Company must be created and put into effect at division and Group Company level by
the corresponding ISO.
These regulations shall be created by the corresponding ISO of the divisions and Group Companies, verified on a regular basis and if applicable, amended. He checks and acts on compliance with the regulations. The regulations shall be approved by the corresponding MAN division or Group Companies.
The CISO shall be informed of decentralized regulations.
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1.

Purpose

Derived from Group Policy MAN 13.1 for Information Security, these Group Instructions define the
standard for information security within the MAN Group that must be adhered to by all MAN Group
companies.
Based on Group Policy MAN 13.1, the MAN Group Instruction 1 Standard for Information Security set
out the basic principles for all other regulations, security concepts, and specific rules.
They define the minimum requirements for safeguarding the information assets of MAN, proportionate
to the risk, and refer to the safeguarding and/or the security of all information, irrespective of the form it
takes within the Company.
Group Instructions 1 takes account of the requirements of standard ISO27001:2005 Annex A (cf. MAN
13.1, Section 5.6).
2.

Scope

This instruction applies to all MAN Group companies and their employees worldwide. This instruction
is to be implemented directly and does not require any additional conversion policies from the divisions
or individual Group companies. In the case of companies, in which MAN SE itself cannot directly enforce the applicability of this instruction for legal reasons, the Chief Information Security Officer should
be consulted to clarify the extent to which this Group instruction is applicable. Companies, which are
not wholly owned by MAN SE and also not affiliated with the MAN SE through a control agreement,
constitute one such example.
The document must be verified at least once every 3 years and modified if necessary.
3.

Terms and Definitions

A glossary for the complete information security framework can be found at the additional information
„Terms and Definitions to information security“.
4.

Target Group

Group Instruction 1 Standard for Information Security is directed at functions responsible for the management of information security within the MAN Group (cf. MAN 13.1, Section 6.1).
5.

Standard for Information Security

The information security regulatory system comprises Group Policy MAN 13.1, the MAN Standard for
Information Security, and additional subordinate central and decentralized regulations which govern
the principles of information security management (cf. Group Policy MAN 13.1 ) in more detail.
5.1

Management of Information Security

The function and structure of an Information Security Management System (ISMS) are defined in detail in the MAN Group Instruction 6 Management of Information Security. This includes defining the
roles and responsibilities as well as the committees for monitoring and further development of the
ISMS.
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The procedure for risk management of information assets shall be performed on the basis of the MAN
Group Policy MAN 5.4 "Central Risk Management System of the MAN Group". This shall be defined
more specifically by the MAN Group Instruction 6 Management of Information Security with regard to
the risks associated with information technology.
5.2

Requirements of Information Asset Protection

The following table defines the MAN-specific requirements for safeguarding the information assets in
the MAN scope of responsibility. These requirements are tailored to divisions and defined more specifically through the use of additional group instructions.
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Article

Function and Purpose

Regulation

Article 1

Function
Segregation of duties and responsibilities

(1) As part of the risk management process, tasks and responsibilities in business
processes together with critical functions shall be identified and evaluated by
each MAN Group company. The misuse and manipulation of information and
IT systems shall be prevented to the greatest possible extent through the separation of tasks.

Purpose
To distribute tasks and responsibilities such that the misuse or unauthorized modification of IT services and systems is limited to the greatest possible extent.
Article 2

Function
Confidentiality agreements with internal/external individuals and companies
Purpose
Contractual safeguarding of the confidentiality of sensitive
MAN information.

Article 3

Function
To prevent and detect weaknesses and threats at an early
stage
Purpose
To ensure an optimized approach to security incidents
and identification of potential hazards.

Article 4

5/24

Function
To ensure security in cooperation with suppliers, partners,
and customers

(1) Each MAN Group company shall ensure that employees, contract partners,
and third parties who are granted access to sensitive information in the MAN
scope of responsibility sign non-disclosure agreements associated in relation
to the processed information.
(2) Specific non-disclosure agreements must be signed for performance of administrator tasks on IT systems.
(1) The handling of information security incidents shall be supported by a security
incident management process defined and documented throughout the MAN
Group, which defines the behavior of employees, contract partners, and third
parties in the event of security weaknesses and security incidents, incl. their
escalation.
(2) Each MAN Group company shall ensure that the Group-wide procedure is
implemented in accordance with the MAN Group Instructions "Information Security Incident Management". All employees must be instructed and trained in
the procedure by the Group companies.
(1) Access to MAN information shall only be granted to third parties where there
is a specific reason and only within the necessary limits and must be restricted
to such an extent that it can be monitored and properly logged.
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Article

Article 5

Article 6

Function and Purpose

Regulation

Purpose
To appropriately safeguard information systems, IT applications and infrastructures in the scope of responsibility of
MAN that are used by, communicated to, managed by, or
made accessible to external parties.

(2) The adherence to the requirements of the MAN Group concerning confidentiality, integrity and availability of information, IT services and IT systems shall
be clearly defined in contracts with external service providers with regard to
their tasks.

Function
Business and IT service continuity management

(1) All MAN Group companies shall establish an integrated business and IT service continuity management process.

Purpose
To ensure an optimized approach concerning IT Service
Continuity in case of disaster or emergency.

(2) Emergency measures appropriate to the determined risk shall be realized,
regularly tested, and adjusted on the basis of a business impact analysis.

Function
To evaluate and manage enterprise assets in the sense of
information security. The classification and identification of
information assets

(1) Information assets and associated information and communication technology
facilities and rooms, incl. their software and supply equipment shall be clearly
identified, classified, and managed as inventory stock.

Purpose
To create basic principles for assessing an appropriate
security level at MAN.

(3) Agreements or contracts concluded with third parties regulating access to and
processing of data shall cover all relevant security requirements. Appropriate
agreements shall be concluded in the form of contracts.

(3) Information and data protection shall be ensured even in the case of disaster
or emergency.

(2) Compilation of the inventory shall incorporate all necessary assets and shall
be verified and managed on a regular basis.
(3) All information assets and associated information and communication technology facilities incl. their software and supply equipment shall be assigned to
a responsible data/asset owner.
(4) All information processed and stored at and/or for MAN shall be fully classified
and identified with regard to its confidentiality, availability, and integrity in accordance with the MAN Group Instructions "Classification of Information Val-
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Article

Function and Purpose

Regulation
ues".

Article 7

Function
The appointment and hiring of personnel
Purpose
To ensure that employees, contractors, and third-party
users understand their responsibilities with regard to the
safeguarding of MAN information values
To ensure that personnel possess appropriate expertise
corresponding to their intended tasks with regard to the
safeguarding of information.

Article 8

(1) Before taking up a task and/or assuming a function in the MAN Group, employees, contract partners, and third parties shall make themselves aware of
the policies and guiding principles for information security that are relevant to
their activity/functional division. Employees, contract partners, and third parties shall be required to commit themselves to adherence to these regulations
in their respective contracts.
(2) Individuals with access to areas with relevance to information assets (e.g.
Data Center, development department) or with access to sensitive information
(e.g. personal data) shall separately be required to commit themselves to adherence to the information and data protection requirements.

Function
The control and management of personnel

(1) Regular information security training shall be conducted and documented on a
work place level. Employees shall be informed of changes, news, and threats
on a regular basis.

Purpose
To ensure that employees, contractors, and third-party
users recognize potential threats to information security,
understand their requirements when it comes to safeguarding information values, and comply with corresponding policies and guidelines.

(2) Individuals with a supervisory function shall not take on any administrator
roles in the same scope of responsibility.
(3) Employees performing tasks with a particular impact on information security
interests shall be allocated sufficient time for the proper fulfillment of these
tasks.
(4) Contacts shall be available outside of normal working hours for critical security
issues and to respond in good time, for example, to warnings from facilities
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Article

Function and Purpose

Regulation
that are critical to security.
(5) Group Policy MAN 13.1 for Information Security which forms the basis for the
MAN Standard for Information Security and additional relevant regulations
shall be considered an official regulatory system of MAN and shall be agreed
with employees and service providers as a contractual obligation for adherence. Violations of these regulations shall be met with appropriate measures
under industrial law and/or contractual penalties.

Article 9

Function
The hiring, change to the appointment or termination of
personnel
Purpose
To ensure as little impact as possible for MAN with regard
to the safeguarding of information in case that employees,
contractors, and third-party users change the organization
or appointment within the organization.

Article 10

Function
Security areas
Purpose
To safeguard against unauthorized access and damage
or interruption to IT infrastructures and information required for MAN business and production processes.

(1) It shall be ensured that in the event of hiring, change to appointment or retirement of personnel, information, plant equipment, devices, and systems are
immediately returned to MAN and entry and access rights are immediately revoked. This shall also apply to service providers with regard to their personnel
where these conduct work for MAN as part of their tasks.

(1) Based on the security requirements determined in a risk analysis, appropriate
security zones shall be defined and established to offer appropriate safeguarding against unauthorized access, environmental threats, fire, sabotage,
power outage, and cooling system outage.
(2) The security zones shall be established according to the onion-skin principle.
While connecting zones with different protection requirements access shall be
terminated, and controlled within the outer zone and set-up newly according to
the protection requirements of the inner zone.
(3) Access to a security zone shall only be granted where a specific need exists
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Article

Function and Purpose

Regulation
and the approval process shall be fully documented. Zones shall also be
safeguarded in delivery areas.

Article 11

Function
The safeguarding of information and communication technology facilities
Purpose
To appropriately safeguard information and communication technology facilities against physical and environmental threats.

(1) Information and components of information and communication technology
shall be placed according to the level at which the information must be safeguarded. They shall be safeguarded against unauthorized access, environmental hazards, power outage, and cooling system outage by the use of technical and organizational measures.
(2) When using mobile information and communication devices in particular, it
shall be ensured that sensitive information cannot be compromised. The need
to safeguard the information shall be determined as part of a risk analysis.
(3) Supply lines (power and cooling system) which supply information and communication technology components shall be safeguarded against damage.
(4) Data and communication lines which transport confidential or strictly confidential information and/or data shall be safeguarded against interception and if
necessary, connections shall be encrypted. Data and supply lines that are critical to business operations shall be designed to include redundant lines.
(5) Security and supply facilities shall be serviced and maintained such that their
availability and completeness is ensured.
(6) Suitable processes shall be established for devices meant for reuse, disposal
or resale to ensure that all confidential or strictly confidential data and licensed
software on devices (fixed or mobile) are removed or securely overwritten.
Storage media shall be disposed or destroyed in a way that data cannot be
restored.
(7) It shall be ensured that there is no unauthorized removal of information and
communication facilities, software, or information from the security zones de-
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Article

Function and Purpose

Regulation
fined for operation or storage.
(8) In the case of remote working, it shall also be ensured that appropriate security measures are implemented in accordance with (1) – (6).

Article 12

Function
To separate the development, test, and production environments
Purpose
To prevent unintended and/or unmonitored changes to
productive system environments.

(1) Development and test environments shall be separated from the production
environment in order to prevent unauthorized access or changes to these systems.
(2) A security concept shall also be devised for test networks and a responsible
person assigned.
(3) In the event that production data files or copies thereof must be accessed for
test purposes, these shall be safeguarded in the same way as with production
processes. Use and the reasons for use shall be documented.
(4) Test data which represent confidential or strictly confidential information shall
be deleted immediately after processing.
(5) Comprehensive processes shall be established for the transition from development in the test and in production which safeguards against errors in the
production environment.

Article 13

Function
To secure the MAN network and its interfaces
Purpose
To safeguard against unauthorized use, interruption, and
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(1) The confidentiality, availability, and integrity of data shall be safeguarded during transportation through the network in accordance with the need to safeguard. Security measures shall be selected according to the nature and composition of the transmission path of the network (wireless LAN, WAN, LAN)
and must take account of the need to safeguard the data. Confidential Com-
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unauthorized flows of information.

Regulation
pany data shall be encrypted when being transferred over public networks.
(2) With regard to functional use, all network components shall be configured as
restrictively as possible and safeguarded against unauthorized access. The
principle of minimum authorization allocation shall be applied.
(3) For network components that are critical to business, the need for monitoring
and logging measures shall be assessed and set up accordingly. Any log data
recorded shall be verified on a regular basis, automatically if possible.
(4) To allow networks with different security requirements to be connected, a risk
analysis shall be conducted. Suitable processes shall be defined and documented on this basis. An approval process shall be established.
(5) Access between different networks with different security levels shall be restricted. For the definition of permitted access options to internal resources, a
zone concept shall be developed. Networks shall be separated logically according to their security requirements.
(6) The security properties, service levels, and administration requirements of all
network services shall be determined and documented. Adherence to applicable security requirements in the network shall form part of contracts with external service providers.
(7) Remote access of users to systems or applications shall only be permitted by
means of strong authentication.
(8) All systems connected to the MAN network (internal network) must be easily
identifiable.
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Article 14

Function
To safeguard information and data media

(1) When exchanging information using portable data media, the data media shall
be safeguarded appropriate to their specific need to safeguard.

Purpose
To prevent unauthorized publishing, modification, removal, or destruction of MAN information.

(2) Removable data media shall be handled in accordance with the need to safeguard the data stored on them with regard to logical and physical security.
(3) On disposal of data media, it shall be ensured that confidential data is destroyed such that it cannot be restored.
(4) Documented procedures for secure handling (storage and distribution) of information (on portable media) shall be established to prevent unauthorized inspection (access), misuse, or manipulation.
All employees shall be made aware of the correct handling of information and
data storage media.
(5) Employees shall undertake to safeguard information and data media against
unauthorized access when leaving their work place, even for a short period.
(6) Encryption mechanisms shall be regulated in a crypto concept with regard to
their application, key management, and legal aspects.

Article 15

Function
To safeguard internal and external communication

Purpose
To prevent leakage or disclosure of MAN information.

(1) The transfer of data within the MAN network or the external transfer of data
from within the network shall only take place via the permitted secure interfaces and in accordance with the corresponding need to safeguard. Regulations
shall be documented.
(2) When transferring personal data, legal stipulations and the specifications of
the MAN Data Protection Policy shall be adhered to. If necessary, the agreement of the person who is the subject of the data being transferred shall be
sought in advance. The same also applies to automatic call procedures.
(3) Regulations and/or contractual agreements (non-disclosure agreements) shall
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Regulation
be concluded concerning the way in which transferred sensitive data must be
handled by the recipient, e.g. intended use only, no forwarding to third parties,
storage, return, deletion of data.
(4) Separate regulations shall be drawn up to cover the risks of electronic data
transfer when it comes to sending sensitive information. Users of e-mail systems shall be made aware of the risks of electronic communication. Corresponding training measures shall be documented.
(5) Senders and recipients of non-public data shall ensure that the confidentiality
of the information is preserved. If the stored data is no longer required, it shall
be deleted. Data that are subject to the obligation to preserve records shall be
archived accordingly.
(6) The storage of business e-mails shall only be permitted in MAN environments
or environments operated on behalf of MAN.
(7) Access to centrally stored e-mails via public networks shall only be permitted
via secure, verifiable connections. Secure authentication procedures shall be
used.
(8) The use of electronic communication means (e.g. e-mail and Internet) shall
only be permitted for business purposes and only via centrally provided Internet gateways or preset access paths.

Article 16

Function
Management

of

authorizations

and

passwords

Purpose
Allocation of access permissions according to the least
privilege requirement, appropriate documentation and
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(1) A policy for access rights shall be established and verified regularly based on
business and security requirements.
(2) A formal procedure shall be established for the registration and de-registration
of users. Registrations and de-registrations carried out shall be documented in
auditable form. It shall be ensured that users only receive authorization appropriate to the tasks that they are required to carry out (minimum/adequate
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effective access protection

Regulation
authorization allocation principle).
(3) The allocation of administrative system authorizations shall be carried out
restrictively, documented with care, and verified on a regular basis.
(4) Privileged user accounts shall not be used for everyday work.
(5) Password management stipulations shall be defined centrally and shall be
evaluated on a regular basis and be implemented in accordance with the requirements of developing technologies. Passwords shall be managed in accordance with documented procedures.
(6) Existing access authorizations shall be reviewed at regular intervals. These
intervals shall be determined according to the extent and criticality of the access rights.

Article 17

Function
To safeguard electronic business traffic

Purpose
To safeguard electronic business traffic applications.
Article 18

Function
To safeguard system use
Purpose
To identify unauthorized use and modification to systems
and applications and their malfunctions.
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(1) Online business services of MAN shall ensure the authorization and authentication as well as the confidentiality of stored or processed information to a
level that corresponds to the need to safeguard the information.
(2) The integrity of MAN information that is made available on a publicly accessible system shall be safeguarded to prevent unauthorized modification.
(1) Where there is a statutory obligation to provide evidence, in the case of statutory business requirements or for the purpose of averting hazards, log data
shall be created and stored. Within this, the principle of data economy shall be
applied and, insofar as in accordance with the intended purpose, anonymization carried out.
(2) General conditions shall be created to allow security incidents and serious
interruptions to MAN business processes to be tracked and evaluated via all
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participating networks, systems, and applications. The system times of all
MAN systems and network components shall be synchronized if this is technically feasible.
(3) Log data and log files shall be retained for a fixed period in case they may be
useful in future investigations. Logs shall be safeguarded against unauthorized access and manipulation and shall be deleted upon expiry of the fixed retention period. Personal data shall be deleted as soon as they are no longer
required.
(4) Employees who are involved in the creation, verification, and evaluation of log
data shall be required to sign a written agreement concerning the confidential
handling of the data. The evaluation of personal data shall be coordinated and
jointly undertaken with the person responsible for data protection and the responsible works council.
(5) As a result of a risk analysis the extent and content of required log information
shall be determined on the basis of statutory and commercial requirements for
the identified systems. As a minimum, information shall be available for appropriate tracking of security incidents.
(6) Privileged activities forming part of the management of IT systems shall be
logged and fully personalized. The conformity of logging procedures shall be
tested by an independent body against defined procedures on a regular basis.
(7) Log files shall be evaluated such that events critical to security are identified in
good time. It shall be ensured that personnel are appropriately trained for the
evaluation of log information.
(8) All access to systems containing sensitive data or functions shall be safeguarded with access control where the identity of the user is determined.
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(9) IT systems that process information with specific protection requirements shall
be located in a dedicated (isolated) environment where possible. Isolation
may be effected either physically or logically. Information shall only be exchanged by these IT systems with pre-determined systems. In the event that
IT systems and/or applications with a specific protection requirement are to be
operated in heterogeneous environments, the resulting risks shall be identified
and evaluated separately.

Article 19

Function
The use of information and communication facilities and
devices
Purpose
The secure use of information and communication facilities and devices.

Article 20

Function
The documentation of the procedures, systems, and functions relevant to the operational security of IT by internal
and external IT service providers and the safeguarding of
the procedures, systems, and functions relevant to IT by
internal and external IT service providers
Purpose
To ensure the documentation of operational procedures
such that in the event of a personnel deficiency or system
function error, normal operation can be resumed as quickly possible. The documentation of operational procedures,
system configurations, and business organization shall be
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(1) Where technically possible, after a set period user inactivity shall automatically
result in a block (e.g. screen, smartphone).
(2) The use of personal equipment to connect to the internal LAN/WLAN or Intranet of the MAN Group or for commercial purposes is prohibited.

(1) All procedures and systems required for proper operation shall be documented such that limitations to business operations or security on account of missing or inadequate documentation are prevented.
(2) In the case of business processes whereby multiple organizational units or
service providers regularly collaborate, processes shall be defined and documented such that limitations to business operations or the security of MAN on
account of inadequate definition or documentation are prevented.
(3) It shall be ensured that documentation necessary for operation and recovery
of critical assets is available in case of business interruptions (e.g. as printout,
encrypted on CD/DVD).
(4) Documentation shall be safeguarded against unauthorized use according to
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safeguarded against unauthorized inspection.

Article 21

Function
Change management for internal IT services and services
provided by external service providers
Purpose
To ensure that changes have as minimal an effect on
MAN business operations as possible.

Article 22

Function
Controlled supply, monitoring, and testing of IT services
by external service providers
Purpose
To ensure that the services and scope of supply are defined and can be adhered to by external service providers, that deviations from the agreed services or scope of
supply are identified and evaluated, and that suitable
counter-measures are implemented.

Regulation
the corresponding protection requirements.
(1) Changes to IT services or parts thereof (personnel, processes, hardware, and
software) shall always be performed in accordance with standardized change
management processes. All changes shall
be documented.
(2) In the case of changes, the effects on the corresponding business processes
shall be analyzed, evaluated, and documented as part of the risk management process.
(1) In addition to functionality and quantity, the necessary safeguarding of MAN
information assets shall be clearly regulated in repair and maintenance contracts agreed with third parties and partners with regard to availability, confidentiality, and integrity. The MAN regulatory system for information security
shall be incorporated in a suitable form.
(2) To this end, checks and regular reports as proof of the service provider's functioning information security management system shall be evaluated, defined,
and contractually agreed.
(3) Services provided by the supplier with regard to measures for safeguarding
MAN information assets shall be documented in full by the corresponding contract partner on the basis of reports and logs and shall be appropriate for ensuring that adherence to the agreed service levels can be tested.
(4) In contracts with service providers, MAN shall be granted the right to conduct
audits at service providers' premises. This must also extend to all subcontractors.
(5) In the event that plant equipment, devices, or IT systems are sent away for
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maintenance or repair by MAN or the service provider, all confidential or strictly confidential data located on data media shall be deleted in advance to prevent the reconstruction of the stored data. Companies charged with repair undertake to adhere to the necessary confidentiality agreements. Specifically, it
shall be determined that data that are stored externally as part of the maintenance work shall be deleted upon completion of the work and shall not be
used for any other purpose.

Article 23

Function
To manage capacities for internal IT services and those
provided by external IT providers
Purpose
The timely identification and prevention of bottlenecks.

Article 24

Function
To procure systems on the basis of defined criteria
Purpose
The definition of and adherence to system requirements
for IT services.
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(1) Capacity utilization for all IT components critical to business shall be documented and monitored on a regular basis.
(2) Future capacity requirements shall be determined on the basis of trends and
requirements in order to rule out bottlenecks and allow advance planning.

(1) It shall be ensured that all new IT systems and services fulfill the requirements
of the MAN Group with regard to information security, specifically the Standard for Information Security. Exceptions shall be evaluated and documented.
The MAN Standard for Information Security and its additional regulations constitute minimum requirements for proper and secure operation.
(2) A secure configuration shall be defined as part of system hardening for business-critical systems. Those shall be used as basis for a secure installation
and serve as a checklist for monitoring.
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Article 25

Function
Data backup and recovery

(1) A concept for data backup and recovery shall be defined for each system.
This general concept shall also appoint responsibilities.

Purpose
To ensure the restoration of lost or damaged data as
quickly as possible on request, as well as outsourcing of
data to cover emergency situations.

(2) If data is distributed over different systems, overarching data consistency shall
be ensured.
(3) In the event of local or mobile data management, crtical data shall only be
stored as a copy or and only as long as necessary. For permanent storage
only central storage systems shall be used.
(4) The data security concept shall undergo a detailed test at least once a year.
The result of the test shall be documented and stored as proof.
(5) The same access restrictions shall apply to the storage location of data backups as for systems on which original data are stored. Moreover, measures
shall be taken to safeguard the data backup media against external impacts
such as fire, water, theft, or sabotage.
(6) Data backup media shall be cataloged and have their completeness and
readability tested on a regular basis. These shall be documented in auditable
form.
(7) The ability to restore data critical to business shall be tested at least once a
year. All tests carried out shall be documented.
(8) Specific measures shall be established for encrypted data or data media.
(9) Data media that are no longer required or have been replaced shall be destroyed to prevent the reconstruction of stored data.

Article 26
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Function
To prevent malicious software and mobile code

(1) A virus protection policy shall be drawn up by the responsible operator(s), to
incorporate multiple testing of all items that may be affected by viruses by at
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Purpose
To prevent the intrusion and spread of malicious software/code.

Regulation
least two different products from different manufacturers.
(2) A virus scanner shall be installed on each work place computer or server on
which data are stored or via which data are exchanged. The virus scanner
shall be initiated automatically on system start, shall download updates automatically where possible, and shall be prevented from being shut down during
operation.
(3) Different products from different developers shall be used for work place computers and servers.
(4) All data traffic from or within public networks shall be automatically checked
for viruses by a central virus protection system. Virus protection shall be able
to check compressed or encrypted files where technically possible. Internal email traffic shall also be checked by a virus scanner. It shall be ensured that
the scanner used for e-mail traffic virus scanning cannot become the victim of
an attack itself. Suitable measures to protect the virus scanner shall be taken.
(5) A process shall be developed and introduced for correctly dealing with virusinfected content in electronic media such as e-mails or text files. Active content such as in downloads or websites from public networks shall have its system conformity verified by central systems before being transferred to the
MAN network.
(6) Only those services and functionalities shall be made available on the systems (client and server) that are required for the intended purpose.
(7) Security software and settings shall be configured such that no modifications
are possible by the user and that the function cannot be shut down.
(8) IT systems in production environments (such as industrial PCs) shall be safeguarded against malicious software insofar as these systems provide access
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to the Internet, or mobile data media are used. If this is not possible, these
systems shall by isolated as appropriate by means of network separation and
deactivation of ports.
(9) Mobile devices with access to Company data shall be suitably protected
against malicious software and Company data espionage.

Article 27

Function
The procurement, development, and maintenance of information
systems
Purpose
To safeguard the procurement, development, and maintenance of information systems.

(1) The procurement of information-processing components (software, systems,
networks, telecommunication systems, etc.) shall be subject to a comprehensive release and change management process which shall include a defined
procurement and approval process. Predetermined ordering regulations shall
be maintained.
(2) The consideration of risks and safeguarding requirements shall remain an
integral component of the
procurement and development processes for new information-processing
components (software,
systems, networks, telecommunication systems, etc.).
(3) A catalog of requirements shall be compiled at the pre-selection phase, to
include the formulation of security requirements. The requirements shall be
documented and approved. In the case of software,
it shall be documented which versions of executable files have been approved.
(4) It shall be ensured that hardware and software cannot be modified or manipulated after their approval.
(5) In the event that program errors occur during operation in spite of intensive
acceptance tests, these shall be resolved as part of the incident/problem
management and release management processes.
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(6) The installation and/or use of unapproved software shall be prohibited and
technically prevented.
Approved programs shall be checked for modifications on a regular basis.
(7) The use of unapproved software shall be detected by means of regular
checks. The results of these checks shall be documented in auditable form.
(8) In the case of software that is developed internally or externally, the requirements of the Standard for Information Security and additional guiding principles shall be taken into account in the development process.

Article 28

Function
Continuous improvement
Purpose
To identify and evaluate deviations and weaknesses as
well as ensure their timely resolution.

(1) It shall be possible to obtain and evaluate information concerning technical
weaknesses in the
systems and applications used at MAN in a timely manner.
(2) The risk of identified weaknesses shall be evaluated. Measures shall be taken
to appropriately address the associated risk.
(3) Organizational structures, roles, responsibilities, and lines of communication
shall be defined.
(4) In order to identify and tackle attacks and network hacking attempts at MAN in
a timely manner,
systems shall be used to automatically detect and/or prevent attack patterns
and hacking attempts.
(5) Adherence to information security rules and measures shall be verified on a
regular basis by an independent body and also in the event of significant
changes with an impact on information security. These verifications may be
carried out by means of audit, by the MAN Data Protection Officer, by an independent quality assurance body, and/or by an external expert.
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Article 29

Function
Adherence to statutory framework conditions

(1) On behalf of MAN, it shall be identified which laws contain relevant regulations
for information security and which relevant regulations are to be included. International laws and regulations shall also be included where appropriate.

Purpose
To ensure the implementation of statutory requirements
and early detection of violations.

(2) In order to safeguard the rights to use, for example, proprietary software
products, procedures shall be implemented in order to ensure adherence to
relevant statutory, official, and contractual requirements.
(3) Legal obligations to obtain data and documentation shall be identified, and
corresponding stipulations for their adherence shall be implemented.
(4) A procedure shall be established to ensure that only software with corresponding licenses is used
on MAN systems.
(5) The relevant national and international stipulations for data protection shall be
adhered to for data protection within the MAN Group.
(6) An appropriate procedure shall be established to ensure that files violating
laws or other relevant regulations or data that are not welcome at MAN cannot
be accessed via the Internet.

Article 30
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Function
Adherence to the MAN regulatory system for information
security

(1) Those responsible for information security (CISO/ISO) shall ensure that the
MAN regulatory system for information security is applied correctly at MAN in
order to ensure adherence to security regulations and standards.

Purpose
To ensure the implementation of information security
regulations within the Group by employees, to identify
deviations, and to introduce appropriate measures.

(2) In the event of deviation from or violation of the MAN regulatory system for
information security,
reasons shall be obtained, measures to prevent violation and deviation shall
be developed and introduced, and the effectiveness of these measures shall
be verified.
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(3) A reporting system shall be developed that ensures the transparency of the
implementation of the MAN regulatory system for information security within
the MAN Group and at IT service providers.

Article 31

Function
Verification of information security
Purpose
To identify deviations in the planned implementation and
to establish non-compliances in information security regulations.

(1) All working processes, plant equipment, devices, and IT systems shall be
checked by means of regular audits to ensure their compliance with the MAN
regulatory system for information security.
(2) These verifications shall be traceably documented and the results safeguarded against unauthorized inspection.
(3) A verification plan shall be formulated to ensure the completeness of verification aspects and verification objects.
(4) Technical information security must be assessed by measures such as regular
penetration tests or security audits.
(5) The organizational information security must be checked by regular process
audits such as self-assessments, on-site assessments, management assessments or assessments by external partners.
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Overview of Key Points
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1.

Purpose

Derived from Group Policy MAN 13.1 Information Security and the MAN Standard for Information Security, this Group Instruction gives all MAN employees guidelines on dealing with information securely
to ensure data and information is protected at MAN. It also covers how to use devices for processing,
exchanging, or storing information.
2.

Scope

This instruction applies to all MAN Group companies and their employees worldwide. This instruction
is to be implemented directly and does not require any additional conversion policies from the divisions
or individual Group companies. In the case of companies, in which MAN SE itself cannot directly enforce the applicability of this instruction for legal reasons, the Chief Information Security Officer should
be consulted to clarify the extent to which this Group instruction is applicable. Companies, which are
not wholly owned by MAN SE and not affiliated with the MAN SE through a control agreement, constitute one such example.
The document must be verified at least once within three years and modified as necessary.
3.

Terms and Definitions

A glossary for the complete information security framework can be found at the additional information
„Terms and Definitions to information security“.
4.

Target group

Group Instruction 2 Information Security for Employees is directed at all employees of the MAN Group.
5.

Information security at the MAN Group

Just like production plants, information can represent an important asset for MAN, since MAN business and production processes can only be implemented at the right place and the right time if accurate information is available. Information may take a variety of forms. For example, it may be printed or
written down on paper, stored electronically, conveyed by post or electronic channels, shown in films,
or passed on verbally during conversations.
MAN's commercial success relies in no small measure on providing effective protection for these information assets, which are exposed to a wide range of threats on a daily basis.
These may include the following:
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Overhearing or eavesdropping on conversations



Destruction of information by computer viruses



Theft of information by spying on passwords



Theft of data storage media or computers



Spying associated with corruption or intimidation of employees



Failure of IT systems as a result of power outages, sabotage, or vandalism



Destruction of important data by fire or water
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Theft of trade secrets

In particular, today's information technology is facing ever more attacks, and these are becoming more
ambitious and sophisticated. Protection of information assets against these threats requires a structured and uniform approach at both Group level and within the individual companies.
Protection will only be effective if it is based on a wealth of interconnected measures. In addition to the
MAN framework of rules on information security, other measures adopted at MAN to protect information include the following:


Ensuring our employees identify with the company and the corporate culture



Raising security awareness among all employees



Ensuring compliance with defined processes and procedures



Focusing on security when working with devices and software associated with information and
communication

5.1

Responsibility

Each employee of the MAN Group is responsible for ensuring they use information and devices associated with information and communication in a responsible manner in conformance with MAN policies
and regulations.
This also includes being alert to possible threats and endeavoring where possible not to put information at risk through their behavior.
5.2

Contact persons

The Information Security Officer (ISO) of the division or Group company is the contact person for all
information security issues.
For issues relating to personal data protection, the relevant contact persons are the data protection
officers in Germany and the data protection coordinators abroad. Their contact details can be accessed via the MAN Inside Intranet under "Human Resources" > "Data Protection".
If the identity of these two sets of contact persons is unknown or they are unavailable, the relevant
supervisor should be approached.
6.

Using information within the MAN Group

The following general principles apply to those dealing with MAN information assets:
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All information connected to an activity performed at or for MAN must, in keeping with
statutory, contractual, and societal expectations, be protected against the following:


Unauthorized publication



Modification



Loss, misuse, or destruction.



Information must be protected whatever the form involved (e.g. knowledge, print, image,
digital, sound recording media, spoken word, visible product).



The type of use and protection must reflect the level of confidentiality (sensitivity) of the
information.
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Basic rules on dealing with information assets

The following rules must be observed by every employee to safeguard these general principles:


Each employee must find out how sensitive the information they are processing actually is. In
the event of any doubt, MAN information must, as a minimum, be treated the same as
confidential information.



If any employee compiles information or is responsible for compiling it as part of their work,
they must rate the sensitivity of this information in conformance with MAN's objectives and any
legal requirements which may apply. The MAN Group Instruction 4 titled Classification of
Information Assets needs to be applied in such cases.



Where information is passed on to another person, the recipient must be informed about the
sensitivity of the information and how they need to deal with it.



While absent from the workplace, no confidential or strictly confidential information may be left
on display in the workplace.



The employee may only use information for the intended commercial objectives within their
area of responsibility at MAN.



The following need to be considered when dealing with personal data:

6.2
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The relevant MAN Group Policy on data protection



Any additional MAN regulations (at both division level and within the individual companies)



The applicable legal provisions for the protection of personal data (particularly Germany's Federal Data Protection Act).

Retaining, passing on, and transporting information


MAN information may not be removed from company premises without authorization.



Information may only be passed on to another person if the commercial objective requires this
and it is certain no unauthorized persons will come into possession of this information.



In public, it is important to ensure unauthorized parties are unable to overhear or see any
content.



MAN information not in the public domain may only be passed on to persons who are under a
contractual obligation to keep it secret and use it securely, assuming they are not already
under a legal obligation to do so.



Agreement must be reached with the responsible units within MAN as to which information is
classified as "public" before this is disseminated or published.



The following needs to be considered when passing on MAN information not classified as
“public”:


Transfers of information via public networks must be encrypted, assuming this is technically possible.



"Confidential" information must always be encrypted when transmitted and transported via public networks.



"Confidential" information must also be protected within internal networks, ensuring
only persons authorized by the owner of the information are able to view it (e.g. via
encryption).
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"Strictly confidential information" may only be made available by the owner of the information to the persons referred to by name in each case. Decisions regarding passing on/further processing of information are to be made by the owner of the information in each case.



Information being classified as “strictly confidential” has to be protected more strictly
than “confidential” data.



Services or platforms not provided by MAN (Facebook, rapidshare, Skydrive, Google,
Dropbox, yahoo, gmx, etc.), may not be used to pass on information.



Appropriate measures, based on the level of sensitivity involved, must be taken for the
retention and transportation (en route) of information to protect it against unauthorized access,
manipulation, misuse, or destruction. MAN provides suitable protective measures and tools to
help with this.



Confidential or strictly confidential information may only be transported on electronic data
storage media if encrypted (CD, DVD, USB stick, SD card, notebook, smart phone, etc.).

Supervisors or the Information Security Officers (ISO) can provide details of current procedures and
tools for encrypting information.
If an employee realizes, despite all the precautionary measures taken, that information has been
passed on to someone unintentionally or lost, the supervisor or Service Desk must be notified immediately. These will decide the additional steps to be taken.
7.

Using information and communication devices and IT services

For the most part, the performance of business tasks also requires the use of equipment in the form of
information and communication devices - referred to hereafter as IT devices - and information and
communication services - referred to hereafter as IT services.
The following sections list the general instructions regarding the use of IT devices and IT services at
MAN.
7.1

Provision


7.2

6/10

In general, MAN provides the various IT devices and IT services required to perform business
tasks. Only these may be used at MAN.
Use and retention



The IT devices, such as (cell) phones, smartphones, notebooks, tablets, sticks, etc., and the
IT services, such as e-mail, Internet, file, printing, etc., provided by MAN may only be used to
pursue MAN commercial objectives.



IT devices and IT services assigned to an employee may not be passed on for others to use
or made available to other persons unless MAN specifically intends the IT devices or IT
services to be used by a number of employees.



IT devices and programs may not be removed from the MAN site unless they are explicitly
intended for use outside the site.



The user may not perform any modifications on IT devices or programs provided by MAN
unless these have been agreed with the MAN units responsible. Operator's manuals and other
documentation relating to devices and programs must be stored securely.
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IT devices must be operated and treated in such a way that they do not become damaged
when used. The manufacturers' operating conditions must be observed.



It is essential to ensure no unauthorized parties are able to use, manipulate, or steal any IT
device or storage medium. This even applies when only leaving the work place for a short
time.



Data/files must be stored on a network drive, since this is the only way to include them in
regular data backups. If there is no option but to manage data on a local or mobile basis, the
user is responsible for performing regular data backups.



IT devices and IT services, where the IT device/service allows, must be secured with a
password (key word, code, PIN, etc.) known to the user alone.



The following requirements apply to any passwords:


Passwords must not be passed on to anyone else and must be treated with at least as
much confidentiality as the PIN for the cash or credit card.



It should not be written out in full or shown in public (no notes attached to monitors or
under keyboards).



It must be devised in such a way that nobody can guess what it is.



User passwords (where technically possible) must contain at least 10 characters and
incorporate a combination of 3 of the following 4 features:



Lowercase letters



Uppercase letters



Digits



Special characters

If a password has been made known to an unauthorized party or this is suspected to
be the case, the password must be changed immediately.



Once the IT device has been handed over or the IT service made available, all standard
passwords must be changed in accordance with the password instructions outlined above on
a regular basis and at least every 90 days.



The Service Desk must be notified if the password is forgotten.

7.3

8.



Return and disposal


Since devices are also used to store data on a local basis, all devices as well as mobile
storage media must be disposed of in a special way. The user is responsible for ensuring IT
devices are disposed of as envisaged by MAN.



IT devices and storage media which are no longer required or used must be given the same
protection against unauthorized access until they are disposed of securely as when they were
being used.
Behavior during information security incidents

Security incidents primarily refer to the kinds of incidents or circumstances capable of causing MAN or
its employees, customers, or partners to suffer an unacceptable level of loss or damage. In most cases only an expert will be able to determine whether something actually is a security incident or whether
it only amounts to a technical fault or a mistake. It is always important to identify a security incident as
early as possible in order to limit the loss or damage.
7/10

MAN - Instruction 2 to Group Policy MAN 13.1 – Information Security for Employees
Version 2.0

In view of this, it is important that every MAN employee plays his part in identifying information security
incidents.
It is better to report a (suspected) incident, which eventually turns out to be harmless, than to report an
apparently insignificant incident too late or even not at all, but which eventually causes a considerable
amount of loss or damage.
General principles for information security incidents:


Users should remain calm in the event of a security incident and report this to the Service
Desk or a supervisor. Panic measures may make the loss or damage worse and destroy part
of the audit trail.



Users should not implement any countermeasures themselves, since this is the preserve of
the relevant MAN specialist personnel.



Users must make a note of all the circumstances relating to the security incident and pass
these on to the specialist personnel.



Information may only be passed on to the designated parties at MAN and the authorities
(police and rescue services), following coordination with the responsible parties at MAN.



Users may not discuss security incidents at MAN with people from outside the business.

The following rules of conduct should help MAN employees identify and report information security
incidents:


Users should monitor the behavior of the IT devices and IT services they use and report any
unusual deviations from their normal operation to the Service Desk.



Any signs of manipulation (falsification) or loss of information must be reported to the
Information Security Officer (ISO) as well as the Service Desk.



If spying (scouting for information) or sabotage (willful destruction) is suspected, report this
directly to one of the following contact persons without going through the Service Desk:
MAN SE Chief Information Security Officer (CISO)



Information Security Officer (ISO) at the division or Group company MAN SE Chief
Security Officer



MAN SE Corporate Compliance



IS incidents involving misuse of personal data must be reported to the data protection
coordinator responsible or the data protection officer. The ISO must also be informed.



In cases where information has been obtained using criminal means, one of the following
contacts should be discreetly informed. It is important to keep the number of people informed
very limited.



8/10





MAN SE Corporate Compliance



MAN SE Corporate Audit

Incidents resulting from force majeure (e.g. fire, water, power outages, break-ins) must be
reported to the local units and the parties responsible at the site (e.g. the building
management team or the Chief Security Officer).
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Appendix
Overview of Key points

1.

Principles of information security for employees
1. Each employee of the MAN Group is responsible for ensuring they use information and devices and software associated with information and communication in a responsible manner in
conformance with MAN policies.
2. Information must be protected whatever the form involved (e.g. knowledge, print, image, digital, spoken word) against unauthorized publication, modification, loss, misuse, or destruction,
based on the level of sensitivity concerned.
3. Personal data must be treated in accordance with the rules under national and international
legislation and the applicable MAN Group Policy on dealing with personal data.
4. If the level of sensitivity is unknown, the information must, as a minimum, be treated the same
as confidential information.
5. On absence from the workplace, no confidential or strictly confidential information may be left
on display.
6. MAN information may only be used for commercial purposes associated with the task in question.
7. No MAN information may be removed or passed on to another person without authorization.
8. From an authorization perspective, information may only be passed on to another person if the
defined commercial objective requires this.
9. Those receiving information must be informed about the level of sensitivity of the information
and how to deal with it.
10. Information must be passed on in such a way that no unauthorized persons will come into
possession of the information.
11. MAN information not classified as “public” must be protected against unauthorized access on
public networks and during transportation (e.g. via encryption).
12. "Confidential" information must always be encrypted when transmitted and transported via
public networks.
13. "Confidential" information must be protected against access or viewing by unauthorized persons when transmitted and transported within internal networks (e.g. via encryption).
14. Information may only be exchanged via services and platforms approved by MAN.
15. The measures and tools provided by MAN to protect information must be used.
16. MAN supplies the various devices required to perform business tasks and only these may be
used at MAN.
17. The IT devices, such as (cell) phones, smart phones, notebooks, tablets, sticks, etc., and the
IT services, such as e-mail, Internet, file services, printing, etc., provided by MAN may only be
used to pursue MAN commercial objectives.
18. IT devices may not be removed from the MAN site unless these are intended for use outside
the MAN site.
19. No unauthorized modifications may be made to IT devices or programs.
20. Operator's manuals and other documentation relating to devices and programs must be protected.
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21. IT devices must be used in accordance with MAN specifications and protected against unauthorized use (screen lock) or theft.
22. All data and files must be saved to MAN network drives.
23. IT devices and services, where the IT device/service allows, must be made secure with a
password (key word, code, PIN, etc.) known to the user alone.
24. Standard passwords must be replaced with individual user passwords immediately.
25. Passwords must not be passed on, shown in public, or written out in full.
26. Where technically possible, passwords must contain at least 10 characters, be changed on a
regular basis (at least every 90 days), and incorporate a combination of 3 of the following 4
features:
a. Lowercase letters
b. Uppercase letters
c.

Digits

d. Special characters
27. If a password has been made known to an unauthorized party or this is suspected to be the
case, the password must be changed immediately.
28. The Service Desk must be notified if a password is forgotten.
29. All IT devices and storage media must be disposed of in a special way by MAN.
30. IT devices and storage media which are no longer required must be protected against unauthorized access until they are disposed of.

2.

Behavior during security incidents
1. Users should remain calm in the event of a security incident.
2. Users must not implement any countermeasures independently.
3. A note should be made of all the circumstances relating to the security incident.
4. Information may only be passed on to the designated parties at MAN and the authorities (police and rescue services).
5. Any deviations or unusual behavior associated with IT devices and applications must be reported to the Service Desk. Any signs of manipulation (falsification) or loss of information must
also be reported to the responsible Information Security Officer.
6. Suspected spying or sabotage must be reported to one of the following contacts: MAN SE
Chief Information Security Officer, MAN SE Corporate Security, MAN SE Corporate Compliance, or the Information Security Officer (ISO).
7. Force majeure events (e.g. fire, water, power outages, break-ins) must be reported to the local
units and the responsible parties at the site (e.g. the building management team).
8. If criminal behavior is discovered, the person should discreetly report it to MAN SE Corporate
Compliance or MAN SE Corporate Audit.
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1.

Purpose

Derived from Group Policy MAN 13.1 Information Security and the MAN Standard for Information Security, this Group Instruction sets out the basic requirements for effective management of information
security incidents (IS incidents).
Given that business processes are increasingly reliant on IT infrastructures and services, working
smoothly IS incidents represent a significant risk to commercial success. In order to avoid potential
loss or damage and minimize the negative impact on MAN's commercial success, there is a need to
establish within the MAN Group a systematic, uniform, and fast-acting procedure for responding to IS
incidents.
This document describes the requirements involved and provides mandatory regulations for the behavior of employees in the event of security weaknesses or security incidents, including how to escalate them. In addition, mandatory regulations on how to prepare for, respond to, and follow up IS incidents are provided.
2.

Scope

This instruction applies to all MAN Group companies and their employees worldwide. This instruction
is to be implemented directly and does not require any additional conversion policies from the divisions
or individual Group companies. In the case of companies, in which MAN SE itself cannot directly enforce the applicability of this instruction for legal reasons, the Chief Information Security Officer should
be consulted to clarify the extent to which this Group instruction is applicable. Companies, which are
not wholly owned by MAN SE and not affiliated with the MAN SE through a control agreement, constitute one such example.
The document must be verified at least once within three years and modified as necessary.
3.

Terms and Definitions

A glossary for the complete information security framework can be found at the additional information
„Terms and Definitions to information security“.
4.

Target group

Group Instruction 3 on Information Security Incident Management is directed at the functions responsible for the management of information security within the MAN Group (cf. MAN 13.1, section 6.1).
5.
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Basic requirements


MAN Group employees and all external employees providing services for the MAN Group are
obliged to report immediately any weaknesses or events they have seen or suspect which
might result in MAN business operations suffering loss or damage.



Suitable responsibilities and processes for receiving reports and dealing effectively with IS
incidents must be defined and implemented.



Reporting and escalation procedures must be defined and implemented.
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Employees of the MAN Group and its companies and all external employees providing
services for the MAN Group must be given information on a regular basis to raise awareness
of how to deal with IS incidents.



A process of continuously improving the way IS incidents are dealt with and which considers
previous IS incidents ("lessons learned") must be established.



If an IS incident results in legal investigations into a person, group, or organization, it is
essential to ensure the appropriate evidence can be secured, stored, and made available at
the request of the investigating authorities.

6.

Roles and responsibilities

6.1

Tasks and competences

Group

Tasks

Competences

Users




Compliance with defined rules of conduct
Reporting deviations (irregularities) and
weaknesses via defined reporting channels
Compliance with defined rules of conduct
Reporting deviations (irregularities) and
weaknesses via defined reporting channels
Receiving and passing on irregularities
relating to information security and concerned with the IT systems for which they
are responsible



Centralized receipt, tracking, possible
escalation, and documentation of all reported incidents in terms of IT operations
across the entire life cycle of the incident
(from its inception to its closure)
Grading reported incidents and deciding
whether an given event is an IS incident
Classification and categorization as specified in these guidelines
Prio 1 and Prio 2 (see section 7.2): Giving
information to the operational departments/employees needed to remedy the
IS incident and involving the ISO/CISO in
the information chain
Prio 3 and Prio 4(see section 7.2): Giving
information to the operational departments/employees needed to remedy the
IS incident
Centralized receipt of "Priority 1" IS incidents via Service Desk notification, even



Administrators






Service Desk









Manager on Duty 
(MoD)
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Identifying deviations (irregularities) and
weaknesses
Familiarity with reporting channels
Administrators must be able to distinguish an IS incident from other events.
They must be competent to define,
assess, and implement suitable countermeasures for dealing with an IS incident.
They must be able to judge who to
involve in dealing with an IS incident.
The Service Desk employee must be
able to decide whether a given event is
an IS incident.
The Service Desk employee must be in
a position to classify and prioritize IS incidents in accordance with these guidelines.
Familiarity with reporting channels and
escalation procedures

The MoD must be able to judge who to
involve in dealing with an IS incident.
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Information



Security
Officer (ISO)













Chief



Information
Security



Officer (CISO)









5/14

outside normal service hours
Grading reported incidents and deciding
whether to involve and inform other contact persons in accordance with the priority
of the IS incident
Receipt and communication of IS incidents
at both division level and within Group
companies
Giving prompt information to all internal
parties affected
Coordination of measures for dealing with
Prio 1 and Prio 2 IS incidents
Assumption of the responsibilities of divisions/Group companies as part of the
MAN-SIRT
Giving information to the CISO of the MAN
Group regarding the anticipated impact of
IS incidents affecting more than one division or Group company
Interface with operational IT units in terms
of dealing with IS incidents
Contact person at division/Group company
level for all issues regarding IS incidents
They are responsible for coordination of
escalation IS incidents at division/Group
company level to the management of the
division or Group Company
They investigate and assess the incident
and initiate the required measures and
their implementation within their remit
Strategic responsibility, across the Group,
for defining the overall process for dealing
with IS incidents
Giving prompt information to all internal
parties affected and reaching agreement
with the MAN interfaces responsible in the
MAN-SIRT as to the required involvement
of external parties
Regular inspection of the process for dealing with IS incidents and assessment of
potential areas for improvement
Arranging for amendments to the process
and the communication chain in line with
requirements and directives
Central control of communication in the
event of IS incidents to all internal and external stakeholders involved
Definition of assessment guidelines for
establishing an effectively implemented
process for dealing with IS incidents



Familiarity with reporting channels and
escalation procedures



Assessing and changing the classification and categorization of IS incidents
Familiarity with all processes for assessing, reporting, and dealing with IS
incidents
Changing priorities
Reporting to the CISO
Carrying out risk assessments and
escalating IS incidents to the management
Coordination of countermeasures for
dealing with Prio 1 and Prio 2 IS incidents

















The CISO for the MAN Group makes
decisions about activating the MANSIRT and its initial composition for IS
incidents affecting the Group as a
whole.
He is authorized to involve all the interface functions within the MAN-SIRT required to deal with an IS incident.
He is authorized to designate a current
event with a potentially negative impact
across the Group as an IS incident, to
assess it, and escalate an IS incident.
He coordinates agreements with the
Management Bodies of MAN SE in the
event of IS incidents and the passing on
of information to them together with the
CSO Of the MAN Group
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Chief Security



Officer (CSO)




Corporate Audit




External



service providers





MAN Security



Incident
Response



Team
(MAN-SIRT)





Coordination of collaboration with external
authorities regarding the acquisition of information (e.g. the Germany's Federal Office of Criminal Investigation, Germany's
Federal Office for the Protection of the
Constitution)
Coordination as to the impact of IS incidents on Group security matters
Carries central responsibility for supervision on cases of economic and industrial
espionage
Incorporation and coordination of
measures to ensure there is a usable
chain of evidence for forensic assessment
of IS incidents
Coordination of forensic measures and
communication of results
Dealing with IS incidents in accordance
with MAN rules and agreed process definitions
Regularly increasing awareness among all
(service provider) employees to improve
identification and reporting of IS incidents
Training of employees directly tasked with
dealing with IS incidents for the MAN
Group
Giving prompt information to all internal
parties affected by an IS incident
Coordinated response to IS incidents
where the risk applies across the Group
(reactive)
Recommendation of preventive measures
for the identification and effective treatment of IS securities (proactive)
Advice and support for questions on preventing, responding to, and following up IS
incidents within operational IT units and
business units
Ensuring the process for dealing with IS
incidents continues to be developed by incorporating "lessons learned"



Coordination of agreements with the
Management Bodies of MAN SE in the
event of IS incidents with an impact on
Group security and the passing on of
information to them in close cooperation with the CISO of the MAN Group



Competence to control forensic analyses and coordinate and communicate
results



External service providers and their
employees must be empowered to identify an IS incident.
Familiarity with reporting channels for IS
incidents
They must ensure implementation of
contractually agreed activities and reporting for dealing with IS incidents.









Power to decide how an IS incident is
classified and to change a classification
Power to decide whether to close an IS
incident where the risk applies across
the Group
Authority to involve external support
and the authorities as agreed with the
MAN SE Executive Board (coordinated
via Corporate Security and Internal Audit)

The service desk tasks defined in this instruction can be fully or partially handled by an IT Security
Control Center, a Computer Emergency Response Team (CERT), or a Cyber Defense Center (CDC) if
subgroups are assigned to one or if they operate an IT-Security control center by themselves.
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6.2

General rules of conduct for IS incidents

The following general rules of conduct must be followed in the event of an IS incident. All internal and
external employees who deal with MAN Group information and information resources must be made
familiar with these rules.


Keep calm, no "panic measures"



Immediate reporting of any irregularities identified using the reporting channels set out under
section 8



Countermeasures may only be introduced at the initiative of the MAN-SIRT or relevant
authorized persons/departments.



All known background information for an IS incident should be communicated in detail to
minimize the potential negative impact.



Information regarding IS incidents may only be passed on to third parties, subject to
agreement and approval, by the MAN-SIRT.

6.3

Service Desk instructions

Service Desk employees must carry out the communication and coordination tasks for IS incidents
received in a professional manner based on their priority and involve all relevant contact persons in
the process of dealing with them.
The Service Desk needs to perform the following tasks:


Receiving IS incidents



Checking whether a reported event is an IS incident and initial assessment of the expected
impact



Categorization and classification



Determining the units/persons to involve



Giving information to the CISO for IS events where the expected impact is significant



Tracking the IS incident (including change of status, measure implementation) and how it is
communicated



Documentation of the IS incident and its resolution



Escalation of IS incidents



Validation of the resolution of IS incidents



Closure of IS incidents

6.4

Dealing with incidents classified as Prio 1

The following basic activities must be performed by the MAN-SIRT following notification of a Prio 1 IS
incident:
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Assessing the potential impairment of the infrastructure of the Group as a whole and any
spread within the MAN Group



Evaluating the potential loss or damage resulting from the IS incident



Investigating whether the weakness leading to the IS incident can be exploited by the public
and whether the weakness has already been exploited within the MAN Group
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7.

Whether and how the impact of the IS incident can be reduced/eliminated
Categorization and classification of IS incidents1

All identified IS incidents, including identified but unsuccessful attempts to attack or damage MAN
resources, must be categorized and classified. This should enable the quickest possible response to
an IS incident, proportionate to the risk involved. It should also be easier to assess the effectiveness of
preventive and investigative measures.
In terms of the provision of services by external service providers to help deal with IS incidents, the
categorization and classification of IS incidents and the principles and instructions for assigning IS
incidents to the relevant priorities must be defined and agreed by contract.
The following definitions for IS incidents shall be used to categorize IS incidents.
7.1

Categorization


Denial of Service (DoS)
Any attempt to prevent or restrict the availability of MAN IT resources (e.g. computers,
servers, network services, applications) for the intended application so business operations
can no longer be sustained without noticeable disruption



Malicious Code
Software created to have a negative impact on or interrupt IT operations, gather and pass on
sensitive information, or achieve unauthorized access to MAN resources (e.g. virus, worm,
Trojan, or other code-based malware used for effective infections of IT resources)



Unauthorized Access
Any unauthorized or unapproved access, whether logical or physical, to MAN information
resources (e.g. to a network, desktop computer, print outs, server room, applications, or other
information and resources)



Inappropriate Usage
Any infringement of the use of MAN information resources, services, and devices as permitted
by the MAN Group Policy on information security and the MAN Standard for Information
Security and their subordinate rules



Multiple Components
If an IS incident consists of several interconnected components and a causal effect exists
between them (e.g. a virus infection leads to unauthorized access to a desktop computer from
where attacks on server systems can then be controlled), this must be classified as an IS
incident for various components.

7.2

Classification

Priority

1

1

Impact



Lasting damage to the reputation of the MAN
Group is to be expected over a extensive pe-

Extent



Loss of production or ongoing
interruption to critical business

Source: Computer Security Incident Handling Guide - CSRC - NIST SP800-61rev1
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riod of time
A very substantial financial loss is to be expected for the MAN Group
Failure of the entire infrastructure or key functions within critical production plants
The safety of many people is at risk
There is non-compliance with laws
Strictly confidential information is compromised






2








3




4




Damage to the reputation of the MAN Group
is to be expected over a limited period of time
Failure or malfunction of key systems
A very substantial financial loss is to be expected at least for a MAN division or company
The safety of individual people is at risk
A high volume of confidential information is
compromised
Personal data is at risk and there may be a
obligation to notify the authorities



A financial loss is to be expected for a MAN
company
Personal data is at risk without obligation to
report (no risk to the personal rights and freedoms of data subjects)A low volume of confidential information is compromised



A small financial loss is expected for a MAN
company.
Internal information is compromised
















processes (based on requirements under Business Service
SLAs)
Group-wide impact on business
processes
Group-wide impact on work places
Many centralized systems are
affected on a Group-wide basis
Very large volumes of data are
destroyed, manipulated, or lost
Company-wide impact on business processes
Interruption to critical business
processes
Company-wide impact on work
places
Many centralized systems are
affected on a company-wide basis
Large volumes of data are destroyed, manipulated, or lost
Impact on individual business
processes
Impact on a group of work places
A group of systems is affected on
a company-wide basis
Data is destroyed, manipulated,
or lost
Impact on a business processes
Impact on individual work places
Individual systems are affected
A small amount of data is destroyed, manipulated, or lost

Priorities need to be established based on the most severe impact or the widest extent.
Instructions for assigning IS incidents to the relevant priorities must be defined in collaboration with the
relevant divisions and Group companies, as well as the IT service providers for the MAN Group.
8.

Initial reporting channels

The following table contains an overview of the reporting channel for initial reporting of an IS incident.
The table only shows the relevant departments/positions. The divisions and Group companies are
responsible for defining and publishing the relevant contact data in each case.
If violations against the regulations regarding data privacy and protection requirements are identified
the respective data protection officer has to be informed immediately.
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Reported by:

To be reported to:

IT users

Service Desk

IT administrators

ISO and Service Desk
Service Desk (Prio 1 to 4)

External providers
ISO (Prio 1 and Prio 2 IS incidents)
Service Desk

ISO, Manager on Duty (MoD) according to de2
fined processes

ISO

Service Desk

ISO

CISO (Prio 1 and Prio 2 IS incidents)

ISO

CIO of the division (for Prio 1 incidents, depending on the risk assessment and impact on business operations at the division)

CISO

CIO of the MAN Group (Prio 1 incidents, depending on the risk assessment and impact on the
MAN Group as a whole)

9.

Escalation of IS incidents

The members of the MAN-SIRT who are involved must decide whether to escalate a Prio 1 or Prio 2
IS incident. Escalation of Prio and Prio 4 IS incidents must be dealt with by the parties concerned (e.g.
MAN, external IT service providers) once a process description has been set out and, if necessary,
specified for the relevant Group company. The MAN-SIRT must specify who needs to be informed as
part of the escalation process on a case-by-case basis.
Escalation occurs once the necessity of involving further MAN-SIRT members on an optional basis or
informing the management of the MAN Group company or the MAN Group on an ad hoc basis has
been determined by the MAN-SIRT.
Escalation is also required if the risk situation resulting from an IS incident means the management of
a division of the MAN Group needs to be informed. This is particularly true in the following scenarios:


Safety-critical business processes are concerned.



Existence-threatening loss or damage is suspected.



Criminal activity is suspected.



There is a prospect of widespread disruption or emergencies with significant consequences.

3

Once a decision to escalate has been taken by the MAN-SIRT, this needs to take place within an hour.
The following can help with escalation decisions:
Event

2
3

Who is responsible?

Assuming the role of the MoD has been defined
Source: https://www.bsi.bund.de/ContentBSI/grundschutz/kataloge/m/m06/m06061.html
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Deliberate acts and suspected criminal activity

Corporate Audit, Corporate Security

Suspected industrial espionage

Corporate Security

Need to involve police and criminal prosecution
authorities

Corporate Compliance

Existence-threatening loss or damage

Crisis management (e.g. MoD)

Violations of data privacy and protection

Responsible data protection officer

Escalation of IS incidents must be documented via the IT Service Desk. Incidents can be escalated via
all suitable forms of communication media which support confidential communication and traceability.
10.

Requirements for documentation of IS incidents

The following minimum requirements apply to Service Desk documentation of IS incidents.

11.



Status of the IS incident



Persons/groups informed about the status of the IS incident



Description of the IS incident



Categorization and classification



Responses and actions of all persons/groups involved in terms of dealing with the IS incident



Contact information for all parties involved



List of evidence



Risk assessment of the IS incident



Documentation of steps taken to notify those affected as agreed with the MAN-SIRT



Protective measures implemented



Further steps planned



Closure of the IS incident
MAN Security Incident Response Team (MAN-SIRT)

The MAN-SIRT coordinates and supports the operational MAN IT units deal with substantial Information Security incidents (Prio 1 and Prio 2) with an impact on MAN Group business operations and
with IS incidents at divisions or Group companies where a significant impact on the MAN Group cannot be ruled out.
11.1 MAN-SIRT structure
The MAN-SIRT consists of the mandatory and optional members shown below. The mandatory members and relevant optional members are responsible for involving other departments/persons in a given situation and depending on the type of IS incident.
The mandatory members involve optional members on a case-by-case basis once the IS incident has
been assessed.
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The management is informed about the threat presented by an IS incident once the MAN-SIRT members involved have reached agreement on the matter.
As far as dealing with an IS incident is concerned, other members can be deployed on the IS incident
at hand depending on whether their cooperation is necessary. The number of persons involved and
informed should, however, be kept as low as possible.
If a division or Group company is directly affected by an IS incident, the ISO of the relevant organization will actively coordinate the incident. All other ISOs need to be kept informed, however, so they can
respond to any possible impact on their areas of responsibility at minimum time.
Mandatory members:


MAN Chief Information Security Officer (Chair)



MAN Chief Security Officer



MAN Information Security Officers of the divisions and Group Companies

Optional members:


CISOs of the external service providers affected



MAN legal department



MAN Corporate Audit



MAN Governance, Risk & Compliance



MAN data protection officers



MAN corporate communication



MAN risk management



Members of the Works Council at divisions

11.2 MAN-SIRT activation
The CISO of the MAN Group is responsible for activation of the MAN-SIRT. Mandatory members can
be activated via e-mail, telephone, or text message.
The MAN-SIRT must be deployed in the following scenarios:
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A current IS incident represents an actual or potential threat to MAN business interests across
the Group.



A suspected IS incident calls for internal or external investigations based on a well-founded
initial suspicion.



An IS incident has the potential to cause considerable and lasting damage to the image of the
MAN Group.



Cyber attacks against business-critical resources with an impact on the MAN Group



Cyber attacks leading to a situation where the MAN Group is forced to act in a particular way
(e.g. blackmail)



Massive interruption-type threats, impossible to control on a local level, caused by malicious
code



In case a state of emergency is declared caused primarily or partly by IS incidents



Unauthorized publication of confidential or strictly confidential MAN information
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In the event of serious infringements of national or international data protection rules, whereby
the authorities (might) have to be notified



The MAN-SIRT is called in to support operational units deal with an IS incident (e.g. from an
escalation perspective).
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11.3 Process overview
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1.

Purpose

The purpose of this Group Instruction is to define binding principles for the classification of information
assets and dealing with information as required by MAN Group Policy 13.1 and the Standard for Information Security at the MAN Group.
2.

Scope

This instruction applies to all MAN Group companies and their employees worldwide. This instruction
is to be implemented directly and does not require any additional conversion policies from the divisions
or individual Group companies. In the case of companies, in which MAN SE itself cannot directly enforce the applicability of this instruction for legal reasons, the Chief Information Security Officer should
be consulted to clarify the extent to which this Group instruction is applicable. Companies, which are
not wholly owned by MAN SE and also not affiliated with the MAN SE through a control agreement,
constitute one such example.
The document must be verified at least once within three years and modified as necessary.
3.

Terms and definitions

A glossary for the complete information security framework can be found at the additional information
„Terms and Definitions to information security“.
4.

Target group

Group Instruction 4 on Classification of Information Assets is directed at the functions responsible for
the management of information security within the MAN Group (cf. MAN 13.1, section 6.1).
Requirements for external service providers in regard to confidentiality, integrity, availability, IT services and IT systems that result from this instruction have to be covered and contractually agreed
within the respective contracts according to the task of the service provider.
5.

General principles

Information assets may be available in a variety of forms and media, including the following:


electronic (e.g. partner systems, customer information, inventory data, e-mails, Internet)



on data storage media (e.g. floppy disks, hard disks, CDs, DVDs, USB sticks, chip cards)



in paper form (e.g. written material, documents, fax printouts, drawings, publications)



verbal (e.g. face-to-face conversations, telephone conversations, messages, voice recordings,
presentations)



visual (e.g. as images)

All information, whatever the form in which it appears, requires the same amount of protection based
on its classification.
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6.

Classification of information assets

6.1

General requirement

Information assets at the MAN Group must be protected against the relevant threats identified in an
appropriate, effective, and thorough manner. The protection objectives of availability, integrity, and
confidentiality must be ensured in a way which is appropriate and economically sound.
Protection requirements for the information assets of the MAN Group are defined using the detailed
security levels below. This provides the basis for a uniform method of classifying and assessing protection objectives.
When dealing with information which requires the kind of confidentiality levels associated with the
military, it is essential to proceed in accordance with the requirements of the German Geheimschutzhandbuch (manual on the protection of classified information) of the Bundesministerium für
Wirtschaft und Technologie (Germany's Federal Ministry of Economics and Technology).
All information assets processed and saved at or for MAN must be classified as defined below with
reference to their confidentiality, integrity, and availability. Classifications must be documented in a
way that ensures traceability. A validation of the classification has to be performed regularly according
to the life cycle of the respective information asset.
6.2

Supporting questions regarding classification

The following questions can be used to support classification of own information and simplify assignment to classification levels:


What would be the impact if the information fell into the hands of competitors? If yes, how
would you rate the impact?



What would be the possible loss or damage for MAN business areas if the information
concerned falls into the "wrong hands" or is destroyed? If yes, how would you rate it?



Is there any expected impact on customer confidence in the MAN Group, our public image, or
the behavior of our shareholders?



Would the unintentional loss or destruction of information be associated with high costs for the
MAN Group, the division or Group Company?



Could publication of this information lead to infringements of the law, other legal
consequences, or breaches of other regulatory or contractual obligations?



Could the misuse or the publication of this information lead to investigations by the
authorities?



What impact would unintentional loss or destruction of this information have on the motivation
of MAN employees?

Can the information be restored in the event of destruction or loss and what would be the necessary
effort (in terms of time and money)?

4/10

MAN - Instruction 4 to Group Policy MAN 13.1 – Classification of Information Assets
Version 2.0

6.3

Confidentiality

1

Security level

Significance

Treatment

Examples

Level 1:





Special protective measures are not required.



Advertising films



If information assets are documented as "public",
steps must be taken to ensure no information belonging to higher security levels can be disclosed.



Product descriptions



Contents in terms of Internet
presence

Agreement must be reached with the authorized units
(e.g. Corporate Communications) as to which information is classified as public before this is disseminated or published.



Advertising photographs



Press releases



Publications in magazines and
books



Pictorial brochures



Presentations at public meetings



Intranet contents



Group policies and Instructions



Internal informal presentations



Information for employees

Public



Level 2:



Internal


Public information assets are intended for
dissemination or use in the public (e.g. the
press) or virtual domain (general Internet,
such as forums, Facebook, etc.) and approved by the relevant parties at MAN.


Public information does not represent a risk
to MAN in terms of its dissemination or use
in the public (e.g. the press) or virtual domain (general Internet, such as forums,
Facebook, etc.).


Internal information assets are solely intended for MAN employees and not for the
public.

"Internal" information has a limited negative
impact on the MAN Group when made pub- 
lic or revealed to unauthorized parties.

"Internal" is the standard security level for
1



The word "public" must be written on items for labeling purposes.

It is essential to ensure no unauthorized person has
access to the information. This applies to processing,
storage/retention, transport/dispatch, and disposal/destruction.
External service providers must sign a separate nondisclosure agreement before access can be granted
to "internal" information.

Classification of a specific information asset has to be performed case by case. The here mentioned examples are therefore not obligatory.

5/10

MAN - Instruction 4 to Group Policy MAN 13.1 – Classification of Information Assets
Version 2.0

Level 3:

all information at the MAN Group not classi- 
fied or labeled in any other way.

Labeling is not absolutely mandatory, although the
character "internal" should be used in such cases.



Works agreements



It is essential to ensure only persons authorized by
the owner of the information are able to view or access these information assets.



Home address



Salary information



Annual reports for individual
Group companies



Development information

Personal data must always be classified as confidential.



Data for internal accounting



Audit reports



Strictly confidential information/data may only be
made available by the owner of the information to the
persons referred to by name in each case.



Group annual reports for publication



Trade secrets



It is essential to ensure the identity of the recipient
can be checked and proven before anything is
passed on.



Insider information



Works Council minutes



Decisions regarding the passing on or further processing of information are to be made by the owner
of the information in each case.



Supervisory Board minutes



A separate non-disclosure agreement must be signed
before access can be granted to strictly confidential
information.

Confidential


Level 4:



Strictly confidential
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Confidential information is only intended for
a limited group of people and not for the
public.



"Confidential" information has a considerable negative impact on MAN as a company
when made public or revealed to unauthorized parties (e.g. financially, in terms of the
competition, or from a legal perspective).



Strictly confidential information is only intended for individually nominated people.
"Strictly confidential" information has an
extremely negative impact on the MAN
Group, its shareholders, business partners,
or employees when made public or revealed to unauthorized parties. (For example, if the existence of one or more MAN
companies is jeopardized or considerable
legal consequences must be expected for
MAN.)



External service providers must sign a separate nondisclosure agreement before access can be granted
to confidential information.
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6.4

Integrity

Security level

Significance

Level
1: 
Unsecured
integrity


Level
Secured
tegrity

2: 
in-



Information/data with unsecured integrity is information only used once or which can be restored without any expense.

Examples



With information/data classified as "unsecured
integrity", no special measures need to be envisaged for ensuring its integrity or nonrepudiation.



Menus



Copies of public information

Information/data classified as "secured integrity"
must feature precautionary measures to prevent
changes by unauthorized parties.



Project work files



Meeting minutes



Work instructions



Test reports

An unauthorized change has no impact on MAN
business operations.
Information/data with secured integrity is information used more than once or which can be
restored at moderate expense if it undergoes
unauthorized change.
An unauthorized change to the information/data
has a limited negative impact on a division or
MAN company and only a very low impact on
the MAN Group.





This applies to processing, storage/retention,
and transport/dispatch.



With this level, the systems or applications used
are generally responsible for ensuring the integrity and/or non-repudiation of information.

"Secured integrity" is the standard security level

for all information at the MAN Group not classified or labeled in any other way.
Level
Verifiable
integrity

2

3: 

Information/data with verifiable integrity is information used on several occasions or which can
only be restored at very considerable expense if



Changes are restricted to a defined group of
people.

Information/data classified as "verifiable integrity" must feature precautionary measures to prevent changes by unauthorized parties.

Classification of a specific information asset has to be performed case by case. The here mentioned examples are therefore not obligatory.
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it undergoes unauthorized change.


Level
4: 
Signed integrity
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An unauthorized change to information/data has
a considerable negative impact on the MAN
Group (e.g. financially, in terms of the competition, or from a legal perspective).

Information/data with signed integrity is information used on several occasions or which can
no longer be restored if it undergoes unauthorized change.
An unauthorized change to information/data has
an extremely negative impact on the MAN
Group, its shareholders, business partners, or
employees. (For example, if the existence of
one or more MAN companies is jeopardized or
considerable legal consequences must be expected for MAN.)



Information/data classified as "verifiable integrity" must make it possible to identify breaches of
integrity.



Security instructions



Minutes of Works Council
meetings



Verifiable documentation of a clear identifier
ensures non-repudiation.



Product descriptions



Changes are documented in a way that ensures
traceability and may only be made by a limited,
authorized, and clearly identifiable group of
people.



Contents in terms of Internet
presence



Press releases



Pictorial brochures



e-mails



Group Policies



Group Instructions



Works agreements



Annual reports









This kind of information/data must feature precautionary measures to prevent changes by unauthorized parties.
Information/data must have a personal or system-based signature for the purpose of integrity
verification.


Those drafting, checking, approving, sending, or

owning information must be clearly documented.
It must be possible to trace and verify each
change according to a clearly documented procedure and changes may only be made by persons referred to by name and uniquely identifiable.
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Balance sheets
Documented development
statuses

6.5

Availability

Security level

Significance

Examples


Offline data from the Internet



Working copies



Internet presence



Group Policies



Group Instructions



Intranet



Pictorial brochures



Publications



Time consuming presentations



Development papers



IT Systems, e.g. servers

Level
1: 
Requirement
not defined

Non-availability of the information has no impact on business operations of a MAN company or the MAN Group.



Level 1 information/data, IT Systems and IT Services are not
subject to any special requirements in terms of availability.



The procedures are based on the sensible and financially reasonable implementation of measures and processes.

2: 

Non-availability of the information has an impact on the
business operations of a MAN
company, but without jeopardizing its existence, and only has a
limited negative impact on the
MAN Group.



With information/data, IT Systems and IT Services classified as
"available", it must be possible to restore or replace those within
a clearly defined period.

Level
Available

"Available" is the standard availability level for all information at
the MAN Group not classified or
labeled in any other way.

3





There must be a restoration concept to ensure, in the event of
an IT failure, that functions and information are available once
more after the clearly defined period.
The availability concept must be documented.

Classification of a specific information asset has to be performed case by case. The here mentioned examples are therefore not obligatory.
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Level
Highly
able

10/10

3: 
avail-

Non-availability of the information has a substantial negative impact on the MAN Group,
its shareholders, business partners, or employees. (For example, if the existence of one or
more MAN companies is jeopardized, considerable legal consequences must be expected
for MAN.)



Minimum availability levels must be specified for both normal
and emergency scenarios for information/data, IT Systems and
IT Services.



Redundancy must be built in when using the information to ensure the restrictions to business processes associated with the
failure or destruction of information and systems is kept to an
acceptable level.



The availability concept must be documented in detail and verified on a regular basis.



A disaster recovery concept must be documented in detail and
tested on a regular basis.
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Production management information



Financial reporting
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1.

Purpose

The purpose of this Group Instruction is to define binding principles for dealing with exceptions to the
MAN Standard for Information Security at the MAN Group derived from Group Policy MAN 13.1 Information Security.
2.

Scope

This instruction applies to all MAN Group companies and their employees worldwide. This instruction
is to be implemented directly and does not require any additional conversion policies from the divisions
or individual Group companies. In the case of companies, in which MAN SE itself cannot directly enforce the applicability of this instruction for legal reasons, the Chief Information Security Officer should
be consulted to clarify the extent to which this Group instruction is applicable. Companies, which are
not wholly owned by MAN SE and also not affiliated with the MAN SE through a control agreement,
constitute one such example.
The document must be verified at least once within three years and modified as necessary.
3.

Terms and definitions

A glossary for the complete information security framework can be found at the additional information
„Terms and Definitions to information security“.
4.

Target group

Group Instruction 5 on Exception Handling is directed at the functions responsible for the management
of information security within the MAN Group (cf. MAN 13.1, section 6.1).
All employees whose activities require them to use exceptions to the rules under the Standard for
Information Security need to be informed about the process by those responsible for organizing information security or the Management Bodies of the divisions and Group companies.
Requirements for external service providers in regard to the handling of exceptions to the requirements of the regulations of Information Security at MAN have to be covered and contractually agreed
within the respective contracts according to the task of the service provider.
5.

General principles

The rules on information security are specified centrally within the MAN Group via Group Policy MAN
13.1 and the binding Group instruction 1 Standard for Information Security. These rules represent a
minimum standard for the information security to be achieved at the MAN Group and may be supplemented with division or Group company rules specifying additional company-specific requirements
regarding information security, providing the security level for the centralized rules is not reduced as a
result.
If compliance with rules specified in the binding Group instruction 1 Standard for Information Security
is not possible in a specific case, there is the option to request approval of an exception.
With each of these requests, the need for the exception to be approved must be set out logically and
based on an assessment of the opportunities and risks involved. For assessing the involved risks and
opportunities the regulations of the corresponding MAN Policy 5.4 have to be followed.
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At the MAN Group the process for approving exceptions is coordinated centrally through the CISO of
the MAN Group.
6.

Process for exceptions handling

6.1

Requesting approval for an exception

If deviations from the requirements under Group Policy MAN 13.1 and the binding Group instruction 1
Standard for Information Security are identified as a result of needs associated with business operations, a request may be made for an exception to be approved.
A centrally drafted and standardized request form must be used to formulate an exception request.
This must be filled in by the MAN Process Owner or the person responsible for the information as the
party making the request. The ISOs of the divisions and Group companies should accompany and
support the party making the request during this process.
The following details need to be provided by the party making the request, with the support of the ISO:


Date of the exception request



Planned duration of exception



Details of the party making the request



Detailed description of the request


The information security element concerned (e.g. reference to the corresponding section of the instruction 1 Standard for Information Security)



Description of why the exception is necessary in terms of business operations



Description of the consequences if the request is not approved



Details of the business process and IT components concerned





Business process



Applications (e.g. Web applications)



Systems (e.g. server systems, smartphones)



Infrastructures (e.g. LAN, WAN, WLAN)

Description of the possible negative impact on business operations


In terms of confidentiality of information



In terms of integrity of information



In terms of availability of information



In terms of data protection



Assessment of risks by Process Owners



Assessment of possible measures to minimize identified risks, reflecting cost/benefit aspects



Estimation of the residual risk

The fully completed form must be sent to the ISO of the division or Group company.
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6.2

Overview of the approval process
Requestor

ISO

CISO

Deviation
identified
Check
request

Fill-in request

Yes

Help
required

No

ISO responsible?

No

Yes

Contact ISO Office

Check and assess
form and content

Check and assess
form and content

Send request to ISO

Request sequence
number from CISO

Assign sequence
number

Document
and sign decision

Document
and sign decision

Implement the
exception

Send decision to
requestor

Verifiy after expiration
and place a new
request if necessary

Store exception
request

Send decision to ISO

Store exception
request

Figure 1: Approval process for exceptions to the MAN framework of rules on information security
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6.3

Description of the process

If it is clear there is a deviation from the requirements under the Group Policy MAN 13.1, the instruction 1 Standard for Information Security or any regulation derived from it, the MAN Process Owner or
the person responsible for the information requests an exception approval from the Information Security Officer (ISO) of the relevant MAN division or MAN Group company.
The ISO will support the party making the request through the request process and check the responsibilities and formal criteria associated with the request.
If the check relating to responsibilities shows the ISO is actually authorized to make a decision, the
request is dealt with at a local level and a decision made. In such cases, the CISO needs to be informed of the request and he provides a centrally administered sequence number for the request. The
ISO processes the request and returns this with the duly documented and signed decision to the party
making the request.
If the check relating to responsibilities shows the exception needs to be dealt with by the CISO of the
MAN Group, the completed request is forwarded to the CISO. The CISO checks the responsibilities
and whether the request is formally correct and then processes it. The request is then returned with
the duly documented and signed decision to the ISO, who passes it on to the party making the request.
The request is documented at a local level via the ISO responsible for the MAN division/MAN Group
company and by the CISO too where responsibility applies at a central level.
The party making the request behaves in accordance with the response from the ISO/CISO and keeps
the exception request available at least until the request is no longer valid.
External service providers to the MAN Group are treated as parties making a request as far as this
process are concerned and follow the process described. In addition, the number of the change must
be noted on the request form where a change process is needed in order to implement the exception.
The template for the request form offers the option to provide feedback to the external service providers regarding the proposed exception request.
6.4

Checking the form and content of a request

The ISO/CISO receiving the request starts by checking whether the request is formally correct, intelligible, and plausible.
If there are any objections in this respect, the party making the request is asked to clarify matters within a defined period. If clarification is not received by the ISO or CISO responsible in good time, the
process is closed.
Considerable emphasis needs to be placed on assessing the impact and associated risks of approving
a request and on measures designed to minimize the risk. If aspects of data protection are involved, a
detailed description must be provided.
6.5

Checks relating to responsibilities

The ISO for the relevant division or Group Company is responsible for approving an exception request
if the requested deviation from the MAN IS Framework of rules results in a moderate risk whose possible impact can be kept local. A risk, which can be kept local, is a risk with no impact on the processes or systems of other MAN divisions/Group companies and therefore has no side effects. If there is
any doubt, the ISO of the MAN division/Group company concerned involves the CISO of the MAN
Group in this decision-making process.
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Risks deemed to be "high" in terms of the analysis must always be agreed with the CISO of the MAN
Group and presented to the relevant CIO of the MAN division/Group Company for approval.
In all other cases, the exception request must be processed by the CISO of the MAN Group. If "high"
risks with an impact on the Group as a whole or other MAN divisions are identified as part of the centralized risk analysis, the decentralized risk coordinator responsible must coordinate matters and, if the
risk concerned is significant, a decision must be reached by the risk board of the division and suitable
measures defined accordingly.
6.6

Processing a request

The ISO/CISO responsible checks the analysis and assessment of the risk resulting from the deviation.
The risk in terms of confidentiality, integrity, and availability must be presented from the perspective of
the business process concerned and assessed by the Process Owner. The ISO shall help with the
specifics of this assessment if the impact on MAN IT services is also to be assessed in this context.
This risk assessment determines whether or not the exception approval can be granted. The following
options are possible:


Granted with a time limit



Granted with a time limit, but also obligations (e.g. definition of additional controls)



Rejected, i.e. exception approval not granted

If a granted approval is subject to a time limit, a date must be specified to indicate how long the exception approval is valid for. The time limit must not exceed two years from when it takes effect.
Where an approval granted with a time limit is also subject to obligations, the additional measures
required and the implementation period for these obligations must also be specified.
The ISO/CISO responsible makes his comment on the request and decides whether to grant or reject
the request, involving the Process Owner as applicable. The request form is then passed on to the
party making the request. The whole process must be documented in a way that ensures traceability.
In case of approval, the responsible manager on the requesting side and the ISO/CISO accept the risk
that remains after mitigating measures.
6.7

Obligations of the party making the request upon receiving the response

The request and the accompanying response must be kept by the party making the request for traceability purposes.
If an exception is approved with a time limit, the party making the request must ensure the deviation
from the instruction 1 Standard for Information Security is rectified before the exception approval expires. A granted exception approval ceases to be valid once the time limit expires.
If an exception is approved with a time limit and is also subject to obligations, the party making the
request must also ensure all the measures demanded by the ISO/CISO in the request form are implemented within the period specified.
If exception approval is not granted, the requested exception may not be implemented.
6.8

Escalation

If the party making the request is unable to implement the additional measures demanded by the
ISO/CISO or the request is rejected, he has the option to escalate the process regarding, for example:
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The length of the time limit



The monitoring measures and obligations defined



The rejection

If the response made by the ISO responsible at the division or Group Company was negative, the
party making the request may ask the CISO of the MAN Group to repeat the checks. The CISO confirms or corrects the assessment of the ISO and duly documents this.
If the response made by the CISO of the MAN Group was negative, the CIO of the division and the
parties responsible for the Process Owners at the business units concerned may be asked for a response. This committee will then deliberate on the request once more. If the request is rejected by the
CISO of the MAN Group once more, the CIO of the MAN Group may become involved.
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1.

Purpose

This Group Instruction is derived from Group Policy MAN 13.1 Information Security and the Group
Instruction 1 Standard for Information Security, and defines the binding requirements for all MAN
Group companies concerning how to set up an Information Security Management System (ISMS).
The Group Instruction defines the minimum requirements of the MAN Group for risk-oriented information security management, which also meet the requirements of the ISO 27001:2005 standard (cf.
MAN 13.1 Section 5.6).
2.

Scope

This instruction applies to all MAN Group companies and their employees worldwide. This instruction
is to be implemented directly and does not require any additional conversion policies from the divisions
or individual Group companies. In the case of companies, in which MAN SE itself cannot directly enforce the applicability of this instruction for legal reasons, the Chief Information Security Officer should
be consulted to clarify the extent to which this Group instruction is applicable. Companies, which are
not wholly owned by MAN SE and also not affiliated with the MAN SE through a control agreement,
constitute one such example.
The document must be verified at least once within three years and modified as necessary.
3.

Terms and definitions

A glossary for the complete information security framework can be found at the additional information
„Terms and Definitions to information security“.
4.

Target Group

Group Instruction 6 on Management of Information Security is directed at the functions responsible for
the management of information security within the MAN Group (cf. MAN 13.1, section 6.1).
5.

Basic Requirements

Each MAN Group Company must establish an Information Security Management System in consideration of the ISO 27001 standard (cf. MAN 13.1 section 5.6). The following sections of this document
define the basic requirements at the MAN Group for an Information Security Management System
(ISMS).
The scope of the ISMS corresponds to the legal area of responsibility of the MAN Group Company.
Additionally, for the purposes of obtaining ISO 27001 certification the MAN Group Company can define a further restricted scope for the certificate.
6.

Responsibility of the Management Bodies

The Management Bodies of the individual MAN Group companies are obliged to establish, maintain,
and continually improve a functional ISMS in their company.
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To this end, the Management Bodies must:


Supplement the information security targets defined in MAN 13.1 insofar as this is required for
the MAN Company, and set up the appropriate roles and responsibilities (cf. MAN 13.1 section
6.1.3)



Provide sufficient resources for setting up, implementing, operating, monitoring, checking,
maintaining, and continually improving the ISMS



Implement not only the framework for information security as a binding framework but also
Group Policy MAN 13.1 as the ISMS policy in the Company



Based on the business requirements, issue supplementary instructions to the MAN Group
framework for information security for the Company, if required, define the criteria for
accepting risks and for an acceptable risk level for the MAN Company



Take into account MAN's information assets as part of Risk and Opportunities management



Ensure independent assessments to improve the ISMS are carried out



Themselves carry out management reviews of the ISMS at regular intervals



Identify and deal with the legal and regulatory requirements and contractual obligations
pertaining to information security



Establish awareness for the security of information assets and the identify necessary
competences, and boost these with training sessions if required



Establish and communicate internal and external points of contact and sources of information
for information security at the MAN Company



Implement the requirements of the MAN framework for information security accordingly in
contracts with external IT service providers

The implementation of the aforementioned requirements must be verifiably documented in order to
comply with auditing requirements and for any liability claims.
7.

MAN Information Security Framework

The Information Security Framework comprises Group Policy MAN 13.1, the Standard for Information
Security, and additional subordinate central and decentralized regulations which govern the principles
of information security management (cf. Group Policy MAN 13.1) in more detail.
7.1

Group Policy MAN 13.1 – Information Security

Group Policy MAN 13.1 sets out obligatory regulations and governs the mandatory objectives and
principles for all MAN Companies with regard to information security management and the distribution
of roles and responsibilities between MAN SE and the MAN Company.
In accordance with ISO 27001, it fulfils the requirements for an information security policy at the MAN
Group.
7.2

MAN Standard for Information Security

The Standard for Information Security (cf. Group Instruction 1 Standard for Information Security) substantiates the central requirements on information security management such that the objectives as
formulated in Group Policy MAN 13.1 can be satisfied as uniformly as possible by all Group companies and no overall risks develop in the MAN Group. The Standard is intended for those responsible
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for the information security organization and Management Bodies of the MAN divisions and Group
companies.
7.3

Group Instructions

Supplementary to Group Policy MAN 13.1 and the Standard for Information Security, subordinate
Group Instructions shall be created. These Instructions shall comprise elaborated regulations and
guidelines on implementation of the requirements stipulated by Group Policy MAN 13.1 and the
Standard for Information Security.
7.4

Regulations from the Divisions and Group Companies

Supplementary to Group Policy MAN 13.1, the Standard for Information Security, and the MAN Group
Instructions, elaborated regulations concerning the realization of an effective Information Security
Management System (ISMS) in the corresponding division or Group Company may be required at
MAN division and Group Company level, and must be identified and drawn up by the MAN Company
itself.
As detailed in Group Policy MAN 13.1 section 7.2 the Information Security Officer of the respective
division or Group Company is responsible for creating and enacting any additional regulations within
this field of responsibility that are required to ensure an effective Information Security Management
System at the corresponding division or Group Company.
He checks and works towards compliance with the regulations.
Among other aspects, this must include:

7.5



documentation of specific security measures for risk-oriented protection of MAN information
assets by MAN itself or a service provider commissioned by MAN



Procedures and measures that support the ISMS



description of the methodology underpinning the risk assessment



Reports on risk assessments that have been carried out



Risk treatment plans



documented procedures that are required by the organization in order to ensure effective
planning, implementation, and control of its information security processes, and that describe
how the effectiveness of measures must be measured



Records to verify that the requirements have been adhered to and the ISMS is functioning
effectively. Examples of records include visitor books, assessment reports, and completed
forms for access authorizations.
Document Management

Following publication, the MAN divisions and Group companies must check whether the regulations
(Group Policy MAN 13.1, Standard for Information Security, Group Instructions regarding Information
Security) can be implemented and applied in technical and organizational terms in their Company. If
this check identifies any obstacles, these must be reported to the information security organization
and, if required, an exception shall be applied for (cf. Group Instruction 5 Exception Handling).
The MAN divisions and Group companies are responsible for drawing up and approving their own
supplementary regulations, thereby ensuring the completeness of the framework for information security for their respective ISMS. The MAN divisions and Group companies themselves are responsible
for the associated organizational administration of these instructions and for ensuring they are up to
date.
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Via the CISOT, the MAN divisions and Group Companies shall have the option to apply to the CISO to
have their own instructions incorporated into the MAN framework for information security as Group
Instructions (e.g. in order to cover overall risks).
Additional regulations from the MAN divisions and Group companies may only supplement the MAN
framework for information security. Under no circumstances may the security level prescribed by the
MAN Group Instructions be reduced. The relevant documentation must be submitted to the CISO at
the MAN Group for information.
When checking the MAN information security framework whether it is up to date and complete, the
following aspects must be taken into account as a minimum:


New or modified legal requirements



New or modified threats



Modified internal framework conditions (e.g. modified processes)



Modified IT infrastructure



Results of internal and external information security checks

The CISO at the MAN Group must check the documents of the framework (Group Policy MAN 13.1,
Standard for Information Security, Group Instructions regarding information security) that apply to the
Group as a whole at least once within 3 years. For regulations from the MAN divisions and Group
companies, the respective publisher must be responsible for carrying out this check. However, the
period of time until the next check must not be longer than 3 years.
For each regulation, it must be determined when the next check has to be carried out.
If there are major changes to the framework conditions (e.g. risk situation) and these in turn necessitate amendments, the framework must also be amended at shorter intervals.
Mit der Veröffentlichung haben alle MAN Teilkonzerne und Konzernunternehmen die Möglichkeit Änderungsvorschläge für Regelungen zu machen. Die ISOs sammeln und bearbeiten die Vorschläge
und bündeln sie zu einer Feedbackliste für das CISOT. Das CISOT konsolidiert die Feedbacks, prüft
die konsolidierten Vorschläge auf Konflikte und löst diese gemäß seiner Entscheidungsbefugnis.
Upon publication, all MAN divisions and Group companies shall have the option to suggest changes to
regulations. The ISOs must collate and process the suggestions and bundle them into a feedback list
for the CISOT. The CISOT must consolidate the feedback, check the consolidated suggestions for any
conflicts, and resolve these in line with its decision-making power. If this is not possible, it must pass
them on to the CIST via the CISO.
The CISO must then amend the MAN framework for information security at the next modification date.
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8.

Risk Management for Information Assets at MAN

The Group Policy MAN 5.4 "Central Risk Management System of the MAN Group" governs the Groupwide standardized Risk and Opportunity Management (ROM) in the MAN Group. With this section, this
Group Instruction 6 on Management of Information Security substantiates the ROM for event risks and
chances that are linked with the use of information and communication technology.
ROM aims to identify event risks and chances of operational business activity at an early stage, identify the consequences of their acceptance, control R&Os that are potentially critical to success, and
prevent event risks that would threaten the existence of the Group. The resulting task in terms of the
risks concerns preparing and implementing measures for managing the risk (prevention, reduction,
transfer, and acceptance) while taking into account cost/benefit aspects.
The corporate processes at MAN (processes in development, purchasing, production, sales as well as
capital tie-up, etc.) essentially depend on the availability, confidentiality, and integrity of information.
The process owner must identify and record the risks arising from a loss of availability, confidentiality,
or integrity. When recording risks, it must always be ensured that they are recorded in a clear and
understandable manner for an expert third party.
Both short-term and long-term event risks & opportunities must be recorded:


Short-term (operational) event risks & opportunities are those whose potential impact is to be
expected within the current financial year. If possible, they must be assessed on a quantitative
basis using a point scale; if this is not possible, quantitative information should be provided
with a bandwidth.



Long-term (strategic) refers to next four years to come. The assessment is identical to shortterm risks.

For the quantitative assessment, the impact must be stated in millions of € and the probability of occurrence as a percentage.
Where information and communication technology supports MAN's business processes, MAN IT or
the IT service provider must determine the probability of a loss of availability, confidentiality, or integrity when processing, transporting, or saving data using realistic threat scenarios, and shall report this to
the process owner. Once provided with details of the risks and probability of occurrence from IT, the
process owner is then be able to assess the risk of the use of IT services for their business process.
In order to perform the gross and net assessments of the risks, the probability of occurrence and impact must be stated once without taking the measures into account and once with taking the measures
into account.
As soon as a possible strategy is identified for managing an event risk (prevention, reduction, transfer,
or acceptance with formation of provisions and inclusion in operational planning) or exploiting a
chance, the suitability of this strategy must be checked in terms of cost/benefit effects; legal, regulatory, or other requirements; social responsibility; and environmental protection, and recorded as a
measure if required. A description must be provided of how a given measure supports the management of the event risk and/or the exploitation of the chance, and if required the total resources required for the measure shall be specified.
MAN IT and/or the IT service provider must be consulted when selecting suitable IT security measures
for managing a risk. The requirements laid down in the MAN framework for information security must
be taken into account and, if necessary, supplemented if they do not ensure the required security level.
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Additionally, the ability to measure the effectiveness of security measures must already be taken into
account when these measures are drawn up, to ensure they are verifiable and, if necessary, to comply
with ICS requirements.
8.1

Process flow chart

Basic risk management process for information assets
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9.

Assessing and Improving Information Security

1

Regular assessments and reviews must be carried out in order to assess and improve information
security. They are intended to check that the ISMS has been implemented in full and that it is functioning effectively. To this end, it is crucial that all aspects of the management system for information security are checked and uniformly assessed. For this reason, this Group Instruction lays down the requirements for all phases of an assessment, from planning, implementation, and documentation right
through to follow-up.
9.1

Principles


An assessment program of the MAN IS organization must be created in which the status and
importance of processes and areas to be checked, and the results of earlier assessments, are
taken into account.



The criteria, scope, frequency, and methodology for the assessments must be defined in the
assessment program.



Objectivity and impartiality must be ensured when selecting the assessment manager and
when performing the assessments.



Assessments shall be planned and managed using resources of the MAN IS organization.
Testers and experts must not assess their own work.



The information in the assessment reports and assessment tools is confidential and must be
protected in line with its classification.



There must not be any significant disruption to IT operation due to the assessments and
reviews being carried out.



The testers' assessment must be objective and independent.



Standardized criteria for assessing findings must be defined and documented.



The Management Bodies must check the ISMS used at their MAN Group Company at
scheduled intervals (at least once a year) by means of a management review, in order to
ensure the system remains suitable, adequate, and effective.



This management review must contain the assessment of potential improvements and the
need for any modifications.



The results of the management review must be documented in a clear and understandable
manner.

9.2

Contents of Assessments

The following aspects must be checked as part of assessments:

1



Effectiveness and management of the information security processes (e.g. classification of
data and how security incidents are handled)



Compliance with/application of the regulations on information security (MAN framework for
information security)



Inspection and assessment of the documentation for an object under analysis in terms of
information security (e.g. risk analyses, system descriptions)

Audits planned and carried out under the authority of MAN Corporate Audit are not in scope of this regulation
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Degree to which defined technical and organizational measures have been implemented, and
how effective these measures are



Variances from previous assessments



The MAN Management Bodies must check the implementation of the rules laid down in the
MAN framework for information security, as well as the entire Information Security
Management System (ISMS), at least once a year as part of a management review. This
check must also factor in the results of the assessments that have been carried out.

9.3

Planning an Assessment

Before carrying out the assessment, the following must be planned:


Which subjects under analysis are involved



Which aspects are to be checked



Which methodology is to be used for the assessment (e.g. document analyses, interviews, site
visits, or penetration tests),



To what degree of detail the assessment is to be carried out (e.g. full check, spot checks)



At which time the assessment is to be carried out



Who is to manage the assessment (assessment manager)



Who is to perform the assessment (testers, experts)

9.4

Carrying out an Assessment


The assessors must be supported by specialist and technical contact partners from the area
under analysis.



Those responsible for the area under analysis are responsible for selecting the contact
partners.



Findings and defined measures from earlier assessments must be incorporated into the
check.



If major weaknesses are discovered, the assessor must immediately inform the responsible
Information Security Officer (ISO).



Those responsible for the area under analysis must define measures for eliminating any
differences/deficiencies.



Measures to rectify the findings must be prioritized on the basis of the associated risk. The
assessor must assign the risk associated with the differences/deficiencies. A risk analysis in
accordance with point 8 must be carried out in order to identify the risk.



An implementation deadline (max. 12 months) and an employee responsible for the
implementation must be specified for each defined measure considering cost/benefit aspects
and possible risk acceptances.

9.5

Documenting and Reporting an Assessment
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The assessment manager must compile an assessment report containing at minimum the
following aspects:


Specification of the assessors and/or experts deployed



Description of the area under analysis
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9.6



Presentation of the process (assessment procedure),



Description of the assessment results, incl. differences/deficiencies



Assessment of the differences/deficiencies on the basis of the defined criteria



Presentation of the associated risks arising from the findings



Differences/deficiencies from previous assessments that have not been rectified must be
specified separately in the report.



The assessment report must be made available to the responsible ISO.
Management Review

If the MAN division and/or the MAN Group Company is aiming to achieve ISO 27001 certification, the
Management Bodies must also carry out a management review at least once a year for the scope of
the certificate. The requirements for this management review and the associated improvement process are listed in ISO 27001 section 7 and 8.
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1.

Purpose

This Group Instruction is derived from Group Policy MAN 13.1 Information Security and the Standard
for Information Security, and provides all MAN users who carry responsibility for information and
communication technology systems (ICT systems) and infrastructures with a guideline for information
security.
2.

Scope

This instruction applies to all MAN Group companies and their employees worldwide. This instruction
is to be implemented directly and does not require any additional conversion policies from the divisions
or individual Group companies. In the case of companies, in which MAN SE itself cannot directly enforce the applicability of this instruction for legal reasons, the Chief Information Security Officer should
be consulted to clarify the extent to which this Group instruction is applicable. Companies, which are
not wholly owned by MAN SE and also not affiliated with the MAN SE through a control agreement,
constitute one such example.
The document must be verified at least once within three years and modified as necessary.
3.

Terms and definitions

A glossary for the complete information security framework can be found at the additional information
„Terms and Definitions to information security“.
4.

Target Group

This document is directed at MAN employees who are responsible for developing, installing, operating,
and configuring information and communication technology systems (ICT systems), as well as their
managers.
The responsible MAN employees include IT managers, system architects, personnel in charge of operation, and all employees with the right to configure ICT systems.
5.

Information Security of ICT Systems

Just like production facilities, information constitutes an important asset of MAN. MAN's business and
production processes only run if the correct information is provided at the correct time and at the correct location.
Effective protection of these information assets in ICT systems is a decisive factor in ensuring MAN's
business success as the information assets are exposed to a wide range of threats on a daily basis.
These may include the following:

3/12



Destruction of information by computer viruses



Theft of information by spying on passwords



Theft of data storage media or computers



Failure of ICT systems due to power outages, sabotage, or vandalism



Destruction of important data by fire or water
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Protection will only be effective if it is based on a wealth of interconnected measures. In addition to the
MAN framework for information security, other measures adopted at MAN to protect information include particularly the following:


Identification of our employees with the company and the corporate culture



The security awareness among all employees



Compliance with defined processes and procedures



Appropriate protection of information and communication devices and software

5.1

Responsibility for the Information Security of the ICT Systems

All MAN Group employees who have enhanced rights to configure ICT systems are responsible for
configuring the ICT systems within their area of responsibility in accordance with the relevant MAN
regulations.
All application developers and system architects at the MAN Group are responsible for a risk-oriented
design, the corresponding specifications, and testing and migration of the MAN ICT systems in accordance with the relevant MAN policies.
All individuals responsible for operation are responsible for ensuring the (risk-oriented) operational
security of the ICT systems within their area of responsibility in accordance with the relevant MAN
requirements.
As part of this, the individuals concerned must be highly vigilant of any possible threats and must
avoid information being placed at risk unnecessarily.
5.2

Contact Partners for Information Security

The Information Security Officer (ISO) of the division or Group Company is the contact person for all
information security issues.
The CISO at the MAN Group is the responsible contact partner for any overall or Group-wide issues.
This applies particularly to any matters relating to information security incidents and how to handle
them.
For issues relating to personal data protection, the relevant contact persons are the data protection
officers in Germany and the respective local data protection coordinators. Their contact details can be
accessed via the MAN Inside Intranet under "Human Resources" > "Data Protection".
If the contact partners are not known or unavailable, the query shall be addressed to the superior at
the next level.
6.
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Requirements for IT Managers


The area of responsibility of an employee with enhanced rights must be defined and
documented in terms of the information and communication technology systems to be
configured and the employee's competences (rights and obligations).



The employee's skills must correspond to the task "Configuring the ICT systems in their area
of responsibility".



The tasks involved must be separated appropriately in order to prevent misuse of ICT
systems.



Plan and provide the resources required for ensuring operational security.
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7.

Raise employee awareness of the importance of information security for MAN's business
success.
Requirements for the Design of MAN ICTSystems

The Group Policy MAN 13.1 and the Group Instruction 1 Standard for Information Security must be
complied with when designing ICT systems. In addition to the above, the following also apply:


The design and specification of ICT systems must include a risk analysis, which must factor in
both the impact on specific MAN divisions/Group companies and the impact on the MAN
Group as a whole.



Planning of future capacity requirements must take into account new business and system
requirements as well as current and foreseeable trends



Concepts for implementation, integration, and testing must take into account the results of the
risk analysis and the resulting plans for action. In this regard it must be ensured that the
testers deployed are independent, i.e. they must not be involved with the design, specification,
or planning of the ICT systems in question.



The permitted use must be defined for each individual ICT system.



When designing ICT systems, the physical and environmental security of the installation
location must be ensured depending on the risk-oriented requirements for the availability,
confidentiality, and integrity of the data (cf. Group Instruction 1 Standard for Information
Security, article 10).
These are as follows:
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Protection against the failure of supply facilities (power and cooling systems) for information and communication technology systems, incl. management of the supply
capacity



Anti-intrusion protection – measures to identify and prevent unauthorized access to,
and the sabotage of, information and communication technology systems



Access protection – administration and technical control of access to the information
and communication technology systems, incl. delivery areas



Fire protection – measures to identify and prevent the spread of a fire and the adverse
effects of fumes (smoke), incl. extinguishing equipment and smoke extraction systems



Protection against environmental hazards – e.g. ingress of (fire-fighting) water, capacities (area, power, cooling system), earthquake, explosion, fire, intake of flue gas,
flooding, riots



Structural protection – e.g. load capacity of the ceilings/floors, suitability of the transportation paths and traffic areas



Ambient air conditioning – air change rates, temperature control, humidity control



Protection of cables and lines – e.g. against wire tapping and damage



Operating conditions of the technical component manufacturer

The developers and testers also constitute a threat to the confidentiality of operational
information. A risk analysis must therefore be carried out to determine whether the production,
testing, and development environments need to be separated in order to avoid unacceptable
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risks to the MAN business processes. If such a separation is deemed necessary, the following
points must be taken into account:
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The rules governing the transfer of software from the development phase to the production phase must be defined and documented



Development software and production software must run on different systems or processors and in different domains or directories



Compilers, editors, and other development tools or system utility programs must not
be accessible from production systems if this is not required



The test system environment must reproduce the production system environment as
closely as possible



Users must use different user profiles for production systems and test systems



Test systems and development systems must be labeled such that the system is
guaranteed to be identified, meaning misuse is ruled out as far as possible



Confidential or strictly confidential data must not be copied to a test system environment with a lower level of protection than the production environment



Productive use of new device classes and software technologies for the MAN Group may only
occur once implementation and integration tests have been successfully concluded and
approval has been obtained from the relevant MAN committees.



In the case of overall architectures, approval must be obtained from the CIST at the MAN
Group.



Formal confirmation of the measures and the acceptance of residual risks by the individual(s)
process owner responsible for risk must be ensured.



The central MAN messaging systems must be designed such that they are protected against
DoS attacks, malicious code, and spam according to best possible means.



Suitable procedures for encrypting messages must be provided for the users of MAN
messaging systems.



When designing electronic business systems (e-business), the following criteria must be
observed at minimum:


Degree of trust that each party requires concerning the identity stated by the other
party, e.g. through authentication



Authorization processes to define who is authorized to set prices and issue or sign
important commercial documents



Guarantee that the commercial partners are fully informed of their authorizations



Definition and fulfilment of the requirements concerning confidentiality, integrity, proof
of dispatch, and receipt of important documents, as well as non-repudiation of contracts, e.g. in conjunction with offer submission processes and contractual processes



Necessary degree of trust in the integrity of published price lists



Confidentiality of data or information



Confidentiality and integrity of all order transactions, payment information, delivery
address information, and confirmations of receipt



Appropriate degree of verification for the payment information stated by the customer
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7.1

Selection of the most suitable payment method to protect against fraud



Degree of protection required to maintain the confidentiality and integrity of order information



Prevention of loss or duplication of transaction information



Liability relationships in connection with fraudulent transactions



Insurance requirements



Compliance with the relevant legal requirements if cryptographic measures are used

Authorization concepts must be drawn up for all MAN ICT systems. The following aspects
must be incorporated into the authorization concepts as a minimum:


Security requirements of the relevant business applications



Legislation and any contractual obligations in terms of protecting access to data or
services



Technical implementation of the assignment and revocation of rights (technical rights
management) and their allocation to individuals



Organizational rights assignment procedure, incl. application and approval



Organizational rights revocation procedure



Audit-compliant documentation of the current authorizations and the rights assignment/revocation procedures



A test procedure to determine the correctness of the current authorizations



Administration of privileges

Requirements for the Design of Networks
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Authorization concepts must be drawn up for all MAN networks. The following aspects must
be incorporated into the authorization concepts as a minimum:


Security requirements of the relevant business applications



Legislation and any contractual obligations in terms of protecting access to network
services



Organizational rights assignment and revocation processes, incl. application and approval



Audit-compliant documentation of the current authorizations and the rights assignment/revocation procedures



A test procedure to determine the correctness of the current authorizations



Administration of privileges for configuring and accessing network components



Administration of networks and network services to which access has been granted



Management measures and procedures to protect access to network connections and
network services, incl. remote access



Means used to access network services



Management measures and procedures to protect access to diagnostic ports or configuration ports
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MAN networks must be designed such that the networks are split according to different
classes/areas in line with the risk involved (e.g. DMZ, admin file, admin SAP, SAP, production
management, etc.). The transfer points between networks must be specially protected and
restricted for users.



Routing controls based on positive test mechanisms for source and destination addresses
must be set up.



Remote access must only be permitted with strong authentication.

8.

Requirements for the Operation of MAN ICT Systems

The Group Policy MAN 13.1 and the Group Instruction 1 Standard for Information Security must be
complied with when operating MAN ICT systems. In addition to the above, the following also apply:


ICT systems containing internal, confidential, or strictly confidential information (cf. MAN
Group Instruction "Classification of Information") must be either physically destroyed, or the
information saved on these systems destroyed, deleted, or overwritten, prior to disposal. In
this regard is it preferable to use procedures that render the original information unrecoverable
instead of the simple deletion or formatting function. An appropriately specialized and
contractually bound company may also be commissioned for this purpose. In the case of
damaged devices and components containing confidential or strictly confidential data, a risk
assessment is required in order to determine whether it would be better to physically destroy
them instead of having them repaired or scrapped.



Documentation must be drawn up for the ICT systems used at the MAN Group to ensure that
normal operation can resume as quickly as possible if there is a shortfall in staff or system
functions
are
disrupted.
This includes:


Processing and handling data



Backup



Operation scheduling



Dependencies with other ICT systems



Instructions for error handling or how to deal with other exceptional circumstances, including restrictions on the use of auxiliary programs



Contact points for technical support should any unexpected operational or other technical difficulties occur



System restart and reboot procedure in the event of a system failure



Management of audit trails and system log information



System-specific change processes



Definition of responsibilities



The documentation of system configurations and business organization must be protected
against unauthorized access and disclosure.



A documented change management procedure must be defined that minimizes the impact of
any changes made to information and communication technology systems on the MAN
business processes. The following points must be taken into account in the change procedure:
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Planning of changes and performance of corresponding tests



Assessment of the potential risks of these changes, including the impact on the MAN
business processes



Formal approval procedure for proposed changes



Reporting of the details of the respective changes to all individuals involved



Procedure and responsibilities for cancelling changes



Restoration of the initial status following failed change attempts and unforeseeable
events



Rule governing how to handle emergency changes



The utilization of the information and communication technology systems must be monitored
and reconciled with the target values. As part of capacity planning, estimates must be made in
order to ensure the required system performance for the MAN business processes.



New information systems, upgrades, and new versions may only be adopted in production
once formal approval has been obtained. When formally approving new systems, the following
points must be taken into consideration as a minimum:


Proof of the required performance and computing capacity



Fault elimination, restart, and reboot procedures



Preparation and testing of the operational procedures



Completeness of the security measures



Continuity management and plans for emergencies



Proof that the installation of the new system does not impair existing systems, in particular at peak times



Training on how to operate and use the new systems



The requirements laid down in MAN Group Instruction Standard for Information Security,
article 26, must be implemented in order to prevent malicious software and code.



For the identification and evaluation of vulnerabilities and their remediation, information about
technical weaknesses of the systems and applications used must be determined and
evaluated within a narrow time frame. A procedure for installing security patches has to be set
up for every MAN information and communication technology system. The following aspects
are to be considered here:
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It has to be determined which sources are used for information about vulnerabilities



Detected vulnerabilities have to be assessed in terms of their risk.



Dependent on the evaluation of a vulnerability, a plan for the reaction has to be defined



Patches are to be obtained from trusted sources (e.g., manufacturer's website)

A backup and recovery procedure must be set up for each information and communication
technology system used at MAN. This procedure must correspond to the requirements laid
down in the MAN Group Instruction "Standard for Information Security", article 25. In addition,
the backup and recovery concept must take into account the following points:
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Depending on the risk for the MAN business processes and resulting from the classification of the information values (cf Corporate Instruction 4 Classification of Information Assets, section 6ff), it must be determined which information requires a backup
and what form this should take



The legal retention periods must be taken into account



Complete records that are clearly identified must be created via the backup copies



The scope (e.g. full or partial backup) and frequency of the backup must reflect the
business requirements of the MAN division/Group company for normal operation and,
depending on the Business Continuity Management (BCM), also for emergencies



Depending on the Business Continuity Management, the backup for emergency provision must be stored far enough away to ensure that it is not affected by the same disaster



Data storage media must be protected during transportation between sites (handover
procedure, packaging, transportation means, reliable courier service) in conformance
with their classification



Suitable operational procedures must be defined to protect data storage media (e.g. tapes,
disks) against unauthorized transfer, modification, removal, and destruction. This also applies
if these media are stored, maintained, or repaired.



On disposal of data storage media, it must be ensured that confidential data is destroyed such
that it cannot be restored.



The clocks in all important MAN Group systems that process information must be
synchronized to an agreed reference time. If a computer or communication device has a realtime clock function, this must be set to the standardized MAN reference time. Since it is known
that some clocks run fast or slow, a procedure must be set up to detect and correct any major
variances.



For all information systems and services, clear and understandable processes must be in
place for registering and deregistering users. The application, approval, and revocation of
authorizations must be documented. The same also applies to privileged users.



All users in the MAN ICT systems must be assigned a unique personal user ID. Authentication
technology must unequivocally confirm the specified user identity.



If technically possible, the MAN ICT systems must be configured such that they accept only
passwords with a minimum of 10 characters, which must be changed at regular intervals, and
which consist of a combination of 3 of the following 4 attributes:


Lowercase letters



Uppercase letters



Digits



Special characters



Existing authorizations must be checked at regular intervals. These intervals must be
determined according to the extent and necessity of the access rights. The checks carried out
must be documented in a clear and understandable manner and this documentation must be
securely stored for verification purposes.



For all MAN ICT systems, access to operating systems must be protected by a secure log-in
procedure. In this regard it must be ensured that:

MAN Instruction 7 to Group Policy MAN 13.1 – Information Security for Users with privileged IT responsibilities, Version 2.0



No system or application identifiers are displayed before the log-in process has been
successfully completed



The log-in information is not confirmed until all input data has been entered If an error
occurs, the system does not show which part of the data is correct or incorrect



The number of permitted unsuccessful log-in attempts and the permitted maximum
and minimum durations are restricted



Passwords are not transferred over the network in plain text form



Preferably, password management systems should be used to force the use of secure
passwords



The use of system utility programs that are able to override system and application settings
must be reserved for users with enhanced authorization (e.g. system administrators). Their
use must be logged and prevented for other users.



The MAN ICT systems must be configured such that inactive sessions are terminated after a
defined period of inactivity.

8.1

Requirements for the Operation of Network Infrastructure


8.2

The protection of internal and external communication must meet the requirements of the
MAN Group Instruction
1
Standard
for Information
Security,
article 15.
The following also apply:


The responsibility for operating the network must be separate from that for operating
the computers



The security features of the network services must be defined and documented



Users must be granted direct access only to those services for which they are expressly authorized



It must be determined which security precautions, such as security features, service
levels, and management requirements, are required for certain services It must be ensured that the relevant network operators implement these measures.

Requirements for administrators

1

Resulting from their particular responsibilities in respect to operations of ICS systems the following
also applies for administrators:

1



Concerning the usage and handling of administrative passwords, their particular protection
requirements must be considered. Administrators have to be sensitized regularly for the
specific risks involved in their area of work.



Password management stipulations shall be defined centrally and shall be evaluated on a
regular basis in accordance with the requirements of developing technologies. Passwords
shall be managed in accordance with documented procedures.



Privileged user accounts shall not be used for everyday work.



Existing access authorizations shall be tested at regular intervals. These intervals shall be
determined according to the extent and criticality of the access rights.

cf. Corporate Instruction 1 Standard for Information Security, Article 16
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Identical administrative passwords must not be used for applications with differing levels with
regard to their protection requirements



Server panels and consoles must be locked if they are not used

8.3

Behavior during Security Incidents

Security incidents primarily refer to the kinds of incidents or circumstances capable of causing MAN or
its employees, customers, or partners to suffer an unacceptable level of loss or damage. In most cases only an expert will be able to determine whether something actually is a security incident or whether
it only amounts to a technical fault or a mistake. It is always important to identify a security incident as
early as possible in order to limit the loss or damage.
IT managers at MAN must comply with the following code of conduct when detecting and reporting
security incidents:


IT managers must monitor the behavior of the IT devices and IT services they run and report
any unusual variances from normal operation to the ISO.



They must report any indications of manipulation (falsification) or loss of information to the
Information Security Officer (ISO).



If IT managers suspect that espionage (spying out of information) or sabotage (willful
destruction) has occurred, they must report this to one of the following contacts:
MAN SE Chief Information Security Officer (CISO)



Information Security Officer (ISO) at the division or Group company



MAN SE Governance, Risk & Compliance



MAN SE Chief Security Officer



IS incidents involving misuse of personal data must be reported to the data protection
coordinator responsible or the data protection officer. The ISO must also be informed.



In cases where information has been obtained using criminal means, one of the following
contacts should be discreetly informed. It is important to keep the number of people informed
very limited.
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MAN SE Governance, Risk & Compliance



Corporate Audit

Incidents resulting from force majeure (e.g. fire, water, power outages, break-ins) must be
reported to the local units and the parties responsible at the site (e.g. the building
management team or the Chief Security Officer).
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1.

Purpose

Derived from Group Policy MAN 13.1 for Information Security and Standard for Information Security
this Group Instruction represents a guideline for all MAN Service Providers carrying responsibility in
regard to MAN IT Services, IT Systems (ICK Systems) and infrastructure at MAN.
2.

Scope

This instruction applies to all MAN Group companies and their employees worldwide. This instruction
is to be implemented directly and does not require any additional conversion policies from the divisions
or individual Group companies. In the case of companies, in which MAN SE itself cannot directly enforce the applicability of this instruction for legal reasons, the Chief Information Security Officer should
be consulted to clarify the extent to which this Group instruction is applicable. Companies, which are
not wholly owned by MAN SE and not affiliated with the MAN SE through a control agreement, constitute one such example.
The document must be verified at least once within three years and modified as necessary.
3.

Terms and definitions

A glossary for the complete information security framework can be found at the additional information
„Terms and Definitions to information security“.
4.

Target Group

Group Instruction 8 on Information Security for the collaboration with IT Service Providers is directed
at the functions responsible for the management of information security within the MAN Group (cf.
MAN 13.1, section 6.1).
During commissioning, cooperation with and monitoring of IT Service Providers with responsibility for
development, installation, operation and configuration of MAN ICT Systems the employees at MAN
responsible for these tasks have to make sure that the requirements of this Corporate Instruction are
appropriately considered.
The regulations specified in the MAN framework for Information Security, in particular of this Corporate
Instruction, have to be applied in contractual agreements with external IT Service Providers considering type and extent of the provider’s tasks.
Considering contracts that are already established at the time this Corporate Instruction takes effect,
the regulations of this Corporate Instructions have to be evaluated in regard to the necessity of contractual changes or amendments. Exceptions that may result from the corresponding evaluation and
possible acceptances of risks have to be treated according to the regulations of the Corporate Instruction 5 on Exception Handling.
5.

Information Security of MAN ICT Systems

Just like production facilities, information constitutes an important asset of MAN. MAN's business and
production processes only run if the correct information is provided at the correct time and at the correct location. Effective protection of these information assets in the MAN ICT systems is a decisive
factor in ensuring MAN's business success.
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Since the information assets are exposed to a wide range of threats on a daily basis, such as:


Destruction of information by computer viruses



Theft of information by spying on passwords



Theft of data storage media or computers



Failure of MAN ICT systems due to power outages, sabotage, or vandalism



Destruction of important data by fire or water

special measures to protect them must be taken.
Protection will only be effective if it is based on a wealth of interconnected measures.
In addition to the measures stated in the MAN framework for information security, the necessary
measures to safeguard information security also include in particular:


The security awareness among all employees working for an IT service provider



Compliance with defined processes and procedures



Ensuring information and communication devices and software are appropriately handled and
protected.



An appropriate risk oriented reporting of the design and effectiveness of information security to
MAN



The right to directly audit agreed measures and the implementation of those regularly (also
on-site at the service providers locations)

The term "risk-oriented" means that the risk of the MAN Group business processes is factored in. To
this end, the risk must be coordinated with MAN.
5.1

Responsibility for the Information Security of the ICT Systems

All IT service providers who have the right to configure MAN ICT systems are responsible for configuring the ICT systems within their area of responsibility in accordance with the relevant MAN information
security policies. In particular:

5.2



All application developers and system architects at an MAN service provider are responsible
for a risk-oriented design, the corresponding specifications, and testing and migration of the
MAN ICT systems in accordance with the relevant MAN information security policies.



All employees responsible for operation at an MAN service provider are responsible for
ensuring the (risk-oriented) operational security of the ICT systems within their area of
responsibility in accordance with the relevant MAN policies. As part of this, the IT service
provider must be vigilant of any potential threats, notify the contact partners at the MAN Group
of any threats found, and prevent information from being placed at risk unnecessarily.
Contact Partners for Information Security

All IT service providers must appoint an individual responsible for information security to deal with any
information security matters if MAN requires this contractually. This individual acts as the contact partner for the CISO at the MAN Group and the ISOs of the MAN divisions and companies.
The CISO at the MAN Group is the responsible contact partner for the IT service provider to handle
any Company-wide or Group-wide issues. This applies particularly to any matters relating to information security incidents and how to handle them.
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For issues relating to personal data protection, the relevant contact persons are the data protection
officers in Germany and the data protection coordinators abroad.
6.

Responsibility of the MAN Group IT Service Providers

All IT Service Providers are responsible for configuring the MAN ICT systems within their area of responsibility in accordance with the relevant MAN information security regulations.
In particular:


All application developers and system architects at an MAN service provider are responsible
for a risk-oriented design, the corresponding specifications, and testing and migration of the
MAN ICT systems in accordance with the relevant MAN information security policies.



All employees responsible for operation at an MAN service provider are responsible for
ensuring the (risk-oriented) operational security of the ICT systems within their area of
responsibility in accordance with the relevant MAN policies. As part of this, the IT service
provider must be vigilant of any potential threats, notify the contact partners at the MAN Group
of any threats found, and prevent information from being placed at risk unnecessarily.

The term "risk-oriented" means that the risk of the MAN Group business processes is factored in. To
this end, the risk must be coordinated with MAN.
All MAN Group IT service providers are obligated to identify risks for the MAN Group that may arise
through the use of the IT services/ICT systems that the IT service provider makes available to the
MAN Group, and to coordinate these risks in close collaboration with the IS organization at the MAN
Group.
Depending of the requirement of the MAN Group and its respective tasks, the IT service provider has
to:

5/14



Support the information security objectives defined by the MAN Group in an appropriate
manner



Comply with the MAN framework for information security as a binding framework for all IT
services of the IT service provider



Based on the MAN Group information security requirements, issue additional instructions
within the IT service provider's area of responsibility if required



Provide sufficient resources for setting up, implementing, operating, monitoring, checking,
maintaining, and continually improving the management of information security



Define the criteria for an acceptable security level for MAN IT services together with the MAN
Group



Within the context of the IT service provider's risk management, take into account the
availability, confidentiality, and integrity of information assets/IT services/ICT systems as per
the MAN requirements



Draw up a possible strategy and measures to manage any identified unacceptable risks for
the MAN Group that are associated with the IT services that the IT service provider provides
for the MAN Group



Ensure independent assessments to improve information security are carried out



Itself carry out management reviews of the information security level at regular intervals



Define the security level and corresponding indicators appropriate to the risks together with
MAN and report those regularly to MAN.
MAN - Instruction 8 to Group Policy MAN 13.1 – Information Security for the collaboration
with IT Service Providers, Version 2.0



Identify and deal with the legal and regulatory requirements and contractual obligations
pertaining to information security



Identify awareness of the security of IT services/ICT systems at MAN and the necessary
competences, and boost these with training sessions if required



Establish and communicate internal and external points of contact and sources of information
for information security



Take into account the requirements in this Group Instruction concerning the design and
operation of ICT systems

The implementation of the aforementioned requirements must be verifiably documented in order to
comply with auditing requirements and for any liability claims.
In addition, MAN Group IT service providers are obliged to set up a functional Information Security
Management System (ISMS) based on the ISO 27001 standard, and to maintain and continually improve this system, insofar as MAN has defined this as a requirement contractually. If required, this
must be verified with a certificate.
7.

7.1

General Requirements for MAN IT Service Providers


The area of responsibility of each individual employee with the right to configure ICT systems
that are required to provide IT services for the MAN Group must be defined and documented
in terms of the information and communication technology systems to be configured and the
employee's competences (rights and obligations).



The employees' skills must correspond to the task "Configuring the ICT systems in their area
of responsibility".



The IT service provider must appropriately separate the tasks involved in order to prevent the
misuse of ICT systems.



Plan and provide the resources required for ensuring operational security.



Raise employee awareness of the importance of information security for MAN's business
success.



Regularly carry out a threat analysis, and identify and document the probability of occurrence
(PoO) and impact on the MAN information assets/IT services/ICT systems in terms of their
availability, confidentiality, and integrity. A threat analysis must always be carried out as soon
as the risk position changes.
Requirements for Integration into Risk Management at the MAN Group

Risk and Opportunity Management (ROM) is uniformly regulated in the MAN Group.
ROM aims to identify risks and opportunities (R&O) of operational business activity at an early stage,
identify the consequences of their acceptance, control R&Os that are potentially critical to success,
and prevent risks that would threaten the existence of the Group. The resulting task in terms of the
risks concerns preparing and implementing measures for managing the risk (prevention, reduction,
transfer, and acceptance) while taking into account cost/benefit aspects.
Within this context, where an IT service provider supports MAN's business processes using information and communication technology, the probability of a loss of availability, confidentiality, or integrity when processing, transporting, or saving data must be determined using realistic threat scenarios
and reported to the relevant committees at the MAN Group. In order to perform the gross and net as-
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sessments of the risks, the probability of occurrence of damaging scenarios must be stated twice:
once without taking the measures into account and once with taking the measures into account.
The IT service provider must include MAN IT and the MAN security organization when selecting suitable IT security measures for managing a risk. The requirements laid down in the MAN regulatory system for information security must be taken into account and, if necessary, supplemented if they do not
ensure the required security level.
Additionally, the ability to measure the effectiveness of security measures must already be taken into
account when these measures are drawn up, to ensure they are verifiable and, if necessary, to comply
with ICS requirements.
7.1.1

7.2

Process Flow Chart

Requirements for the Design of MAN ICT Systems

The Group Policy MAN 13.1 and the Group Instruction 1 Standard for Information Security have to be
considered when designing ICT systems. In addition to the above, the following also apply:
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Planning of future capacity requirements must be coordinated regularly with MAN and must
take into account current and foreseeable trends.



Concepts for implementation, integration, and testing must take into account the results of the
risk analyses and the resulting plans for action. In this regard it must be ensured that the
testers deployed are independent, i.e. they must not be involved with the design, specification,
or planning of the ICT systems in question.



The permitted/intended use must be defined for each individual ICT system.



When designing ICT systems, the physical and environmental security of the installation
location must be ensured depending on the risk-oriented requirements for the availability,
confidentiality, and integrity of the data (cf. MAN Group Instruction 1 Standard for Information
Security, article 10).
These are as follows:
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Protection against the failure of supply facilities (power and cooling systems) for information and communication technology systems, incl. management of the supply
capacity



Anti-intrusion protection – measures to identify and prevent unauthorized access to,
and the sabotage of, information and communication technology systems



Access protection – administration and technical control of access to the information
and communication technology systems, incl. delivery areas



Fire protection – measures to identify and prevent the spread of a fire and the adverse
effects of fumes (smoke), incl. extinguishing equipment and smoke extraction systems



Protection against environmental hazards – e.g. ingress of (fire-fighting) water, capacities (area, power, cooling system), earthquake, explosion, fire, intake of flue gas,
flooding, riots



Structural protection – e.g. load capacity of the ceilings/floors, suitability of the transportation paths and traffic areas



Ambient air conditioning – air change rates, temperature control, humidity control



Protection of cables and lines – e.g. against wire tapping and damage



Operating conditions of the technical component manufacturer

The developers and testers also constitute a threat to the confidentiality of MAN operational
information. It must therefore be determined whether the production, testing, and development
environments need to be separated in order to avoid unacceptable risks to the MAN business
processes. If such a separation is deemed necessary, the following points must be taken into
account:


The rules governing the transfer of software from the development phase to the production phase must be defined and documented



Development software and production software must run on different systems or processors and in different domains or directories



Compilers, editors, and other development tools or system utility programs must not
be accessible from production systems if this is not required



The test system environment must reproduce the production system environment as
closely as possible
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Users must use different user profiles for production systems and test systems



Test systems and development systems must be labeled such that the system is
guaranteed to be identified, meaning misuse is ruled out as far as possible



Confidential or strictly confidential data must not be copied to a test system environment with a lower level of protection than the production environment



Productive use of new device classes and software technologies for the MAN Group may only
occur once implementation and integration tests have been successfully concluded and
approval has been obtained from the relevant MAN committees.



Formal confirmation of the security measures by the relevant MAN committees must be
ensured.



The central MAN messaging systems must be designed such that they are protected against
DoS attacks, malicious code, and spam.



Suitable procedures for encrypting messages must be provided for the users of MAN
messaging systems.



When designing electronic business systems (e-business), the following criteria must be
observed at minimum:





Degree of trust that each party requires concerning the identity stated by the other
party, e.g. through authentication



Authorization processes to define who is authorized to set prices and issue or sign
important commercial documents



Guarantee that the commercial partners are fully informed of their authorizations



Definition and fulfilment of the requirements concerning confidentiality, integrity, proof
of dispatch, and receipt of important documents, as well as non-repudiation of contracts, e.g. in conjunction with offer submission processes and contractual processes



Necessary degree of trust in the integrity of published price lists



Confidentiality of data or information



Confidentiality and integrity of all order transactions, payment information, delivery
address information, and confirmations of receipt



Appropriate degree of verification for the payment information stated by the customer



Selection of the most suitable payment method to protect against fraud



Degree of protection required to maintain the confidentiality and integrity of order information



Prevention of loss or duplication of transaction information



Liability relationships in connection with fraudulent transactions



Insurance requirements



Compliance with the relevant legal requirements if cryptographic measures are used

Authorization concepts must be drawn up for all MAN ICT systems. The following aspects
must be incorporated into the authorization concepts as a minimum:


9/14

MAN Group security requirements for the relevant IT services

MAN - Instruction 8 to Group Policy MAN 13.1 – Information Security for the collaboration
with IT Service Providers, Version 2.0

7.2.1


7.3



Legislation and any contractual obligations in terms of protecting access to data or
services



Technical implementation of the assignment and revocation of rights (technical rights
management) and their allocation to individuals



Organizational rights assignment procedure, incl. application and approval



Organizational rights revocation procedure



Audit-compliant documentation of the current authorizations and the rights assignment/revocation procedures



A test procedure to determine the correctness of the current authorizations



Administration of privileges

Requirements for the Design of Network Services
Authorization concepts must be drawn up for all MAN networks. The following aspects must
be incorporated into the authorization concepts as a minimum:


MAN security requirements for the relevant network services



Legislation and any contractual obligations in terms of protecting access to network
services



Organizational rights assignment and revocation processes, incl. application and approval



Audit-compliant documentation of the current authorizations and the rights assignment/revocation procedures



A test procedure to determine the correctness of the current authorizations



Administration of privileges for configuring and accessing network components



Administration of networks and network services to which access has been granted



Management measures and procedures to protect access to network connections and
network services, incl. remote access



Means used to access network services



Management measures and procedures to protect access to diagnostic ports or configuration ports



MAN networks must be designed such that the networks are split according to different
classes/areas in line with the risk involved (e.g. DMZ, admin file, admin SAP, SAP, production
management, etc.). The transfer points between networks must be specially protected and
restricted for users.



Routing controls based on positive test mechanisms for source and destination addresses
must be set up.



Remote access must only be permitted with strict authentication.
Requirements for the Operation of MAN ICT Systems

The MAN Group Policy 13.1 and the MAN Group Instruction "Standard for Information Security" must
be complied with when operating MAN ICT systems. In addition to the above, the following also apply:
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ICT systems containing internal, confidential, or strictly confidential information (cf. MAN
Group Instruction "Classification of Information") must be either physically destroyed, or the
information saved on these systems destroyed, deleted, or overwritten, prior to disposal. In
this regard is it preferable to use procedures that render the original information unrecoverable
instead of the simple deletion or formatting function. An appropriately specialized and
contractually bound company may also be commissioned for this purpose. In the case of
damaged devices and components containing confidential or strictly confidential data, a risk
assessment is required in order to determine whether it would be better to physically destroy
them instead of having them repaired or scrapped.



Documentation must be drawn up for the ICT systems used by the MAN Group to ensure that
normal operation can resume as quickly as possible if there is a shortfall in staff or system
functions are disrupted.
This includes:
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Processing and handling data



Backup



Operation scheduling



Dependencies with other ICT systems



Instructions for error handling or how to deal with other exceptional circumstances, including restrictions on the use of auxiliary programs



Contact points for technical support should any unexpected operational or other technical difficulties occur



System restart and reboot procedure in the event of a system failure



Management of audit trails and system log information



System-specific change processes



Definition of responsibilities



The documentation of system configurations and business organization must be safeguarded
against unauthorized access and inspection.



A documented change management procedure must be defined that minimizes the impact of
any changes made to information and communication technology systems on the MAN IT
services. The following points must be taken into account in the change procedure:


Determination and recording of important changes



Planning of changes and performance of corresponding tests



Assessment of the potential risks of these changes, including the impact on the MAN
IT services



Formal approval procedure for proposed changes



Reporting of the details of the respective changes to all individuals involved



Procedure and responsibilities for canceling changes



Restoration of the initial status following failed change attempts and unforeseeable
events



Rule governing how to handle emergency changes
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The utilization of the information and communication technology systems must be monitored
and reconciled with the target values. As part of capacity planning, estimates must be made in
order to ensure the required system performance for the MAN IT services.



New information systems, upgrades, and new versions may only be adopted in production
once formal approval has been obtained. When formally approving new systems, the following
points must be taken into consideration as a minimum:


Proof of the required performance and computing capacity



Fault elimination, restart, and reboot procedures



Preparation and testing of the operational procedures



Completeness of the security measures



Continuity management and plans for emergencies



Proof that the installation of the new system does not impair existing systems, in particular at peak times



Training on how to operate and use the new systems



The requirements laid down in Group Instruction 1 Standard for Information Security, article
26, must be implemented in order to prevent malicious software and mobile code.



A backup and recovery procedure must be set up for each information and communication
technology system used at MAN. This procedure must correspond to the requirements laid
down in the MAN Group Instruction 1 Standard for Information Security, article 25. In addition,
the backup and recovery concept must take into account the following points:


Depending on the risk involved, a decision must be taken together with MAN as to
which information requires a backup and what form this should take. This has to be
documented appropriately (e.g. SLA).



The legal retention periods must be taken into account



Complete records that are clearly identified must be created via the backup copies



The scope (e.g. full or partial backup) and frequency of the backup must reflect the
business requirements of the MAN division/Group company for normal operation and,
depending on the Business Continuity Management (BCM), also for emergencies



Depending on the Business Continuity Management, the backup for emergency provision must be stored far enough away to ensure that it is not affected by the same disaster



Data storage media must be protected during transportation between sites (handover
procedure, packaging, transportation means, reliable courier service)



Suitable operational procedures must be defined to protect data storage media (e.g. tapes,
disks) against unauthorized transfer, modification, removal, and destruction. This also applies
if these media are stored, maintained, or repaired.



On disposal of data storage media, it must be ensured that confidential data is destroyed such
that it cannot be restored.



The clocks in all MAN ICT systems must be synchronized to an agreed reference time. If a
computer or communication device has a real-time clock function, this must be set to the
standardized reference time. Since it is known that some clocks run fast or slow, a procedure
must be set up to detect and correct any major variances. It is important that computer clocks
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are set correctly in order to safeguard the accuracy of audit logs, which may become
necessary for investigations or as evidence in court or disciplinary procedures. Inaccurate
audit logs may hinder such investigations and compromise the credibility of such evidence.


For all MAN ICT systems, clear and understandable processes must be in place for registering
and deregistering users. The application, approval, and revocation of authorizations must be
documented. The same also applies to the privileged users of the IT service providers.



All users in the MAN ICT systems must be assigned a unique personal user ID. Authentication
technology must unequivocally confirm the specified user identity.



If technically possible, the MAN ICT systems must be configured such that they accept only
passwords with a minimum of 10 characters, which are changed at regular intervals, and
which consist of a combination of 3 of the following 4 attributes:


Lowercase letters



Uppercase letters



Digits



Special characters



Existing authorizations must be checked at regular intervals. These intervals must be
determined according to the extent and necessity of the access rights. The checks carried out
must be documented in a clear and understandable manner and this documentation must be
securely stored for verification purposes.



For all MAN ICT systems, access to operating systems must be protected by a secure log-in
procedure. In this regard it must be ensured that:


No system or application identifiers are displayed before the log-in process has been
successfully completed



The log-in information is not confirmed until all input data has been entered If an error
occurs, the system does not show which part of the data is correct or incorrect



The number of permitted unsuccessful log-in attempts and the permitted maximum
and minimum durations are restricted



Passwords are not transferred over the network in plain text form



Preferably, password management systems should be used to force the use of secure
passwords



The use of system utility programs that are able to override system and application settings
must be reserved for users with enhanced authorization (e.g. system administrators). Their
use must be logged and prevented for other users.



The MAN ICT systems must be configured such that inactive sessions are terminated after a
defined period of inactivity.

7.3.1


Requirements for the Operation of Network Services
The protection of internal and external communication must meet the requirements of the
MAN
Group
Instruction
"Standard
for
Information
Security",
article
15.
The following also apply:
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The responsibilities for operating the network must be separate from those for operating the computers
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7.3.2



The security features of the network services must be defined and documented



Users must be granted direct access only to those services for which they have been
expressly authorized by MAN



It must be determined which security precautions, such as security features, service
levels, and management requirements, are required for certain network services It
must be ensured that the relevant measures have been implemented

Requirements for Administrators of IT Service Provider

1

Resulting from their particular responsibilities in respect to operations of ICS systems the following
also applies for administrators:

1



Concerning the usage and handling of administrative passwords, their particular protection
requirements must be considered. Administrators have to be sensitized regularly for the
specific risks involved in their area of work.



Password management stipulations shall be defined centrally and shall be evaluated on a
regular basis in accordance with the requirements of developing technologies. Passwords
shall be managed in accordance with documented procedures.



Privileged user accounts shall not be used for everyday work.



Existing access authorizations shall be tested at regular intervals. These intervals shall be
determined according to the extent and criticality of the access rights.



Identical administrative passwords must not be used for applications with differing levels with
regard to their protection requirements



Server panels and consoles must be locked if they are not used

cf. Corporate Instruction Standard for Information Security Article 16
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Term

Definition

Chief Information Officer
(CIO)

The Corporate Chief Information Officer at the MAN Group is the most
senior authority concerned with the management of information and
communication technology at the MAN Group.
The CIO of each MAN division is the most senior authority concerned with
the management of information and communication technology at an
MAN division.

Chief Information
Security Officer
(CISO)

The Chief Information Security Officer at the MAN Group is responsible
for the centralized, group-wide management of information security and
for safeguarding the company-wide strategic interests of information security at the MAN Group. The MAN CISO reports directly to the Corporate
CIO of the MAN Group.

Chief Security Officer
(CSO)

The Chief Security Officer at the MAN Group is the most senior authority
concerned with the management of Group security at the MAN Group.

Core Information Strategy
Team
(CIST)

The Core Information Strategy Team is an MAN governance committee,
which lays down the IT strategy of the MAN Group. CIST monitors the
compliance with, and implementation of the MAN information security
regulations.

Core ISO Team
(CISOT)

The Core Information Security Officers Team is a committee with the
objective of ensuring the continued development of information security
and ensuring the exchange of experiences throughout the MAN Group.
The CISOT comprises the CISO and all MAN ISOs.

Expected Value

1

The expected value is the value obtained by multiplying the impact and
the likelihood after measures.

Information Security
(IS)

Information security refers to the risk-targeted, financially commensurate protection of information assets via a structured and sustainable Information Security Management System (ISMS). It protects information
within the enterprise against disclosure to unauthorized users (confidentiality), improper modification (integrity) and non-access when required
2
(availability) .

Information Security
Officer
(ISO)

The Information Security Officers (ISOs) are responsible for the decentralized management of information security in the divisions or group
companies. Each ISO is responsible for securing the information of the
MAN division / group company on an operational level.

Information Security
Management System

The ISMS is a management system that aims to use economically reasonable measures to protect information assets in a manner that corre-

1
2

1

Definition according to Group Policy MAN 5.4 on „Risk- and Chance Management / Internal Control System“
ISACA COBIT 5 for Information Security; Chapter 1 Information Security Defined
Definition according to Group Policy MAN 5.4 on „Risk- and Chance Management / Internal Control System“
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(ISMS)

sponds to the risk involved. Information security management at the MAN
Group is based on the ISO 27001 standard.

Information Security
Incident
(IS Incident)

An Information Security Incident (IS incident) is an event which affects
the availability, confidentiality, or integrity of MAN information assets and
leads to an unacceptable level of risk for the MAN Group, a division or
group company.

Information Asset

Information Assets cover all forms of information, whether digitally processed or presented as an image, drawing, spoken word, or visible object.

ISO 27001

ISO 27001 "Information technology – Security techniques – Information
security management systems – Requirements" specifies the requirements for the development, introduction, operation, monitoring, maintenance, and improvement of a documented Information Security Management System (ISMS), taking into consideration methodically determined
risks within a defined scope.

Information and Communication Technology
System
(ICT system)

MAN ICT systems include all processes and products (hardware and
software) that are required for the secure processing, transfer/transportation, and storage of electronic information of the MAN
Group. Products (hardware and software) also include all necessary passive infrastructure (racks, cables, patch panels, etc.), real estate (buildings, rooms, areas, etc.), and the associated technology (power supply
systems, cooling systems, access control systems, fire protection technology, etc.).

ICT system configuration

MAN ICT system configuration means all settings that influence the
behavior of an MAN ICT system in terms of its availability, protection of
confidentiality, and integrity.

1

Opportunity

An opportunity is the chance to top defined revenue and profit goals.

MAN Security Incident
Response Team
(MAN SIRT)

The Security Incident Response Team (MAN-SIRT) within the MAN
Group defines the procedures for dealing with IS incidents and meeting
the responsibilities within the process as a whole with a view to minimizing the negative impact on MAN business operations and restoring normal
operation as quickly as possible.

Measure

1

Process Owner
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A measure is action that is suited to reduce a risk or raise an opportunity
or to exploit an opportunity by influencing the impact or the likelihood.
1

Person responsible for regularly identifying all risks of the processes within his area of responsibility and ensuring they are covered by appropriate
controls. This includes documenting the controls and the associated tests,
implementing the measures to eliminate any weaknesses in the controls,
and regularly checking the controls to ensure they are up to date and fully
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cover the processes.
Risk

1

Risk1
Evaluation

1

A risk is the danger that events, decisions, actions or omission prevent
the company from achieving defined goals and successfully implementing
strategies.
The evaluation of a risk or an opportunity is an assessment based on the
monetary impact (on operating profit if it occurs) and the likelihood of occurrence. The gross evaluation presents the initial values while net evaluation includes measures already implemented.

Definition according to Group Policy MAN 5.4 on „Risk- and Chance Management / Internal Control System“
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1.

Purpose

The aim of this Policy is to guarantee a high level of protection for natural persons when their Personal
Data is processed and to facilitate the reasonable handling of Personal Data within this framework.
This Policy lays down the fundamental rules for handling Personal Data and defines an organization for
data protection within MAN Group. This Policy implements the requirements of Volkswagen Group's policy
entitled "Data Protection at the Volkswagen Group."
This Policy does not govern the subject of data security. This is contained in a separate set of rules.
2.

Scope

The functional scope of this Policy covers all processes where the Personal Data of natural persons is in
whole or in part automatically collected, stored, organized, linked, transferred, used, modified, selected,
destroyed or processed otherwise. This applies in particular to Personal Data of employees, customers,
suppliers and other business partners. This Policy also applies to the non-automated processing of
Personal Data in structured data collections.
This Policy applies directly to MAN SE and its employees.
The content of this Policy must also be implemented in all companies in which MAN SE holds a direct
or indirect stake of more than 50% and where there are data processing procedures as outlined in
paragraph 1.
In some countries, the national data protection legislation protects information regarding legal entities in
the same way as information regarding natural persons. In these cases, the company Management is to
ascertain the extent to which the content of this Policy should also apply to information on legal entities in
a supplementary policy used at company level.
Supplementary provisions intended for this Policy must be sent to the respective Data Protection
Coordinator (see section 7.2) for approval in due time prior to publication and implementation. Exceptions
to the provisions contained in this Policy are permissible only if they have been coordinated with MAN SE,
Group Data Protection beforehand.
If the content of this Policy is not in compliance with the provisions in national or supranational law in a
country, such provisions in national or supranational law shall take precedence. This applies in particular if
the national law sets forth a higher level of data protection than this policy.
3.

Terms and definitions

Anonymization of Personal Data means that all identifying information (e.g. name, email address, user
ID) is deleted or modified so that the identity of the Data Subject cannot be determined or can only be
determined with a disproportionate effort.
Commissioned Data Processor is any natural person or legal entity, public authority, agency or other
body that processes Personal Data on behalf of a Data Controller.
Data Subject is the identified or identifiable natural person to whom the Personal Data refers, e.g.
employees of a Group company or contacts at a customer.
Data Recipient is the natural person or legal entity, public authority, agency or any other body to which
the Personal Data is transferred.
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Departmental Contact Person is the person named officially by a department or a location who serves
as a contact for the Data Protection Coordinator and who informs the Data Protection Coordinator about
all matters relevant to data protection.
Data Protection Coordinator is the person who on basis of this Policy or national law was appointed
formally by the Management of the company as responsible for data protection questions in this company.
Data Controller is any natural person or legal entity who determines, alone or together with other natural
persons or legal entities, public authorities, agencies or bodies, the purpose and essential means of
Personal Data processing.
Third Party is any natural person or legal entity, public authority, agency or other body besides the Data
Subject, the Data Controller, or the Commissioned Data Processor.
Limit on processing is the identification of stored personal data with the goal of limiting its future
processing. Example: data saved only for tax reasons is identified so that it cannot be used for marketing
purposes.
Consent is any voluntary, informed act related to a specific case where permission to process the data is
unambiguously confirmed.
Personal Data is information about an identified or identifiable natural person. A person is identifiable if
he/she can be identified directly or indirectly by one or more means (e.g. name, staff number, user ID or
address).
Pseudonymization is the processing of personal data in a way that it can no longer be assigned to an
identifiable natural person without the inclusion of additional, separately stored information.
Sensitive personal data is Personal Data from which the racial or ethnic origin, political opinion, religious
or philosophical beliefs, or trade union membership can be determined, biometric data, as well as
Personal Data about health or sex life, or genetic traits of a natural person, as well as Personal Data
connected with administrative offences, crimes, or criminal convictions.
Transfer is any disclosure of Personal Data to a natural person or legal entity, public authority, agency or
body. A transfer also takes place if another body has the opportunity to access Personal Data.
Processing is any manually or automatically executed operation in connection with Personal Data,
particularly collection, storage, organizing, alteration, transfer, selecting, disclosure, linking, limiting,
deletion or destruction.
Procedure for processing Personal Data is a processing bundle which serves a uniform purpose. For
example: payroll accounting, customer relationship management, video monitoring.
4.

Processing principles for Personal Data

When processing Personal Data, the following principles must be observed. If you have any doubts about
the permission for any data processing, please contact the Data Protection Coordinator.
4.1

No data processing without legal basis

Personal Data may only be processed if there is an appropriate legal basis for the respective processing.
Processing without a sufficient legal basis is impermissible and may not take place for this reason.
The following options for a legal basis can be considered as justification for the processing of Personal
Data by a company and its employees:
a)

Contract
Personal Data that is required for the conclusion, execution, or termination of a contract with the Data
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Subject may be processed. This also applies to Personal Data that is required for starting contractual
relationships desired by the Data Subject or the fulfillment of post-contractual duties.
b)

Law
Personal Data that may be processed if a law or a binding court or regulatory decision requires as
such.

c)

Weighing of interests
Personal Data may be processed if and to the extent that such is required for preserving the
legitimate interests of the Data Controller or a Third Party, and such interests outweigh the Data
Subject's interest in not having the data processed.

d)

Consent
If the Data Subject gave its consent to the processing of his/her data voluntarily, specifically,
unambiguous and on the basis of sufficient information, the Personal Data covered by the consent
may be processed. Consenting, refusing to consent, and revoking consent are to be documented by
the Data Controller.

e)

Interests critical to life
The processing of personal data is permissible if such is required in order to protect the life-critical
interests of the Data Subject or another natural person.

f)

Public interest
The processing of personal data is permissible if such is in the public interest or takes place by
exercising public authority that was transferred to the Data Controller.

4.2

Specific purpose

Personal Data may only be collected if it is required to achieve a specifically defined, legitimate purpose.
The department that is interested in collecting the Data must document the purposes in the collection if
such is not obvious.
The use of Personal Data for a purpose other than the original one is permitted if this new purpose is
compatible with the original one. A change in the purpose of usage must be documented.
If the new purpose is not compatible with the original one, a new legal basis must be ensured for the
usage of the Personal Data for the new purpose.
4.3

Proportionality, data economy

When processing Personal Data, the principle of proportionality must be observed. Processing of Data is
only proportionate if
-

It is suited for achieving a legitimate purpose

-

There is no less severe, equally suitable means to achieve this purpose

-

No outweighing, protected interests of the Data Subjects are in opposition to the processing.

The collection of data without a connection to a person or the processing of anonymous or pseudonym
data are to be considered as less severe means. The number of Data Subjects and the scope of the
processed data must be reduced to the greatest extent possible (data economy).
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The group of persons who have access to personal data must be limited to those who need this access to
handle their specific activity (need-to-know principle).
4.4

Direct collection

As a rule, Personal Data is to be collected directly from the Data Subjects. Collection from Third Parties is
exclusively permitted if a legal provision outlines or requires such, or such is in the interest of the Data
Subjects, or direct collection would be possible with disproportionate effort only.
If personal data is not collected directly from the Data Subjects, the Data Subjects must be notified in
accordance with section 4.5.
4.5

Transparency and notification of Data Subject

The Data Subjects must be informed about the processing of their Personal Data by the department that
has an interest in collecting the data; this must be done in a way that is understandable for the Data
Subjects. At minimum, the Data Subject must be informed about
-

The identity of the Data Controller

-

The purpose of processing

-

The categories of processed Personal Data

-

The Data Recipient or categories of Data Recipients

Notification is not necessary if it does not appear to be required in light of the circumstances of the
collection, the purpose of the processing or the outweighing interests of the Data Controller. This is the
case, for example, if the Data Subject is already aware of the processing or the processing is required by
law.
In the collection of Personal Data, it is necessary to clarify which disclosures are voluntary and which are
mandatory.
4.6

Data quality

Personal Data is to be collected and processed in an objectively correct way. Adequate measures are to
be taken in order to correct, supplement, or delete incorrect or incomplete data in due time.
4.7

Data security

The Data Controller must take suitable technical and organizational measures in order to protect Personal
Data against unauthorized or impermissible processing, destruction, and loss. The measures must
guarantee a level of protection that is adequate for the risks arising from the processing and the type of
Personal Data to be protected, with consideration given to the latest state of technology, the costs
incurred in the execution of the measures, and the other expenses.
4.8

Deletion of data

Personal Data that is no longer needed must be deleted. As a rule, the appropriate deletion concept must
already be prepared at the time of the data collection.
Personal Data is no longer needed, for example, if the purpose for which it was originally collected no
longer exists, the data for the achievement of this purpose is no longer required or a mandatory
requirement for the data processing ceases to apply retrospectively.
If a deletion of the data is only possible with a disproportionately high effort or if the personal data is still
necessary for the fulfillment of archiving requirements or comparable purposes only, such data must be
identified with the aim of limiting its future processing accordingly.
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5.

Special forms of data processing

5.1

Commissioned data processing

In commissioned data processing, Personal Data is processed by a Commissioned Data Processor on
behalf of the Data Controller. The Data Controller (client) remains responsible for the proper processing of
the Personal Data.
Companies that fall within the scope of this Policy may only commission data processing as a client if the
following requirements are met:
-

The client concluded a contract on commissioned data processing with the supplier, and this contract
governs at minimum the following topics: subject matter, length, type and purpose of processing, type
of Personal Data, categories of Data Subjects, fate of the Personal Data after the end of the order and
control rights and instructions of the client.

-

The supplier has sufficient technical and organizational measures in place.

-

The supplier engages no other supplier to handle its duties without the prior general or specific
approval of the client.

The client must select the supplier carefully and regularly check the correct execution of the order.
Since the Commissioned Data Processor is not a Third Party as per this Policy, the transfer of data from
the client to the supplier does not require any separate legal basis in accordance with section 4.1.
5.2

Transfer of Personal Data to Third Parties

The transfer of Personal Data to Third Parties is permitted if it is based on a separate legal basis in
accordance with section 4.1 only. This also applies if the Third Party is a Group company or another
company in the Volkswagen Group.
The Data Recipient must be informed about the specific purpose of the data processing. If need be, the
purpose must be obtained for him/her by the party transferring the data.
5.3

Transfer of Personal Data to Third countries

The special authoritative requirements for the transfer of Personal Data from a member state of the
European Union to a country outside of the European Economic Area must be complied with if data is
transferred to such a country.
6.

Roles and responsibilities

6.1

Management Boards

The Management Board of the respective company is legally responsible for compliance with the statutory
and company-specific provisions relevant for data protection. The Management Board supports the
departments and the members of the data protection organization in the fulfillment of their duties,
particularly by providing sufficient staff and material resources.
The Management Boards of the companies falling within the scope of this Policy appoint the member of
the Management Board that is responsible technically and organizationally for compliance with the
statutory and company provisions governing the protection of Personal Data. This person is reported to
the Data Protection Brand Spokesperson (see section 7.2) responsible. The Data Protection Brand
Spokesperson provides this information through the Data Protection Brand Group Spokesperson (see
section 7.1) to the Group Data Protection Officer at Volkswagen AG.
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6.2

Employees

Every employee has an individual duty to also perform his/her professional activities in compliance with
provisions relevant to data protection. Managers are also responsible for acting as role models.
6.3

Departments

It is the departments' objective to ensure compliance with the statutory and company provisions on data
protection in their area of responsibility and to take the measures required in this regard. These measures
include in particular the correct documentation of the content-related and organizational data protection
activities authoritative for their area.
The head of the respective department must ensure that the Data Protection Coordinator is included in a
timely and suitable manner, unsolicited, in the case of questions and plans for the processing of Personal
Data from his/her department. In this regard, the head of the department has an obligation to perform.
6.4

Data protection organization

The members of the data protection organization are responsible for coordinating the company's data
protection activities and supporting the company's Management and employees in the performance of
their duties in compliance with data protection requirements. See section 7 below for details in this regard.
6.5

Information security organization

Data protection and information security tasks overlap within the context of technical and organizational
protection of Personal Data. Information security supports the company's data protection activities in
particular by defining and supplying the required technical and organizational measures. Furthermore, the
data protection and information security organizations inform each other regularly about processes that
may be significant to the other respective area.
6.6

Internal Audit Function

Internal audit supports the company's data protection activities as part of its general duties by taking
account of suitable audit proposals for data protection when planning its audit program.
6.7

Employee representation

The tasks of employee representation entities and data protection entities overlap with regard to
preserving the personality rights of employees where such are relevant for data protection. The employee
representation and data protection work trustfully together in this regard. The rights of the employee
representation area shall remain unaffected by this Policy.
7.

Data protection organization

The aim of data protection organization is to design data protection as efficiently and effectively as
possible in a way close to practice and supporting business in the MAN Group companies. Employees
engaged specifically with data protection duties are fundamentally employed at the following levels:
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Level

Examples

Function

Holding company

MAN SE

Brand Spokesman

Company

MAN T&B AG, MAN D&T SE,
MAN D&T Singapore Pte. Ltd.

Data Protection Coordinator

Department / Area

IT, HR, Sales

Data Protection Contact Person

7.1

Brand Spokesperson

The Data Protection Brand Spokesperson of MAN Group coordinates the data protection activities of the
companies combined under this brand in matters that are of fundamental significance to the brand or
relevant to multiple companies. His/Her contacts are in particular the management of the brand’s
companies and the Data Protection Coordinators of these companies. The Data Protection Brand
Spokesperson of MAN Group reports in this capacity directly to the Executive Board of MAN SE.
The Data Protection Brand Spokesperson of MAN Group is appointed by the Executive Board of MAN SE.
The appointment is made in writing, through a provision in the employment contract or in an internal
company agreement. In case the Executive Board of MAN SE has not appointed a Data Protection Brand
Spokesperson, the head of MAN SE, Group Data Protection performs this function.
7.2

Data Protection Coordinators

The Management of each company in the MAN Group shall undertake to appoint a person affiliated with
the company and consenting to such in writing as the Data Protection Coordinator. This duty shall only
cease to apply if and to the extent that the company had fewer than 20 employees on average over the
past calendar year or the Data Protection Brand Spokesperson issued an exemption in writing.
In order to avoid conflicts of interest, the Data Protection Coordinator must fundamentally not be a
member of the Management or the head of the local IT or HR department. Deviations from this principle
are possible with the consent of the Data Protection Brand Spokesperson only.
If the company must appoint a Data Protection Coordinator in accordance with local data protection law or
if it has already appointed such a role, this person shall also assume the position of Data Protection
Coordinator. It is insignificant whether the Data Protection Coordinator is referred to according to local law
as the Data Protection Coordinator or Data Protection Officer or a similar title or whether the rights and
duties of the Data Protection Coordinator according to local law are governed in deviation from those
defined in this Policy.
The Data Protection Coordinators shall endeavor to ensure compliance with the statutory and company
provisions on data protection in their companies and to establish a suitable data protection organization.
They are the first contacts for all questions and circumstances relevant for data protection in their
company. In their capacity as Data Protection Coordinators, they report directly to the Management Board
of their company. Exceptions must be coordinated with the Data Protection Brand Spokesperson.
The tasks of the Data Protection Coordinators include in particular:
-

Informing and advising management and employees regarding data protection questions

-

Processing inquiries on data protection law, above all from employees, customers, suppliers, and
public authorities

-
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-

Providing support for the fulfillment of possible reporting duties in accordance with local data protection
law

-

Ensuring his/her own ongoing professional development in data protection for specific areas

-

Reporting the data protection activities of the company to Management and the Data Protection Brand
Spokesperson.

The Data Protection Coordinators are obligated to treat confidentially and to preserve the secrecy of all
matters that become known to them in their capacity as Data Protection Coordinator.
7.3

Data Protection Contact Persons

Departments and locations that are responsible for processing Personal Data shall name a Data
Protection Contact Persons for the Data Protection Coordinator, if requested. The name and contact data
of the Data Protection Contact Persons must be provided and the department or location for which he/she
is responsible. Any potential, subsequent changes must be reported to the Data Protection Coordinator
immediately in writing.
The Data Protection Contact Person informs the employees in the department or location about their
duties regarding compliance with data protection requirements and the need to include the Data
Protection Coordinator in circumstances connected with data protection. Furthermore, he/she regularly
carries out requests for new processes or changes to existing processes, forwards this information to the
Data Protection Coordinator and ensures adequate documentation for the fulfillment of the statutory and
internal company requirements.
8.

Rights of Data Subjects

A Data Subject's right to information, deletion, correction, and to object is based on the data protection
legislation authoritative for the respective company, the procedures coordinated at brand level in this
regard, and the company's internal rules that are authoritative with regard to these rights.
9.

Notification of infringements

The Data Protection Coordinator must be informed immediately if
a)

(i) Personal Data has been disclosed to unauthorized persons or otherwise unlawfully processed or
processed in a manner not in accordance with this Policy or if tangible facts justify a corresponding
suspicion, and (ii) as a result of this, considerable detriment to the rights or protected interests of a
significant amount of Data Subjects is anticipated;

b)

there is a statutory reporting duty to a public authority on account of the breach of provisions for
protecting Personal Data;

c)

penalties are imposed or have already been imposed on the company by courts or public authorities
due to breaches of data protection legislation.

The responsible Brand Spokesperson must be included in the notification if the data protection
infringement or its punishment is relevant to the entire brand.
---
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I

Purpose

These Information Security Guidelines define the Information Security regulations that must be observed
by system operators and administrators when using information and IT devices (e.g., personal computers,
workstations, as well as notebooks, smartphones, tablet-pcs). For the protection of programmable logic
controllers (PLCs) and robot controllers, special regulations in the appendix apply (see appendix, C.2.1).
The Information Security Policy forms the basis of this document. Additionally, the Information Security
Guidelines for Employees must be observed by the target audience of system operators and
administrators.
The Information Security Guidelines serve to protect the confidentiality, integrity, availability, and
traceability of information, as well as to protect the rights and interests of the company and all natural
persons and legal entities that maintain a business relationship with our Group Company and/or perform
work for it.
This document’s chapters and contents follow the international Standard ISO/IEC 27002.
This document and notifications concerning modifications and updates are communicated via usual ways
of distribution (see appendix, C.2.2).
The responsibilities of the Group Auditing department are not covered within this regulation.
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1

Context

The following overview shows how the Information Security Guidelines fit into the overall Information
security regulations framework

Information Security Regulations

2

Organization of Information Security

Partner companies may only be connected to the group network after providing a signed non-disclosure
agreement (see appendix, C.2.3) and a valid security certificate (e.g. pursuant to self-assessment based
on Information Security Assessment (ISA) of the association of automotive industries (VDA). The
corresponding evidences must be requested by the commissioning organizational unit.

3

Asset management

IT systems (see appendix, C.2.4) must be compiled in a register. The operational responsibility of an IT
system must be assigned to a person or organizational unit and kept up to date.
This register of IT systems must at least include the following information:

4

•

Description of the IT systems including their interfaces to other IT systems

•

The responsible organizational unit or person

•

The business processes that the IT systems are assigned to

•

Location of operational service (e.g. data center)

•

Business process affiliation

•

Classification of data and, if necessary, notes regarding specific protection requirements and
protective measures

•

Existence of personal data

•

Information owner

Physical and environmental security

Business critical IT systems must be protected against power outage (e.g., by providing an uninterruptible
power supply).

6
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Suitable measures must be taken to protect electricity and telecommunication cables that transport data
or supply information systems with electricity from being intercepted or damaged. Such measures include
controlled access to wiring closets.
The system operator must ensure the availability of data, for instance, by making sure that the equipment
is properly maintained at all times, e.g.:
•

Maintenance of IT devices according to the guidance by the manufacturers

•

Operation of IT devices according to the operational parameters specified by the manufacturers
(e.g. temperature, moisture, etc.)

•

Protection of IT devices against unauthorized access, manipulation, damage or bad
environmental conditions (e.g. fire, water, pollution)

5

Communications and operations management

5.1

Operational procedures and responsibilities

5.1.1

Documented operating procedures

The system operator must ensure availability of instructions (e.g. user manuals, operational services
manuals, functional manuals) on how to operate an IT system and must keep this information up to date.
In publications, care must be taken not to disclose confidential or secret data including security-relevant
information (e.g., firewall configuration settings) to unauthorized parties.
Documentation must be archived as required by company specific regulations (see appendix, C.2.5). The
system operator must comply with specified operational processes (e.g., the change process).
5.1.2

Change management

Changes to live IT systems must be planned, tested, approved, and documented as part of a defined
process before they are implemented in live systems. The requirements of the regulation for patch
1
management must be observed.
5.1.3

Segregation of duties

Usage of different personnel for executive (e.g., programming, development) and controlling (e.g., audit,
acceptance) activities must be regulated organizationally.
In addition, activities must be separated if, in the absence of such separation, there is an increased risk of
deliberate or unwilling misuse at the expense of the Group (two-man rule).
Responsibilities must be defined before software is implemented (e.g., responsibility for Product
Development Specifications, choice of product, testing, approval, installation, and operation).
5.1.4

Separation of development, test and operational facilities

Development environments, test environments and live IT systems must be separated from each other.
Exceptions are production facilities where this is not possible within reasonable effort.
Software must only be developed and tested in a development and test environment that has been
designated for that purpose. It must be ensured that live operation is not negatively affected.

If possible, tests have to be carried out with generated test data (e.g. with a test data generator).

1

Regulation No. 03.01.08 Change and Patchmanagement
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If individuals are given access to personal, confidential, or secret data that they do not need to fulfill their
contractual tasks, the data must be scrambled in a way that the original data cannot be identified, before
the data is transferred from the operational system to the test environment.
Copying or usage of information from live IT systems is only permitted after authorization by the
information owner. Copied data is subject to the same Information Security requirements as the original
data.
After the tests have been performed, information from live IT systems that has been used in the tests
must be deleted.
Access privileges that apply to live IT systems must also be applied to the test applications if copies of live
data are used.

5.2

Third party service delivery management

Security relevant tasks (like administration of encryption keys or security infrastructure or
systems) may only be carried out by suppliers/contractors after approval by the responsible
unit (see appendix, C.2.13). The requirements of the regulation 03.01.16 Third Party Service
Delivery Management must be observed.
5.3

System planning and acceptance

The capacity requirements for an IT system must be specified during the planning phase.
The security requirements for an IT system must be defined and documented in collaboration with the
information owners during the planning phase. Operating new IT systems always includes documented
and applied takeover by the system operator.
System planning (functional specification, system design, system implementation) and system acceptance
(system introduction) must be carried out using the Group valid system development standards (e.g. IT
PEP).

5.4

Protection against malicious and mobile code

IT devices that have been corrupted by malicious software (malware) must be disconnected from the
network, taking the possible impact (e.g. production outage) into consideration.
IT devices and IT systems must be protected against malicious software, by using antivirus software or other
protection mechanisms that have been approved by the responsible unit (see appendix, C.2.6). The
corresponding protection mechanisms must be documented and kept up to date.

5.5

Backup

All individuals responsible for IT systems must ensure that sufficient data backups are available in order to
allow for information recovery within a reasonable time frame. The requirements of the regulation on
2
backup must be observed.

5.6

Network security management

Immediately after installing a network component (e.g., a router), the available system-specific protection
mechanisms (e.g. password protection) must be activated.
2

Regulation 03.01.06 Backup and Archiving
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All active network components must be centrally managed and monitored by a management system in
order to recognized errors or critical events early.

5.7

Electronic messaging

The system owner is responsible for the reliability of communications services (e.g. e-mail). For e-mail
services, the following must be observed:
•

Accountability of the e-mail sender.

•

System generated e-mail must be associable to the responsible person

•

Inboxes must be protected against unauthorized access.

5.8

Publicly available information

Publicly accessible IT systems must only be able to access internal networks via secure gateway
components.
Volkswagen information that is provided via publicly accessible IT systems must be protected against
unauthorized modifications by means of appropriate security measures (e.g., encoded transfer of
authentication information).
Integrity checks must be carried out on the server side (not only client side).

5.9

Monitoring

5.9.1

Audit logging

User access to IT systems containing secret information must be logged. The logs must be stored as per
company regulations.
The logs must at least contain the following information:
•

Unambiguous identification of the logged person (e.g., name or ID)

•

Records of attempts to access the system

•

Records of access to data and other resources

5.9.2

Monitoring system use

Logs must be evaluated regularly within the context of audits and in instances of suspected Information
Security incidents.
The necessary approval procedures must be followed when evaluating the audit/activity logs (see
appendix, C.2.7).
5.9.3

Protection of log information

Logs must be stored in such a way that persons with user access rights do not have permissions to modify
or delete the log data. Protocols must not be manipulated or deactivated. System administrators must not
be able to deactivate the logging unnoticed.
If the protocols themselves contain secret information (e.g. the data itself before and after a change,
transferred data, etc.) it must be ensured that the protocols can only be accessed by persons who were
authorized to do so by the information owner.
5.9.4

Administrator and operator logs

The activities of system operators on IT systems containing confidential and/or secret information must be
logged.
9
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At least for IT systems processing secret information, activity logs of system operators have to be stored
in a manner that even persons possessing extended access rights cannot change or delete log entries.
The logs must at least contain the following information:
•

Unambiguous identification of the logged person (e.g., name or ID)

•

Start and end of the activity on the IT system

•

Reason for action (e.g. system errors, changes, updates)

•

Actions taken

5.9.5

Fault logging

Errors and malfunctions reported by users must be logged. Actions initiated by the operator to correct
errors must be documented.
5.9.6

Time synchronization

Information systems containing stored log data must be synchronized using a precisely agreed reference
time.

6

Access control

6.1

Business requirements for access control

Mechanisms for authentication and authorization must be established for accessing information, based on
the assessment of risks by the information owner.
The roles and rights system specified by the information owner must be implemented.
Requests for access to an IT system must be carried out in written form by using the appropriate user
form or a defined and approved IT system. All persons who have access to a specific IT system must be
documented.
Provision of access right requires approval by the head of the user’s organizational unit and by the
information owner (two man rule). Exceptions are central services (e.g. intranet). Delegation for approval
is possible.
User IDs must always be assigned to an individual person.
The distribution of identification media (e.g., smartcards, SecurID cards) for maintenance access
purposes is permissible if the following measures are complied with:
•

Distribution must be documented by the responsible person. The responsible person must ensure
that written records on who distributed media when and to whom are kept.

•

The same retention period that applies to the retention of user applications also applies to
retention of this documentation.

Processes for password generation and password resets must be defined and published.

6.2

User management

Procedures for the assignment of passwords and the distribution of identification media (e.g., Smartcards,
SecurID cards) must be established and published.
Immediately after a system or a software program has been installed, the vendor's default passwords
must be changed according to the password requirements.
10
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The heads of the OUs must be provided with the information required for being able to regularly check
user privileges.
As far as technically feasible, user privileges within IT systems for employees of suppliers/partner
companies must be limited to the duration of the project (maximum of one year).
The following minimum requirements for password generation have to be followed (this chapter does not
apply to PINs):

A password change must be enforced by the system after the first log-in and after that at least every 90
days.
Appropriate measures must be implemented to prevent the guessing of user IDs and passwords (e.g.,
extend the waiting time after each failed logon attempt and/or block access after a specified number of
failed attempts).
Authentication to systems must be securely encrypted. If this is not possible, one-time passwords must
be used.

The following minimum requirements while handling passwords must be observed:
•
•
•

Accounts that have not been used for more than 400 days must be locked.
Pre-defined or default passwords in systems must be changed to individual passwords.
Passwords in systems, applications, databases and tokens must be saved as a one-way hash.
3
Ideally, they should be saved as a “salted hash” or more secure alternatives. Passwords
must never be saved as plain text.

•
•

Every user must be able to change his password at any time
Passwords must not be displayed in clear text on the screen when entered

6.3

User responsibility

6.3.1

General Requirements

The following requirements must be observed by all System Operators and Administrators:
•
•
•
•

6.3.2

The requirements of the Information Security Guideline for Employees (Password Handling) must
be observed.
The requirements of the Password Policy must be observed and implemented in the systems and
applications. The systems/applications must enforce the password requirements of the policy.
Administrator IDs must only be used for administrative tasks. Routine activities that do not require
administration rights must be performed with user IDs with restricted rights.
Passwords for administrative Accounts must be unique for each provided account. Additional
accounts may e.g. be required if applications or systems are not connected to the central
authentication service or for different roles (user/administrator).
Password Generation (Individual Administrative Accounts and System related Accounts)

During password generation, the following minimum requirements must be observed:

3
“Salt” refers to a randomly generated character string in cryptography which is coupled with a given plain text as input before using
a hash function to increase the entropy of the input
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•
•
•
•

No trivial combinations (e.g., "Test1234") or aspects from the personal environment (e.g., name,
birth date) must be used.
Identical passwords for business and non-business purposes must not be generated.
rd
Identical passwords for VW group provided systems and systems, provided by 3 parties, e.
g in the Internet (applications, registration services, …) must not be generated
Passwords must be changed at least once a year.

6.3.2.1 Individual related Administrative Accounts

Administrative Accounts must only be assigned to users who have participated in the mandatory
Information Security Awareness Training for Administrators 4. This training must be repeated at least
every two years.
For individual-related administrative accounts with privileged access rights used for administrative tasks
on IT systems passwords must consist of at least 15 characters and fulfill at least 3 out of 4 of the
following criteria:
•
•
•
•

upper case letters
lower case letters
numbers
special characters

6.3.2.2 System related Accounts
System related accounts used for automatic logon by systems must consist of at least 16 characters and
fulfill at least 3 out of 4 of the following criteria:
•
•
•
•

upper case letters
lower case letters
numbers
special characters

Availability of system related passwords must be ensured by the responsible person for the system (e.g.
by password escrow).

6.3.3

Usage of administrative Accounts

Administrative functions (like user management,) must only be used for specific tasks and within the
responsibility of the individual administrator. Administrative rights must be restricted according to the least
privilege and need to know principle using function/role specific profiles.
All tasks carried out by administrators must be documented and traceable.
Only individual related administrative accounts must be used.
Company specific regulations (see appendix C.2.15) must be observed.

The following administrative tasks are permitted using provided administrative functions:
•
•

4

Maintenance and Troubleshooting
Managing access rights for users within the own organizational unit for access to data belonging
to the own organizational unit. Granting access to data of the own organization unit by users not
belonging to the own organizational unit requires documented permission of the responsible head
of the organizational unit.

See Regulation 03.01.10 Awareness and Training
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•
•

Installation of validated and approved von software in accordance with licensing requirements.
Carrying out administrative tasks on clients (e.g. for troubleshooting) requires prior approval by
the responsible user. Installation of standard software or security updates via central software
provisioning tools does not require approval.

The following administrative tasks are not permitted:
•
•
•
•
•
•

6.4

Removing user groups or system accounts of the central units from the group of local
administrators without approval by the superior manager..
Creation of additional administrative accounts (circumventing the process for creation of
administrative accounts).
Administration von fremden Gruppen oder fremden Arbeitsplatzrechnern (nicht zuständige OEs).
Creation of accounts without password expiration
5
Accessing user storage if not required for completing administrative tasks. Accessing content
(e.g. opening files) required approval according to company specific regulations (see appendix
C.2.16)
Creation of local accounts

Network access control

Only authenticated and authorized users must get access to the internal group network. The
6
requirements of the regulation for network access must be observed.
Remote access to the group network (intranet) must be protected via "knowledge and ownership" (e.g.,
PKI card: where "knowledge" = knowledge of PIN no., and "ownership" = ownership of the card (card
holder). The data transfer must be protected by secure encryption. The requirements of the regulation for
7
remote access must be observed.
Suitable measures must be implemented in the network for the identification of systems.
Unneeded services and ports must be disabled.
A Risk assessment must be carried out to identify potential threats for systems.
Required network communication must be documented.
Systems must be placed in network segments that provide the required security level. Details can be
8
found in the regulation for Zoning and Segregation .

6.5

Operating system access control

6.5.1

Secure log-on procedures

Access to IT systems providing non-public data must be secured through appropriate measures (e.g.
authentication) and restricted to authorized users.
The system operator is responsible for implementing secure logon procedures (e.g. strong authentication
via PKI-card) as required according to the data classification.
Appropriate measures must be implemented to prevent the guessing of user IDs and passwords (e.g.
extended waiting time after each failed logon attempt and/or block access after a specified number of
failed attempts).

5

E.g. users individual network drive Y
Regulation No. 03.02.04 Network Access
7
Regulation No. 03.02.04 Network Access
8
Regulation No. 03.02.02 Zoning and Segregation
6
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If technical feasible, accounts have to be locked after 5 unsuccessful logins, a password history of at least
5 passwords has to be set up and minimum password requirements have to be enforced.
6.5.2

User identification and authentication

If technically feasible, strong authentication for administrative tasks must be in place (2-factorauthentication via knowledge and possession). Otherwise alternative secure mechanisms (e.g. stronger
password) must be used and agreed on with the appropriate bodies (see appendix, C.2.6).
During password creation or password reset the minimum password requirements must be observed.
6.5.3

Password management system

The persons responsible for the systems must implement the minimum requirements defined for
9
passwords as defined in the password regulation .

6.5.4

Use of system utilities

Appropriate measures must be implemented (e.g. revoking relevant rights) to prevent unauthorized users
from changing security relevant system and application settings e.g. by using system tools.
6.5.5

Session timeout

Dialog sessions that are no longer actively being used after an extended time period must be deactivated
or protected by appropriate measures.
6.5.6

Secure Deletion of Data Media

Upon disposal or recycling, data media must be securely deleted or destroyed.
It must be ensured that, to a high probability, the data cannot be reconstructed.
The following requirements must be observed for secure deletion
General requirements
•

if secure deletion is not possible (or fails) the data media must be physically destroyed

•

secure deletion is carried out by the responsible unit

•

proof of secure deletion of data media must be kept

•

only approved tools must be used for secure deletion (see appendix, C.2.14)

Magnetic data media (HDDs)
•

Pseudo Random Number Generation Stream must be used for overwriting
o Internal data: overwriting at least once is sufficient
o Confidential and Secret Data: Overwriting at least two times is required. Successful
overwriting must be verified.

Nonmagnetic data media (USB drives, flash cards, ...)

9

•

Usage of Pseudo Random Number Generation Stream is recommended

•

overwriting once is considered sufficient

Regulation 03.01.21 Password Regulation
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Solid State Disks (SSDs)
•

"Enhanced Secure Erase" must be used and supported by the manufacturer of the SDD

•

The manufacturer must have confirmed that the used method for deletion is considered secure
for its products.

•

if this is not possible, the SDD must be physically destroyed

6.6

Mobile computing and teleworking

IT devices provided by the company may only be connected to external networks (e.g. hot spot,
private/personal WLANs) in order to connect and only for the duration of the required connection to the
group network.

7

Information systems acquisition, development and maintenance

7.1

Security requirements of information systems

The required Information Security measures (e.g. system hardening, patch management) must be identified
and implemented before IT systems are developed and used.
Regulations on the handling of information (see Information Security Guidelines for Employees, section
"Information labeling and handling") also apply to IT systems (e.g., databases, backup media).
7.1.1

Confidentiality

Information must be protected against unauthorized access according to its classification.
Confidentiality classification leads to the following security measures:

Classification
Public
Internal

Confidential

Definition
•

System hardening (required services only, current security patches)

•
•
•

System hardening (required services only, current security patches)
Access control in conformity with "need to know" principle
1-Factor-Authentication (e.g. user-ID and password)

•
•
•

System hardening (required services only, current security patches)
Access control in conformity with "need to know" principle
2-Factor-Authentication (e.g. smart card and PIN) –particularly for access
to applications - or an additional safeguard like authenticated storage
encryption (e.g. encrypted data on file share, encrypted USB device)
Transport encryption

•
Secret

•
•
•
•
•

System hardening (required services only, current security patches)
Access control in conformity with "need to know" principle
2-Factor-Authentication (e.g. smart card and PIN) particularly for access to
applications
Transport encryption
Storage encryption
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7.1.2

Integrity

Information has to be protected against unwanted change or unauthorized manipulation according to
its classification. Integrity classification leads to the following security measures:

Classification

Definition

Low
Medium

High

•

System hardening (required services only, current security patches)

•
•
•
•

System hardening (required services only, current security patches)
Access control in conformity with "need to know" principle
1-Factor-Authentication (e.g. user ID and password)
Databases: Referential integrity protection must be enabled

•
•
•

System hardening (required services only, current security patches)
Access control in conformity with "need to know" principle
Validation of input data and output data as well as control of internal
processing for error reduction and avoidance of standard attacks like
buffer overflows and infiltration of executable code (e.g. field limit control,
field limitation on special areas)
Creation of secure hash values for data
Verification of the hash values before processing data

•
•
Very high

Additional to the requirements for „high“:
•
•
•
•
•

7.1.3

2-Factor-Authentication (e.g. smart card and PIN) for write access
Generation and verification of digital signatures for stored data or similar
security mechanisms
Creation of secure hash values for data
Verification of the hash values before processing data
Signing of hash values (secure storage of keys)

Traceability

Traceability of access to information and changes on information must be secured. Traceability
classification leads to the following security measures:

Classification

Definition

Low

•
•

System hardening (required services only, current security patches)
Standard system error logging, logging of logon failures, etc.

Medium

•
•
•
•

System hardening (required services only, current security patches)
Standard system error logging, logging of logon failures, etc.
Logging of user-IDs, system time and type of changes (add, delete,
modify)
1-Factor-Authentication (e.g. user-ID and password) for write access

•
•

System hardening (required services only, current security patches)
Standard system error logging, logging of logon failures, etc.

High
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•
•

Very high

Additional to the requirements for „high“:
•
•
•
•
•

7.1.4

1-Factor-Authentication (e.g. user-ID and password) for write access
Logging of user-IDs, system time and type of change for write access in a
way that the status before the change can be identified

System hardening (required services only, current security patches)
Standard system error logging, logging of logon failures, etc.
Logging of user-ID and system time for read access
Logging of user-IDs, system time and type of change for write access in a
way that the status before the change can be identified
2-Factor-Authentication (e.g. smartcard and PIN) for reading and writing
access

Availability

System availability must be ensured according to its classification. Availability classification leads to
the following security measures:

Classification

Definition

Low

•
•

System hardening (required services only, current security patches)
Recovery measures within 72 or more hours. Adequate measures must be
implemented.

Medium

•
•

System hardening (required services only, current security patches)
Recovery measures within 24 and a maximum of 72 hours (BIA-IT: level 3
and 4). Adequate measures must be implemented.

High

•
•

System hardening (required services only, current security patches)
Recovery measures within 1 and a maximum of 24 hours (BIA-IT: level 2).
Adequate measures must be implemented.

Very high

•
•

System hardening (required services only, current security patches)
Recovery measures within less than 1 hour (BIA-IT: level 1). Adequate
measures must be implemented.

7.2

Cryptographic controls

The requirements of the regulation for cryptography

7.3

Security of system files

7.3.1

Control of operational software

10

must be observed.

Software must only be installed by authorized personnel (see appendix, C.2.8).
New or modified programs for live systems must only be used after they have been successfully tested
11
and released according to the valid change management process . The version/correction statuses of
the utilized software must be documented and archived as per company-specific regulations (see
appendix, C.2.9).
10
11

Regulation: 03.01.02 Cryptography
Regulation: 03.01.08 Change-/Patch-Management
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7.3.2

Access control to program source code

Program source code must be classified and protected according to the data classification
(confidentiality, integrity, availability and traceability).

7.4

Security in development and support processes

The use of administrative tools and logs must not jeopardize the security of applications.
Before installation of new software versions or patches, tests must be performed to ensure that neither
the operation nor the security is jeopardized by the modifications.
Relevant descriptions of user procedures and operational documentation must be adapted after changes.
If changes are made on software packages, the effects of these changes on existing regulations,
contracts and security measures must be clarified. Changes may only be made if such changes are
permissible according to the license and maintenance contracts.

7.5

Patch- and Technical vulnerability management

Taking potential risks into account, security updates or -patches must be expeditiously tested and installed
when available.
Relevant documentation of user procedures and the operational documentation must be updated.
The regulations for patch management

12

must be observed.

Regular checks for vulnerabilities must be carried out.

8

IT Service Continuity Management

Unforeseeable or unexpected events that cause IT system failure for an intolerable period of time and
harm business processes are hereinafter collectively referred to as an IT emergency.
Methods for identifying and evaluating critical IT business processes must be established in order ensure
13
business continuity as defined in the regulation for IT Service Continuity Management .

9

Compliance

Country specific regulations on import/export/access of/to hardware/software/information must be
observed when encryption and/or electronic signatures are used (see appendix, C.2.10). This applies in
particular to their use in other countries.
Questions regarding country-specific regulations must be addressed to the appropriate bodies (see
appendix, C.2.11).
Each IT system operator must perform random sample checks and of his/her IT systems to verify
compliance with security-relevant requirements and guidelines. The results must be documented.
System monitoring mechanisms and tools (e.g., audit features of the operating system) must be set up
and used. The prescribed approval procedure for this must be observed (see appendix, C.2.12).
IT system operators are obliged to remove identified security vulnerabilities in IT systems.
12
13

Regulation: 03.01.08 Change-/Patch-Management
Regulation: 03.01.14 IT Service Continuity Management
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Audit requirements/activities must be carefully planned (especially for live systems) to minimize the risk of
interference to business processes.
The following items must be observed:
•

The scope of tests must be agreed and checked.

•

Tests must be limited to read-only access for software and data.

•

IT resources must be identified and made available for the tests.

•

All procedures, requirements, and responsibilities must be documented.

To prevent audit tools from being misused or compromised, only authorized personnel is permitted to get
access to the system audit tools.
The unrestricted audit right of the internal auditing department is not affected by this.
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II

Responsibilities

For circumstances that are subject to mandatory codetermination, the involvement of the legallysanctioned works councils must be ensured.
Infringements of these guidelines will be individually reviewed and punished according to the operational
and legal provisions and agreements in force.
Deviations from these guidelines that reduce the level of security are only permissible in agreement with
the responsible bodies (see appendix, C.2.6) and only for a limited time.

20
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A

General

A.1

Further Documents

A.1.1

Information Security Regulation No. 03.01.01 System Security

A.1.2

Information Security Regulation No. 03.01.09 Exception Process

A.2

Attachments

A.2.1

Attachment 1 Feedback Form

The feedback form for suggestions concerning regulations can be downloaded from the K-FIS website
http://isso.wob.vw.vwg in the Download area.
The feedback form must be completed as follows:
Columns 2 to 6 must be completed for every proposed change. Changes for which not all of columns 2 to
6 have been completed will be automatically declined without further examination.
Column 3: The following comment types are possible: g=general, f=technical, r=editorial
Column 4: Please insert previous text, table or image
Column 5: Please insert the fully reformulated text, modified table or modified image
Column 6: Please give as detailed reasons as possible for the desired change.
Please send the completed form to: VWAG R: WOB, IT Security Regulations <itsr@volkswagen.de>

A.3

Validity

This Information Security regulation is valid immediately after publication. The updated content of this
regulation must be implemented within a transitional period of six months.
Next inspection date: March 14, 2022
14

Please use the specified form to report any requests for changes .

A.4

Document History

Version

Name

Org. Unit

Date

Comment

1.0

K-SIS/G1

K-SIS/G1

May 25, 2004

Initial Version

2.0

K-SIS/G1

K-SIS/G1

January 30,
2013

Updated via GISSC Process

3.0

K-SIS/G1

K-SIS/G1

November
11, 2015

Updated via GISSC Process

3.0a

K-FIS/G1

K-FIS/G1

March 14,
2019

C 2.15: removed specific product

14

See Appendix A.2.1 Attachment 1 Feedback Form
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Version 3.0a

Implementation Checklist

Table 1: Implementation Checklist

Regulation Chapter
No.

Description

02.03

1

Context

02.03

2

Organization of Information
Security

02.03

3

Asset management

02.03

4

Physical and environmental
security

02.03

5

Communications and
operations management

02.03

6

Access control

02.03

7

Information systems
acquisition, development and
maintenance

02.03

8

IT Service Continuity
Management

02.03

9

Compliance

Implemented?
(y/n)

Reasons for Nonimplementation

23

Date, Responsible Person
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Regulation Chapter
No.
Implementation status

15

Description

Implemented?
(y/n)

Version 3.0a

Reasons for Nonimplementation

Date, Responsible Person

of the regulation in %:

15

The implementation status of the regulation is calculated by the number of chapters which are implemented and listed in the implementation checklist divided through the total number of chapters
listed in the implementation checklist multiplied by 100.
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C

Specific Characteristics

C.1

Group-wide

This chapter contains specific characteristics which are valid for the entire group. These specific
characteristic must not be changed.
C.1.1

Chapter 1: -

C.2

Company-specific

This chapter contains specific characteristics which are valid company-wide. These characteristics can be
adapted to company needs. For information characteristics valid within the VW Group are included in
italics.
C.2.1

Programmable logic controllers (PLCs) and robot controllers must be operated in networks that
allow only the communication required for operation.

C.2.2

Publishing via intranet:
http://regelungsportal.wob.vw.vwg/Policies/RdF%2018%20de%20V1.0/RdF_IT_18_R_6_Geschäf
tsprozessik_(IT)_-_Sicherheitsregelwerk_de_V1.0.pdf

C.2.3

Depending on the type of information exchange, a unilateral "Confidentiality Obligation towards
Volkswagen AG" (Orga 25) or a "Mutual Non-Disclosure Agreement" (Orga 26) must signed.
There is no provision for amendments with regard to the application of ORGA25; amendments
with regard to ORGA26 are only permissible for rare exceptions and only after prior approval of
the Legal Department.
It is essential that this always takes the form of an agreement between two "legal entities"
(companies, institutions, etc.) that requires legally-binding signature by the respective
management or respective authorized representative (generally not by the partner company
employees employed on-site), and, if necessary, by the two respective Volkswagen designees
(per procuration).
Non-disclosure is to be agreed by both the Volkswagen AG and the respective company
(university, etc., so-called "legal entities"), not between departments or individual employees. In
particular, the non- disclosure obligations signed by employees of external companies/visitors
upon entry do not replace the agreements between companies mentioned here, since they
represent only a supplemental personal obligation.
Note: Non-disclosure agreements concerning design engineering (TE) are applied for and
entered into with the Design Engineering Division. (see:
http://iproject.wob.vw.vwg/vw/ESG.menu_221826.html)

C.2.4

An IT system is a complete system comprising hardware and software components, including
their communication relationships to one other.

C.2.5

Documentation must be archived in accordance with legal and departmental requirements. For
instance, any documentation that is also indirectly related to accounting must be archived as per
the "Generally Accepted Principles of Computerized Accounting Systems (GoBS)" for the
system's lifetime and 10 years thereafter. Organizational directive no. 24/0 "Retention of Business
1
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Documents and Digital
provides further guidance.

Documents",

http://regelungsportal.wob.vw.vwg/Seiten/Start.aspx,

C.2.6

Responsibility: Group IS Security Organization (ISSO), mail: ITSG@volkswagen.de

C.2.7

Individual-related logging must be authorized by the appropriate personnel department, the data
protection body, and the appropriate committees. Performance and behavior checks are not
permissible.

C.2.8

Responsibility of: System administrators and local administrators

C.2.9

The version/correction statuses must be archived in accordance with legal and departmental
requirements. For instance, any documentation that is also indirectly related to accounting must
be archived as per the "Generally Accepted Principles of Computerized Accounting Systems
(GoBS)" for the system's lifetime and 10 years thereafter. Organizational directive no. 24/0
"Retention
of
Business
Documents
and
Digital
Documents",
http://regelungsportal.wob.vw.vwg/Seiten/Start.aspx, provides further guidance.

C.2.10 National legislation on the recognition of electronic signatures: In Germany, the Digital Signature
Act (SigG) applies. The legislated general conditions for the use of electronic signatures in
Germany are described therein. This law was adapted to conform to the EC Directive
"Community Framework for Electronic Signatures" [ECRL99], dated December 13, 1999, and
came into effect on May 22, 2001, as "Law Governing Framework Conditions for Electronic
Signatures and Amending Other Regulations", thereby superseding the Signature Act of 1997.
The legislation establishes the framework conditions that, when complied with, allow a qualified
electronic signature to be considered at least as secure as a handwritten signature. It specifies in
which instances qualified electronic signatures are considered equal to handwritten signatures as
per the Signature Act. As a result, digital signatures as per the Signature Act are awarded a high
level of security, even before a court.
C.2.11 Responsibility of: Legal department
C.2.12 Audit requirements must be approved. The audit requirements are approved in writing by the
appropriate personnel department, the data protection body, and the appropriate committees.
C.2.13 Responsibility: Group IS Security Organization (ISSO), mail: ITSG@volkswagen.de
C.2.14 E.g. Blancco Tool
C.2.15 Passwords for administrative accounts must be securely managed (e.g. using password vaults
and rotation).
C.2.16 Only in emergency situations and in collaboration with the work council and ”Kommission
Datenschutz”.

2
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I

Purpose

The Information Security Policy forms the basis of this document.
These Information Security Guidelines define the Information Security regulations that must be
observed by system developers within their area of responsibility for IT systems and infrastructure..
Additionally, the Information Security Guidelines for Employees must be observed by the target
1
audience of system developers. System developers must identify and observe applicable (role specific)
regulations if they fulfill additional roles.
The Information Security Guidelines serve to protect the confidentiality, integrity, availability, and
traceability of information, as well as to protect the rights and interests of the company and all natural
persons and legal entities that maintain a business relationship with our Group Company and/or perform
work for it.
This document’s content follows the international standard ISO/IEC 27002:2013.
This document and notifications concerning modifications and updates are communicated via usual ways
of distribution (see appendix, C.2.1).

1

Definition in A.4
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1

Context

The following overview shows how the Information Security Guidelines fit into the overall Information
security
regulation
framework

Information Security Regulations

2

Asset management

The information owner is responsible for his specific information. This also applies to information
provided via IT systems. Responsibilities can also be delegated

3

Communications and operations management

Security relevant tasks (like administration of encryption keys or security infrastructure or
systems) may only be carried out by suppliers/contractors after approval by the responsible
unit (see appendix, C.2.6). The requirements of the regulation
03.01.16 Third Party Service Delivery Management must be observed.

The capacity requirements for an IT system must be specified during the planning phase.
The security requirements for an IT system must be defined and documented together with the
information owners during the planning phase.
System planning (functional specification, system design, system implementation) and system
acceptance (system introduction) must be carried out using the valid Group system development
standards (e.g. IT-PEP).
Information that is provided via publicly accessible IT systems must be protected against unauthorized
access or modifications with appropriate security measures (e.g., encrypted transfer of authentication
information, integrity checks).

5
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4

Access control

Based on the information owner's risk assessment, authentication and authorizations mechanisms
must be set up for accessing information. This involves implementing the roles and rights system
specified by the information owner.
The system owner is responsible for implementing a guideline conform secure logon procedure (e.g.
2
strong authentication via smart card) .
Appropriate measures must be implemented to prevent guessing of user IDs and passwords (e.g.,
extend the waiting time after each failed logon attempt and/or block access after a specified number of
failed attempts).
The persons responsible for the systems must implement the requirements defined for passwords
(see "Information Security Guidelines for Employees") through appropriate system implementations.
Authentication information (e.g. passwords, keys, …) must at least be classified as „confidential“ and
handled accordingly. The owner of the information made accessible with this authentication information
may classify them as „secret“.
Authentication information must be protected from unauthorized access. Passwords in systems,
applications, databases and tokens must be saved as a one-way hash. Ideally, they should be saved
3
as a “salted hash” or more secure alternatives. Passwords must never be saved as plain text.
Dialog sessions that are no longer actively being used after an extended time period must be
deactivated or protected by appropriate measures.
Communication to or between confidential and/or secret systems must use mutual (two way)
authentication (e.g. via TLS).
Processing of information must be defined in collaboration with the information owner. This specifically
includes any usage in IT systems or transfer between IT systems. The information owner’s approval
must be documented.

5

Information systems acquisition, development and maintenance

5.1

Security requirements of information systems

The required Information Security measures (e.g. system hardening, patch management) must be
identified and implemented before the IT systems are developed and used.
Regulations on handling of information (see Information Security Guidelines for Employees, section
"Classification and handling of information") also apply to IT systems (e.g., databases, backup media).

2

See Information Security Guideline 02.03 for System Operators
“Salt” refers to a randomly generated character string in cryptography which is coupled with a given plain text as input before using
a hash function to increase the entropy of the input
3

6

Information Security Guideline No. 02.04 - Information Security Guidelines for System Developers -Version 3.0

5.1.1

Confidentiality

Information must be protected against unauthorized access according to its classification.
Confidentiality classification leads to the following security measures:

Classification
Public
Internal

Confidential

Definition
•

System hardening (required services only, current security patches)

•
•
•

System hardening (required services only, current security patches)
Access control in conformity with "need to know" principle
1-Factor-Authentication (e.g. user-ID and password)

•
•
•

System hardening (required services only, current security patches)
Access control in conformity with "need to know" principle
2-Factor-Authentication (e.g. smart card and PIN) –particularly for access
to applications - or an additional safeguard like authenticated storage
encryption (e.g. encrypted data on file share, encrypted USB device)
Transport encryption

•

•
•
•

Secret

•
•

5.1.2

System hardening (required services only, current security patches)
Access control in conformity with "need to know" principle
2-Factor-Authentication (e.g. smart card and PIN) particularly for access to
applications
Transport encryption
Storage encryption

Integrity

Information has to be protected against unwanted change or unauthorized manipulation according to
its classification. Integrity classification leads to the following security measures:

Classification
Low
Medium

High

Definition
•

System hardening (required services only, current security patches)

•
•
•
•

System hardening (required services only, current security patches)
Access control in conformity with "need to know" principle
1-Factor-Authentication (e.g. user ID and password)
Databases: Referential integrity protection must be enabled

•
•
•

System hardening (required services only, current security patches)
Access control in conformity with "need to know" principle
Validation of input data and output data as well as control of internal
processing for error reduction and avoidance of standard attacks like
buffer overflows and infiltration of executable code (e.g. field limit control,
field limitation on special areas)
Creation of secure hash values for data
Verification of the hash values before processing data

•
•

7
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Very high

Additional to the requirements for „high“:
•
•
•
•
•

5.1.3

2-Factor-Authentication (e.g. smart card and PIN) for write access
Generation and verification of digital signatures for stored data or similar
security mechanisms
Creation of secure hash values for data
Verification of the hash values before processing data
Signing of hash values (secure storage of keys)

Traceability

Traceability of access to information and changes on information must be secured. Traceability
classification leads to the following security measures:

Classification

Definition

Low

•
•

System hardening (required services only, current security patches)
Standard system error logging, logging of logon failures, etc.

Medium

•
•
•

System hardening (required services only, current security patches)
Standard system error logging, logging of logon failures, etc.
Logging of user-IDs, system time and type of changes (add, delete,
modify)
1-Factor-Authentication (e.g. user-ID and password) for write access

•

•
•
•
•

High

Very high

Additional to the requirements for „high“:
•
•
•
•
•

5.1.4

System hardening (required services only, current security patches)
Standard system error logging, logging of logon failures, etc.
1-Factor-Authentication (e.g. user-ID and password) for write access
Logging of user-IDs, system time and type of change for write access in a
way that the status before the change can be identified

System hardening (required services only, current security patches)
Standard system error logging, logging of logon failures, etc.
Logging of user-ID and system time for read access
Logging of user-IDs, system time and type of change for write access in a
way that the status before the change can be identified
2-Factor-Authentication (e.g. smartcard and PIN) for reading and writing
access

Availability

System availability must be ensured according to its classification. Availability classification leads to
the following security measures:

Classification

Definition

8
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Low

•
•

System hardening (required services only, current security patches)
Recovery measures within 72 or more hours. Adequate measures must be
implemented.

Medium

•
•

System hardening (required services only, current security patches)
Recovery measures within 24 and a maximum of 72 hours (BIA-IT: level 3
and 4). Adequate measures must be implemented.

High

•
•

System hardening (required services only, current security patches)
Recovery measures within 1 and a maximum of 24 hours (BIA-IT: level 2).
Adequate measures must be implemented.

Very high

•
•

System hardening (required services only, current security patches)
Recovery measures within less than 1 hour (BIA-IT: level 1). Adequate
measures must be implemented.

5.2

Correct processing in applications

The security of IT systems must be ensured by the implementation of measures prescribed by the
valid Group system development processes (e.g. IT-PEP).
The consultation activities for introduction of IT systems are subject to the regulations and intracompany agreements of the respective group company (see appendix, C.2.2).

5.3

Cryptographic controls

Fundamental decisions concerning strategy, use, and handling of cryptographic methods must be
made by the appropriate bodies (see appendix, C.2.3).
The requirements of the regulation on cryptography
specified therein must be used.

4

must be observed and only the methods

The "Book of Standards" must be taken into consideration for the use of encryption products.

5.4

Security of system files

5.4.1

Protection of system test data

Development-, test- and productive IT systems must be separated.
If possible, tests have to be carried out with generated test data (e.g. with a test data generator).
Systems must only be tested in a test environment designated for this purpose. It must be ensured
that the productive system operation is not negatively affected.
If individuals are given access to personal, confidential or secret data that they do not need to fulfill
their contractual tasks, the data is to be scrambled in a way that the original data cannot be identified,
before the data is transferred from the productive IT system to the test environment.

4

Regulation 03.01.02 Cryptography
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Copying or usage of information from productive IT systems is only permitted with prior authorization
from the information owner. Copied data is subject to the same Information Security requirements as
the original data.
After the tests have been performed, data from productive IT systems that has been used in the tests
must be completely deleted.
Access and role concepts that apply to productive IT systems must also be implemented for the test
systems if copies of live data are used.
5.4.2

Access control to program source code

Source code must be classified according to the data classification (see chapter 5.1) and protected
accordingly.

5.5

Security in development and support processes

All procedures and processes that affect IT systems must be designed to achieve and maintain the
desired Information Security level.
Formal change management procedures must be implemented. These must ensure that the IT
system's security and monitoring procedures are not compromised by modifications.
If changes are made to software packages, the effects of these changes on existing regulations and
security measures must be clarified. Changes may only be made if such changes are permissible by
the license and maintenance contract.

6

Compliance

Country specific regulations on import/export/access of/to hardware/software/information must be
observed when encryption and/or electronic signatures are used.
For system development, license and usage rights of third parties (including contract law) must be
observed as required by applicable regulations.
Questions regarding country specific regulations must be addressed to the responsible units (see
appendix, C.2.4)

10
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II

Responsibilities

For circumstances that are subject to mandatory codetermination, the involvement of the legally
sanctioned works councils must be ensured.
Infringements of these guidelines will be individually reviewed and punished according to the operational
and legal provisions and agreements in force.
Deviations from these guidelines that reduce the level of security are only permissible in agreement with
the responsible bodies (see appendix, C.2.5) and only for a limited time.

11
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A

General

A.1

Further Documents

A.1.1

Information Security Regulation No. 03.01.01 System Security

A.1.2

Information Security Regulation No. 03.01.09 Exception Process

A.2

Attachments

A.2.1

Attachment 1 Feedback Form

The feedback form for suggestions concerning regulations can be downloaded from the K-SIS website
http://isso.wob.vw.vwg in the Download area.
The feedback form must be completed as follows:
Columns 2 to 6 must be completed for every proposed change. Changes for which not all of columns 2 to
6 have been completed will be automatically declined without further examination.
Column 3: The following comment types are possible: g=general, f=technical, r=editorial
Column 4: Please insert previous text, table or image
Column 5: Please insert the fully reformulated text, modified table or modified image
Column 6: Please give as detailed reasons as possible for the desired change.
Please send the completed form to: VWAG R: WOB, IT Security Regulations <itsr@volkswagen.de>

A.3

Validity

This Information Security regulation is valid immediately after publication. The updated content of this
regulation must be implemented within a transitional period of six months.
Next inspection date: April 2, 2021
5

Please use the specified form to report any requests for changes .

A.4

Abbreviations and Definitions

Abbreviation/Term

Explanation

System Developer

All people involved in defining, designing, developing and implementing an
IT system.
Typically the following roles are meant by this definition:

5

•

IT System Planer

•

IT System Architect

•

Software Architect

See Appendix A.2.1 Attachment 1 Feedback Form
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A.5

•

IT System developer

•

Software Developer

•

Application Developer

•

Computer Programmer

•

Tester

Document History

Version

Name

Org. Unit

Date

Comment

1.0

K-SIS/G1

K-SIS/G1

May 24, 2004

Initial Version

2.0

K-SIS/G1

K-SIS/G1

January 30,
2013

Update via GISSC process

3.0

K-SIS/G1

K-SIS/G1

November
11, 2015

Update via GISSC process

14

Review: 2.4.2019

Information Security Guideline No. 02.04 - Information Security Guidelines for System Developers -Version 3.0

B

Implementation Checklist

Table 1: Implementation Checklist

Regulation Chapter
No.

Description

02.04

1

Context

02.04

2

Asset management

02.04

3

Communications and
operations management

02.04

4

Access control

02.04

5

Information systems
acquisition, development and
maintenance

02.04

6

Compliance

Implemented?
(y/n)

Reasons for Nonimplementation

Date, Responsible Person

6

Implementation status of the regulation in %:

6

The implementation status of the regulation is calculated by the number of chapters which are implemented and listed in the implementation checklist divided through the total number of chapters listed
in the implementation checklist multiplied by 100.
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C

Specific Characteristics

C.1

Group-wide

This chapter contains specific characteristics which are valid for the entire group. These specific
characteristic must not be changed.
C.1.1

Chapter 1: -

C.2

Company-specific

This chapter contains specific characteristics which are valid company-wide. These characteristics can be
adapted to company needs. For information characteristics valid within the VW Group are included in
italics.
C.2.1

Publishing via intranet:
http://regelungsportal.wob.vw.vwg/Policies/RdF%2018%20de%20V1.0/RdF_IT_18_R_6_Geschäf
tsprozessik_(IT)_-_Sicherheitsregelwerk_de_V1.0.pdf

C.2.2

The application software used must be discussed with the works council as per BV 2/80 "Briefing
and consultation concerning system projects for information processing."

C.2.3

Responsibilities: Group Information Security Organization (K-FIS), IT Projects, Architectures &
Standards

C.2.4

Responsibility: K- SIOC

C.2.5

Responsibility: Legal department

C.2.6

Responsibility: Group Information Security Organization (K-FIS)

1
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Group based on contractual relationship.
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Purpose
rd

These Information Security Guidelines define information security regulations that 3 parties must
observe when using information and IT devices (e.g. personal computers, workstations, and smartphones
or tablet computers).
rd

3 parties are defined as any party that is providing services to the Volkswagen Group based on a
contractual relationship. Subsidiary companies, Brands of the Volkswagen Group and companies that are
majority owned by the Volkswagen Group are excluded from this definition.

I.I

Document Structure and Target Audience

These guidelines are aimed at the suppliers’ management, employees and relevant sub-contractors.
The document contains three chapters. The following table lists the document structure and the target
audience for each chapter.
Chapter

Target Audience

1

All 3 parties

2

3 parties, using Volkswagen infrastructure

3

3 parties accessing Volkswagen information and data from outside
Volkswagen infrastructure

rd

rd
rd

rd

A 3 party may belong to multiple of the mentioned categories.

1
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Basic requirements for all 3rd parties

1
•
•

rd

All 3 parties are obliged to ensure implementation of Information Security standards
within their organization or company as defined by the requirements of VDA-ISA (see
A.1.1) in its current version.
Information security events (e.g., vulnerabilities, violations of the Information security
regulation) concerning data or systems of the ordering party must be reported immediately to
the responsible unit (see appendix A.4.1).

•

Suspected vulnerabilities and weak points concerning IT systems of the ordering party must
be reported to the responsible unit (see appendix A.4.1).

•

Any suspected loss of confidential or secret information must be reported to the responsible
unit (see appendix, A.4.2) immediately.

Additional requirements for 3rd parties using Volkswagen
infrastructure

2

2.1

Definition

rd

A 3 party is using Volkswagen infrastructure if:
-

clients (physical or virtual endpoint devices) are provided by a VW Group Company, or
access to the internal Volkswagen Group network is established using Remote Access solutions
(e.g. Secure VI) ,or
rd
the 3 party has been connected directly to the internal Volkswagen Group network

These suppliers may be located on the premises of the Group Company or on their own companies’
premises.

2.2

Requirements
rd

The following requirements must be observed by these 3 parties:
•

Regulations of the respective group company on bringing IT devices that are not belonging to the
ordering party on premises or into security areas must be observed.

•

The provided devices must be handled correctly and protected from loss or unauthorized
modification.

•

The manufacturer's instructions for protection of the devices must be complied with.

•

Devices provided by the ordering party (e.g., laptops, cellular phones) may only be taken outside
the premises of the ordering party after approval.

•

Suppliers must only request or initiate procurement and installation of hardware and software via
the organizational unit (business department of the ordering party) that is responsible for them.

•

Usage of the provided hardware and software is subject to the regulations of the respective group
company (see appendix, A.4.3).

•

Only the responsible units are permitted to open the IT device, make changes to the hardware
(e.g., installation/removal of hard drives and memory modules), and make manual changes to
security settings (e.g., browser settings) (see appendix, A.4.4).

•

Usage or subsequent modification of programs is only permissible with authorization of the
responsible units (see appendix, A.4.4).

•

Data of any other customer that does not belong to the Volkswagen Group must not be
processed on the provided IT devices.
2
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The use of IT devices and data of the ordering party by employees of the supplier requires the
express consent of the ordering party. The ordering party is entitled to prohibit access/use at any
time (e.g., in cases of misuse).

•

Additionally, Regulations, Guidelines and best practices provided on ONE.Portal must be
observed. See: ONE.Portal (vwgroupsupply.com > Information > IT Security Regulations – for
authenticated users).

Additional requirements for 3rd parties accessing Volkswagen
Information from outside Volkswagen Infrastructure1

3

1
2

Version 4.0

•

These 3rd parties must observe their own regulations for information security.

•

Implementation of measures for information security must be demonstrated according to
2
TISAX® .

•

Additionally, the “Guidelines for Secure Data Exchange” and the “Guidelines for Authentication
and Encryption” must be observed in its current version. See: ONE.Portal (vwgroupsupply.com >
Information > IT Security Regulations – for authenticated users).

Additional requirements apply for 3rd parties providing Volkswagen information outside Volkswagen infrastructure.
Trusted Information Security Assessment eXchange, see www.tisax.org

3
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Exceptions and Deviations

This regulation must be observed by all suppliers as defined in the scope of this document.
Deviations from this regulation, that reduce the security level, are only allowed temporarily and after
consultation with the responsible unit (see appendix A.4.5) and the ordering party.
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A

General Information

A.1

Additional Documents

A.1.1

Information Security Assessment published by the Verband der Automobilindustrie e.V.
(Download: VDA www.vda.de)

A.1.2

Regulations, Guidelines and Best practices published on ONE.Portal (vwgroupsupply.com >
Information > IT-Security Regulations – for authenticated users)

A.2

Validity

This information security regulation is valid immediately after publication. The updated content of this
regulation must be implemented within a transitional period of six months.
Next review: April 2, 2021

A.3

Document History

Version

Name

Org. Unit

Date

Comment

1.0

K-SIS/G1

K-SIS/G1

May 25, 2004

Initial Version

2.0

K-SIS/G1

K-SIS/G1

January 30, 2010

Updated via GISSC Process

3.0

K-SIS/G1

K-SIS/G1

November 11, 2015

Updated via GISSC Process

4.0

K-FIS

K-FIS

October 09, 2018

Updated according to VDA ISA

Reviewed: April 2, 2019

A.4

Company specific characteristics

A.4.1

CERT VW – via Enterprise Help Desk (EHD, Tel. +49 531 9 33000, <EHD@volkswagen.de>)

A.4.2

Responsibilities: Group Security Department and information to Group Information Security,
(mail: ITSG@volkswagen.de)

A.4.3

Each contractor is responsible for ensuring the proper use of information, programs, and IT
devices only for company purposes and within the scope of the respective assignment.
Sending data containing non business content is not permitted.
The use of the Internet for private purposes is only permitted within the framework of the existing
company regulations.
The use of company owned software and data on private IT devices is not permitted.
The use of private software and data on IT devices provided by the company is not permitted.

5
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A.4.4

Responsibilities: IT Integration & Services (K-FIO).

A.4.5

Responsibility: Group IS Security Organization (K-SIS), (mail: ITSG@volkswagen.de)

Next Inspection Date: 2015-12-31
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Purpose

At the Volkswagen Group, external service providers are employed in the context of outtasking (e.g.
external consulting) and outsourcing projects (e.g. external hosting). To provide comprehensive protection
for information, external service providers must also comply with security regulations and legal
requirements. This regulation defines specific information security requirements and processes for all
phases of outtasking and outsourcing projects.

1

Service Provision by Third Parties

1.1

Objective

This regulation defines security requirements that must be implemented when working with external service
providers (third parties) in order to ensure that the information security level within the Group is not reduced.
The requirements of this regulation apply for all kinds of service provision and contractors.
Before awarding the contract for the services to an external service provider, a process must ensure an
adequate level of security and the adherence to internal regulations.
It must be ensured that the interests of information security, data protection and group security are
adequately observed. These interest are summarized as information security requirements in this regulation

1.2

Common Requirements Concerning Outtasking and Outsourcing

1.2.1

General Requirements

•

The responsible unit for information security must ensure that processes are defined and
implemented to comply with the requirements defined in this regulation.

•

The following requirements must be addressed in these processes.
-

-

-

-

A procedure (with roles and responsibilities) for commissioning an outtasking or outsourcing
project (referred to below in general terms as “a project” 1) must be defined, documented, and
established.
For security-critical projects (projects processing personal, confidential or secret data), a
procedure for screening the trustworthiness of the employees employed by the service provider
(e.g. assurance of police clearance certificates, or assurance by the service provider as part of
the contract) must be defined, documented and established.
The data owner must be involved in the decision on outtasking/outsourcing projects.
It must be regularly checked if the project relevant 2 information security requirements are
followed by the contracted third parties. A procedure 3 must be developed for this purpose.
Organizational and technical changes within the Group Company which are relevant for third
parties (e.g. version changes to systems, modifications to regulations) must be communicated
to the third parties concerned.
Third parties must be required to report any changes relevant for the contracted service to the
ordering party.

1

A project ends when the contract expires, is cancelled and all migration steps are finished.
See Chapter 1.2.2
3
E. g. as part of the project management process
2

1
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•

When personal data is handled by third parties, the responsible Group Company must ensure that
local legal and company specific requirements are met (also see 1.4 for cloud computing
requirements)

•

The third party must ensure that required technical and organizational security measures are
implemented for handling personal data in compliance with applicable regulations 4.

•

Additional requirements of the Group Security Department must be observed 5.

1.2.2
•

•

Managing External Service Providers in Project Management
For every outtasking and outsourcing project, the Group Company must define persons 6 who are
responsible for the compliance with information security requirements in the phases “Planning and
Design”, “Detailed Planning”, “Migration”, “Operation” and “Completion" of the project.
Any information security requirement that the service provider has to fulfill within the project must
be defined and documented (e.g. relevant security regulations and project specific requirements).

•

Every subcontractor, relevant for the project, must be approved by the respective Group Company
and the data owner.

•

The documented information security requirements also apply to subcontractors of the service
provider.
A group methodology should be chosen that ensures standardized vendor management 7.

•
1.2.3

Selecting Service Providers

•

Only service providers that can ensure compliance with information security requirements for the
entire lifetime of the contract must be chosen.

•

A standardized process for the selection of service providers in compliance with security
regulations must be implemented 8.
If personal data is processed only service providers that fulfill data protection requirements may be
selected. The approval must follow a defined process taking data classification and location of the
service into account.
The trustworthiness of the employees of the service provider must be ensured using the defined
procedure 9 before contracts for security-critical projects and projects processing personal data can
be signed.
Additional requirements apply for external hosting 10.

•

•

•
1.2.4

Concluding the Contract

Contracts with service providers must at least include the following:
•

All project-related information security requirements that apply to the service provider.

•

Implemented security measures of the service providers that are relevant for the contract 11.

•

Requirements concerning the type and method of information exchange between the parties of the
contract

•

Ownership and usage rights of the information which, as part of the project, are
-

provided to the service provider
created by the service provider or

4

See Appendix C.2.1.2
See Appendix A.1.7
6
E. g. project manager
7
E. g. Leistungsbaukasten
8
See Appendix C.2.1.3
9
See chapter 1.2.1
10
See Chapter 1.4
11
According to Appendix A.1.7 ORL 407
5
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•

Confidentiality (NDA 12)
Compliance with the laws that apply to the project (e.g. Federal Data Protection Law)
Compliance with all relevant requirements of the Corporate IT Security Regulations
Assurance that the external project staff is trustworthy
Assurance that the external project staff has received sufficient training on information security
risks relevant for their duties.

Requirement that the service provider must send reports in regular intervals to the named
responsible person of the Group Company about incidents, changes, risks and service
interruptions. Additionally, the service provider must inform this person about major incidents and
security vulnerabilities directly depending on the criticality of the incident/vulnerabilities.
Obligations in the case of ordinary or extraordinary termination of contract, which must cover the
following aspects as a minimum:
-

•

outsourced to the service provider.

The duties of the service provider to cooperate and to exercise due care, which must cover the
following aspects as a minimum:
-

•

Full transfer of all results, information and tools required to continue the project
(e.g. documentation or descriptions of procedures) or being relevant to the Volkswagen Group
within a defined period.
Return of hardware and software belonging to the Volkswagen Group
Secure deletion of passwords and user IDs that allow access to the IT of the Volkswagen Group
from the external service provider's systems
Return of assets (especially tokens, admission cards, keys, …)
Secure deletion of all project-related data sets at the service provider's premises 13

Obligations concerning the commissioning of subcontractors, which must cover the following
aspects as a minimum:
-

Obtaining approval for the use of named subcontractors for defined tasks by the respective
Group company
A statement of the subcontractor to comply with all those requirements that the direct contractor
must also comply with.
Rules concerning liability and breach of contract

•

Rights and permissions to conduct audits at the service provider. The service provider must also
ensure permission to audit subcontractors.

•

Return of assets when contract ends.

•
•

Additional requirements of the Group Security Department must be observed 14
Applicable company specific requirements must be observed.

•

For external hosting, additional requirements apply 15.

1.2.5
•
•

Operation within the Duration of the Contract
During operation, all contractual requirements 16 must be observed.
Both parties must name a contact person responsible for the project.

12

Non-disclosure Agreements
See Appendix A.1.2 Information Security Guidelines No. 02.02 for Employees
14
See Appendix A.1.7
15
See Chapter 1.4
16
See chapter 1.2.4
13
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The responsible person of the Group Company will function as a contact person between the
contract partner and the local responsible for information security.

•

The responsible person of the Group Company must ensure that the employees of the service
provider know and observe the relevant information security requirements, as well as the
contractual requirements.

1.2.6
•

Ending the Project
When the project ends, the requirements from the contract 17 concerning end of project must be
satisfied. In addition, all access rights (both physical and electronic) must be revoked with
immediate effect 18 as far as the legally required traceability is not limited.

1.3

Additional Requirements for Outsourcing

1.3.1

Planning and Design

•

•

1.3.2
•
•
•
1.3.3
•
•

The unit responsible for information security 19 (or IT security) must be involved no later than the
planning and design stage of an outsourcing project. This also applies to other relevant
departments/roles (e. g. Data Protection Officers, corporate group security).
A risk analysis 20 for the outsourcing project must be carried out. All information, services and IT
components directly affected by the outsourcing project must be included in the risk analysis. The
outsourcing object must be precisely defined.
Concluding the Contract
The contractual agreements must include test criteria to check the implementation of information
security requirements.
The company responsible for the outsourcing object must be allowed to perform regular checks
concerning the compliance with the information security regulations within the outsourcing project.
These checks can be outtasked to a third party provider.
Detail Planning
The service provider must define a contact person and deputy for all aspects of information security
and data protection.
The responsible company and the service provider must draw up a security concept for the
outsourcing project based on the determined security requirements. The following aspects must be
at least considered in the security concept:
-

Interfaces between the company and service providers
Measures for all of the following phases of the outsourcing project that are required to comply
with the security requirements
Tests with which the implementation and effectiveness of the defined measures can be
checked, both during and following migration
The service provider’s security concept must also provide an interface to the company's
o Incident Management
o Change Management
o Information Security Risk Management or IT Risk Management
o IT Service Continuity Management

17

See chapter 1.2.4
See Appendix A.1.3 Information Security Regulation No. 03.01.05 Access and Identity Management
See Appendix C.2.1.1
20
See Appendix A.1.4 Information Security Regulation No. 03.01.15 Information Security Risk Management
18
19
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1.3.4
•
•

1.3.5

Version 2.1

During the detailed planning, a migration plan with roles and responsibilities must be defined and
documented covering the entire implementation of security concepts.
Migration
Measures must be implemented in accordance with the defined migration plan.
The approval for implementation may only be granted after the successful completion of the tests
defined in the security concepts.
Operation

•

Information on the status of information security (e.g. updated regulations, updated requirements
etc.) must be regularly exchanged between the person responsible for the project and the service
provider. The person responsible of the Group company must initiate the adaptation of the contract
if required by changes in information security or legal requirements.

•

Prior to implementation, changes to the outsourcing object must be approved/released by the
responsible offices 21.
The provider must report on the implementation status regularly.

•
•
•

The service provider cooperates actively on investigating security incidents and makes relevant
information available.
The service provider must document all of the activities it carries out, e. g. system maintenance.

•

The security concept and defined contractual services related to information security must be
checked for completeness and timeliness at least once a year. The responsible person for the
project and the service provider are responsible for the execution of adequate measures..

•

The service provider monitors the effectiveness of the security measures implemented and
proposes measures for keeping the security level or improving it, if necessary.

1.3.6
•
•
•

1.4

Ending the Outsourcing Project
The transfer of the outsourcing object to another service provider must be treated as if it was a new
outsourcing project.
Should the outsourcing project be ended (insourcing), the requirements from the “Detail Planning”
phase and the “Migration” phases must be satisfied.
When renewing the contract, it must be checked if information security and legal regulations are
still valid, if not, the contract and the technical and organizational security measures must be
adapted accordingly.

Additional Requirements for External Hosting

The following conditions apply to external data hosting:
•

•

Generally speaking, compliance with the IT security regulations of the Volkswagen Group must be
ensured, especially with regard to access security, strong authentication and the design of IT
rooms. If confidential data is hosted externally, encryption of data storage must be used in addition
to the IT security regulations of the Group 22.
For cloud computing applications and infrastructure components must be provided as described in
the definition of Cloud Computing 23. Company specific regulations for Cloud Computing in relation
to personal data must be observed 24.

21

See Appendix C.2.1.1
A.1.5 Information Security Regulation No. 03.01.02 Cryptography
See Appendix A.1.6
24
See Appendix C.2.1.5
22
23
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The Group Company must be given the option to carry out an on-site audit of the environment. This
is also valid for subcontractors.

•

The process defined by the unit responsible for information security of the brand in question for
remote audits or on-site audits must be followed. The process description must be made available
by the unit responsible for information security of the brand affected (e.g., in a wiki). If an audit
reveals a deficient maturity level, the resulting risk must be dealt with in accordance with the Group
risk management process by the specialist responsible for the brand in question. The unit
responsible for information security of the brand concerned reserves the right to veto the risk that
has been set.
All expenses arising from an on-site audit (internal and external staff costs of the Group Company)
must be paid by the auditee as far as the company has signed an ORGA 27 form 25.

•
•

The documentation of the planned infrastructure agreed with the responsible CTO area must be
presented to responsible unit for information security 26.

•

An external hosting project must be approved by the data owner, the responsible unit for
information security, Data Protection, the Works Council (if applicable) and the Legal Department
of the companies concerned.

•

For network connections the requirements of the regulation network access 27 must be observed.

•

During commissioning, an application security check must be satisfactorily carried out by an
independent third party.

•

The consent of the data owner must be obtained when data is hosted externally.

•

External hosting of secret data is only permitted:
o Annual analysis by Information Security Department
o Acceptance by the data owner (TMK)
o Inclusion in Risk Management

25

See Appendix A.1.8
See Appendix C.2.1.4
27
See Appendix A.1.9 Information Security Regulation No. 03.02.04 Network Access
26
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Responsibilities

This regulation is to be used and followed by all units which work together with external service providers.

7

INTERNAL

Information Security Regulation No. 03.01.16 - Third Party Service Delivery Management -

Appendix

8

INTERNAL

Version 2.1

Information Security Regulation No. 03.01.16 - Third Party Service Delivery Management -

Version 2.1

A

General

A.1

Other Applicable Documents

A.1.1

Information Security Regulation No. 03.01.09 Exception Process

A.1.2

Information Security Guidelines No. 02.02 for Employees

A.1.3

Information Security Regulation No. 03.01.05 Access and Identity Management

A.1.4

Information Security Regulation No. 03.01.15 Information Security Risk Management

A.1.5

Information Security Regulation No. 03.01.02 Cryptography

A.1.6

Definition Cloud Computing: see Attachment in Intranet (Security Regulations > 03.01.16 Third
party service delivery management > Regulation No 03 01 16 Third Party Service Delivery
Management_Appendix Cloud Computing.xlsx)

A.1.7

ORL 407 Dealing with confidential and secret information and knowledge (incl. appendices)

A.1.8

ORGA 27 Application for accepting an external company

A.1.9

Information Security Regulation No. 03.02.04 Network Access

A.2

References to Standards

The following table illustrates references to ISO/IEC 27001:13, ISO/IEC 27001:2005 and VDA (2014).

Topic

Chapter

ISO 27001:2013

ISO 27001:2005 VDA

Monitoring and review of
supplier services

1.2, 1.3

A.15.2.1

A.10.2.2

15.2

Managing changes to
supplier services

1.2, 1.3

A.15.2.2

A.10.2.3

-

A.3

Attachments

A.3.1

Attachment 1 Feedback Form

The feedback form for suggestions concerning regulations can be downloaded from the ISSO website
http://isso.wob.vw.vwg in the Download zone.
The feedback form must be completed as follows:
Columns 2 to 6 must be completed for every proposed change. Changes for which not all of columns 2 to
6 have been completed will be automatically declined without further examination.
Column 3: The following comment types are possible: g=general, f=technical, r=editorial
Column 4: Please insert previous text, table or image
Column 5: Please insert the fully reformulated text, modified table or modified image
9
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Column 6: Please give as detailed reasons as possible for the desired change.
Please send the completed form to: VWAG R: WOB, IT Security Regulations <itsr@volkswagen.de>

A.4

Abbreviations and Definitions

Term

Definition

CISO

Chief Information Security Officer

Outsourcing

Outsourcing involves transferring all or part of an organization’s work or business
processes to external service providers.. Outsourcing can affect services as well as the
use and operation of hardware and software.

Outtasking

Unlike outsourcing, outtasking involves individual tasks being performed by an external
service provider. However, Volkswagen remains in control of the process. Such tasks
include external consulting, help with software development, operational support, etc.

A.5

Validity

This IT security regulation is valid immediately with the publication. For new companies, the content of
this regulation must be implemented within a transitional period of six months.
Next inspection date: 07.12.2022
Please use the specified form to report any requests for changes 28.

28

See Appendix A.3.1 Attachment 1 Feedback Form
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A.6

Document History

Version

Name

Org. Unit

Date

Comment

1.0

ISSO

K-SIS/G1

06/02/2015

GISSC approved version

2.0

K-FIS

K-FIS/G

07/11/2018

Update for secret data

2.1

K-FIS

K-FIS/G

28/09/2021

Addition inserted after fourth bullet point in
chapter 1.4
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Implementation Checklist

Table 1: Implementation Checklist

Regulation Chapter
No.

Description

03.01.16

1.1

Objective

03.01.16

1.2

Common Requirements
Concerning Outtasking and
Outsourcing

03.01.16

1.3

Additional Requirements for
Outsourcing

03.01.16

1.4

Additional Requirements for
External Hosting

Implemented?
(y/n)

Reason

Reference to local
regulations (if
existing)

Date,
responsibility

Implementation status 29 of the regulation in %:

29

The implementation status of the regulation is calculated by the number of chapters which are implemented and listed in the implementation checklist divided through the total number of chapters listed
in the implementation checklist multiplied by 100.

12

INTERNAL

Information Security Regulation No. 03.01.16 - Third Party Service Delivery Management -

C

Specific Characteristics

C.1

Group wide

Version 2.0

This chapter contains specific characteristics which are valid for the entire group. These specific
characteristics must not be changed.
C.1.1

Chapter 1: Service Provision by Third Parties

-

C.2

Company specific

This chapter contains specific characteristics which are valid company-wide. These characteristics can be
adapted to company needs. For information characteristics valid within the VW Group are included in italics.
C.2.1

Chapter 1: Service Provision by Third Parties

C.2.1.1

K-GR-5 and K-FIS can be consulted

C.2.1.2

ORL 50 Schutz Personenbezogener Daten, BDSG

C.2.1.3

Standardized process for the selection of service providers: „Vergabe von Konzern-IT-Support
Dienstleistungen an Dritte für Systeme mit schützenswerten Daten“ (Contracting Group IT
Support Services to third parties for systems with sensitive data)

C.2.1.4

Responsible unit for information security K-FIS/G

C.2.1.5

Storage or processing of personal data in cloud computing applications and infrastructure
components is only permitted in accordance to the EU data protection directive and all data
protection laws of the respective countries]

13
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* Die Bereitstellung und Weitergabe von Volkswagen Daten an Partnerfirmen wurde in diesem Dokument nicht betrachtet. Vorgaben hierzu sind der ORL 407 Anlage 7 zu entnehmen.
Aus der Tabelle ergibt sich, dass externes Hosting eine public Cloud ist, an die die zusätzliche Anforderung einer dedizierter Hardware gestellt wird.
Eine ausgleichende Maßnahme für dedizierte Hardware ist die Verwendung einer Ablageverschlüsselung in Kombination mit einer Ende-zu-Ende Transportverschlüsselung

Diskussion der Cloud-Typen in Abhängigkeit des Schutzziels "Vertraulichkeit"
Diese Tabelle beschreibt die Anforderungen gegenüber einem lokalen Hosting gemäß der "Informationssicherheitsregelung 3.1.16 Dienstleistung durch Dritte"
Alle gesetzlichen, regelungstechnischen (organisatorischen) und vertraglichen Anforderungen bleiben unberührt und sind ebenfalls zu beachten.
Eine Abstimmung mit Rechtswesen, Datenschutz, Informationssicherheit, IT-Architektur, Kommunikation, Betriebsrat und Dateneigentümer (Fachbereich) ist notwendig.
Das Schlüsselmanagement und die Schlüsselhoheit für die Verschlüsselung bedarf einer expliziten Bewertung im Rahmen der Informationssicherheitsbewertung.
Deployment-Modell

Service-Modell

Datenklassifikation

Anforderung

Der Informationseigentümer muss zu jedem Zeitpunkt wissen, wo
sich seine Daten befinden (intern bei Volkswagen (Möglichkeit des
Einholens der Informationen) oder bei einem Drittanbieter).
Rechtliche und wirtschaftliche Aspekte.

vertraulich

Zusätzlich zu "intern":
Es ist eine Ablageverschlüsselung einzusetzen.
Regelmäßiges Cloud Vendor Assessment durch externen
Prüfer

Volkswagen Daten, die ausschließlich für die interne Nutzung
vorgesehen sind, werden durch die Verlagerung in öffentlich
zugängliche Infrastrukturen einer Vielzahl von Risiken ausgesetzt
(Verhinderung der unberechtigten Einsichtnahme durch Dritte).

intern

Es ist eine Transportverschlüsselung einzusetzen.
Schlüsselhoheit liegt bei Volkswagen.
Starke Authentifizierung beim Zugriff auf die Daten
(Einhaltung der Chain-of-Trust)
Allgemeine Verpflichtung auf die Anforderungen des Cloud
Vendor Assessments und regelmäßige Selbstauskunft

Volkswagen Daten, die ausschließlich für die interne Nutzung
vorgesehen sind, werden durch die Verlagerung in öffentlich
zugängliche Infrastrukturen einer Vielzahl von Risiken ausgesetzt
(Verhinderung der unberechtigten Einsichtnahme durch Dritte).

geheim

IaaS

Public Cloud
öffentlich

geheim

PaaS/SaaS
vertraulich / intern

öffentlich
Private Cloud
on premises only
managed internally

IaaS/PaaS/SaaS

Begründung

Jährliche Einzelfallbewertung durch
Informationssicherheit, Akzeptanz durch
Dateneigentümer (TMK) und Aufnahme in das
Risikomanagement.

keine zusätzlichen Anforderungen
Jährliche Einzelfallbewertung durch
Informationssicherheit, Akzeptanz durch
Dateneigentümer (TMK) und Aufnahme in das
Risikomanagement.

Der Informationseigentümer muss zu jedem Zeitpunkt wissen wo sich
seine Daten befinden (intern bei VW (Möglichkeit des Einholens der
Informationen) oder bei einem Drittanbieter).
Rechtliche und wirtschaftliche Aspekte.

Es ist eine Transport- und Ablageverschlüsselung
einzusetzen. Schlüsselhoheit liegt bei Volkswagen.
Starke Authentifizierung beim Zugriff auf die Daten
(Einhaltung der Chain-of-Trust)
Allgemeine Verpflichtung auf die Anforderungen des Cloud
Vendor Assessments und regelmäßige externe Prüfung

Volkswagen Daten, die ausschließlich für die interne Nutzung
vorgesehen sind, werden durch die Verlagerung in öffentlich
zugängliche Infrastrukturen einer Vielzahl von Risiken ausgesetzt
(Verhinderung der unberechtigten Einsichtnahme durch Dritte).

keine zusätzlichen Anforderungen

öffentlich / intern /
vertraulich / geheim

Für alle Datenklassifikationen zulässig.
IT Sicherheitsberatung ist im Vorfeld durchzuführen.

Die Anforderungen des IT-Sicherheitsregelwerks entsprechend der
Datenklassifikation müssen eingehalten werden.

geheim

Nicht zulässig für Daten der Klassifikation geheim

Der Verlust geheimer Daten kann existenzbedrohend für das
Unternehmen sein. Ebenfalls gibt es keine ausreichende Begründung
ein Backup von geheimen Daten nicht durch interne Mechanismen
abzudecken.

Zuässig für Daten der Klassifikation vertraulich unter
Einhaltung der nachfolgenden Anforderungen:
- Ablageverschlüsselung
- Transportverschlüsselung
- Die Schlüsselhoheit liegt bei Volkswagen.
- Es ist ein gültiges ISO/IEC 27001 Zertifikat bei der IT
Security Governance vorzulegen
- Starke Authentifizierung beim Zugriff auf die Daten
(Einhaltung der Chain-of-Trust)

Volkswagen Daten, die ausschließlich für die interne Nutzung
vorgesehen sind, werden durch die Verlagerung in öffentlich
zugängliche Infrastrukturen einer Vielzahl von Risiken ausgesetzt
(Verhinderung der unberechtigten Einsichtnahme durch Dritte).

IaaS
vertraulich / intern

Externes Hosting
öffentlich

geheim

PaaS/SaaS
vertraulich / intern

öffentlich
geheim

Externes Housing

Co-Location
vertraulich / intern /
öffentlich

keine Anforderungen

Nicht zulässig für Daten der Klassifikation geheim

Für Daten der Klassifikation intern oder vertraulich ist
eine Transport- und Ablageverschlüsselung einzusetzen.
Schlüsselhoheit liegt bei Volkswagen.
Starke Authentifizierung beim Zugriff auf die Daten
(Einhaltung der Chain of Trust)

Der Informationseigentümer muss zu jedem Zeitpunkt wissen wo sich
seine Daten befinden (intern bei VW (Möglichkeit des Einholens der
Informationen) oder bei einem Drittanbieter).
Rechtliche und wirtschaftliche Aspekte.

Volkswagen Daten, die ausschließlich für die interne Nutzung
vorgesehen sind, werden durch die Verlagerung in öffentlich
zugängliche Infrastrukturen einer Vielzahl von Risiken ausgesetzt
(Verhinderung der unberechtigten Einsichtnahme durch Dritte).

keine Anforderungen
Nicht zulässig für Daten der Klassifikation geheim

Der Verlust geheimer Daten kann existenzbedrohend für das
Unternehmen sein.

Zuässig für Daten der Klassifikation intern und
vertraulich unter Einhaltung der nachfolgenden Auflagen:
- Die Schlüsselhoheit darf ausschließlich bei der
auftraggebenden Konzerngesellschaft liegen.
- Die Hardware befindet sich im Eigentum der
auftraggebenden Konzerngesellschaft.
- Die Hardware befindet sich in einem abgeschlossenen,
exklusiv für die auftraggebende Konzerngesellschaft
bereitgestellten Raum (ggfs. auch Gitterkäfig), zu dem der
Zutritt nur unter Anwesenheit eines Mitarbeiters dieser
Konzerngesellschaft möglich ist (Ausnahme:
Katastrophenfall).
- Netzwerkseitige Zugriffe der auftraggebenden
Konzerngesellschaft müssen über einen Zugang erfolgen,
der der "IT-Sicherheit Regelung Nr. 03.02.04 –
Netzwerkzugänge" entspricht.
- Die ISSO behält sich das Recht zur Durchführung von
On-Site Assessments zur Prüfung der oben genannten
Anforderungen vor.
- Insolvenzfall: Rückholung der Daten/ Hardware

Volkswagen Daten, die ausschließlich für die interne Nutzung
vorgesehen sind, werden durch die Verlagerung in Räumlichkeiten
von Dritten einer Reihe von Risiken ausgesetzt, die durch zusätzliche
Schutzmaßnahmen kompensiert werden müssen.

Hinweis: Eventuell auftretende Kosten sind durch den beauftragenden Fachbereich zu tragen.

Weitere Informationen
Link mit einer Definition der einzelnen Cloud-Typen (Quelle: NIST SP 800-145)
https://csrc.nist.gov/publications/detail/sp/800-145/final
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Kriterium
Die Hardware wird
ausschließlich für
Volkswagen bereitgestellt
Die Hardware ist innerhalb der
Konzerninfrastruktur der Volkswagen
AG verortet

Public Cloud

Private Cloud

Externes Hosting

Nein

Ja

Ja

Nein

Ja

Nein

Ext. Housing
Co-Location

Servicemodelle Public Cloud /Private Cloud/ ext. Hosting
IaaS

PaaS

SaaS

Applikation
Datenbanken
Betriebssysteme
Hardware
Techn. Infrastruktur
Bereitstellung durch Serviceprovider. (Bei Private Cloud durch Volkswagen IT, bei Public Cloud und externem
Hosting durch externe Servicedienstleister.

Definition der Servicemodelle
1. Infrastructure as a Service (IaaS)
Bei IaaS werden IT-Ressourcen wie z. B. Rechenleistung, Datenspeicher oder Netze als Dienst angeboten. Ein Cloud-Kunde kauft diese virtualisierten und in hohem Maß
standardisierten Services und baut darauf eigene Services zum internen oder externen Gebrauch auf. So kann ein Cloud-Kunde z. B. Rechenleistung, Arbeitsspeicher und
Datenspeicher anmieten und darauf ein Betriebssystem mit Anwendungen seiner Wahl laufen lassen.

2. Platform as a Service (PaaS)
Ein PaaS-Provider stellt eine komplette Infrastruktur bereit und bietet dem Kunden auf der Plattform standardisierte Schnittstellen an, die von Diensten des Kunden
genutzt werden. So kann die Plattform z. B. Mandantenfähigkeit, Skalierbarkeit, Zugriffskontrolle, Datenbankzugriffe, etc. als Service zur Verfügung stellen. Der Kunde hat
keinen Zugriff auf die darunterliegenden Schichten (Betriebssystem, Hardware), er kann aber auf der Plattform eigene Anwendungen laufen lassen, für deren Entwicklung
der CSP in der Regel eigene Werkzeuge anbietet.
3. Software as a Service (SaaS)
Sämtliche Angebote von Anwendungen, die den Kriterien des Cloud Computing entsprechen, fallen in diese Kategorie. Dem Angebotsspektrum sind hierbei keine Grenzen gesetzt. Als
Beispiele seien Kontaktdatenmanagement, Finanzbuchhaltung, Textverarbeitung oder Kollaborationsanwendungen genannt.
Datenablage
Speicherung von Daten, die über den Bearbeitungszeitraum hinaus geschieht. (Nicht flüchtige Speicherung von Daten)
Rechenleistung
Verarbeitung von Daten und Informationen ohne Datenablage.

Information Security
Global Regulations and Processes
- Cloud Security -

Publisher
Group Information Security
Regulation No.
03.01.17
Status
Published
Version
3.0
Classification
Internal
Date
May 20, 2020
Scope
This regulation applies to VOLKSWAGEN AG (Group departments, the brand divisions of
VOLKSWAGEN Passenger Cars and VOLKSWAGEN Commercial Vehicles).
ORL 30 “VOLKSWAGEN AG Organizational Regulations” applies with regard to the
implementation of this regulation in other Group companies.
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Purpose

This Security Guideline is aiming to provide an overview on relevant security requirements, processes and
frameworks for all Group IT Cloud (GITC) 1 platforms and its relevant services. These regulations are
mandatory and must be observed by all persons dealing with cloud topics, especially:
o
o
o
o
o
o

1

Account Owners responsible and accountable for a GITC account (e.g. subscription,
tenant, ...)
Platform Owners responsible for GITC platforms (PaaS)
Service Owners providing GITC cloud services for the Volkswagen Group
Service Owners providing cloud services for the Volkswagen Group
External Service Providers working on GITC cloud platform or services for the Volkswagen
Group (SaaS)
Application Owners migrating to / deploying on GITC platforms for the Volkswagen Group.

GITC includes private and public clouds used in the Volkswagen Group.

3
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General Requirements

If not explicitly specified for GITC, security requirements and regulations from the Group IT Security Policy
Framework apply. Especially the following guidelines and regulations provide guidance on how to deal with
Information Security:
•
•
•
•

Regulation No. 02-03: IS Guidelines for System Operators and Admins
Regulation No. 02-04: IS Guidelines for System Developers
Regulation No. 03-01-16: Third Party Service Delivery Management
Group IT Architecture Guiding Principles Frame - Policy

In addition, requirements in regard to data retention according to "Classification System for Documents
(CSD)" / "Klassifizierungssystematik für Unterlagen (KSU)" apply as defined in ORL 24.

1.1

Terms of Use

Services developed and provided on Cloud environments must be in line with general "Cloud Terms of
Use" documented in the company repository.

1.2

Approval of Cloud Services

Available and approved Cloud Services and corresponding Service Usage Rules are documented in the
company Cloud Service Portfolio:
•

All services must be used in the manner described in the respective Service Profile page.

•

All services must be documented in the Cloud Service Portfolio.

All services must be approved by responsible of IT Security department via a documented approval before
usage.

1.3

Service Hardening

All concepts and configurations must be in line with CIS benchmarks, CIS Settings and hardened
accordingly.

1.4

Confidentiality and Commitment of GITC Cloud Services

The following confidentiality rules are binding.
The classification for the use of available GITC Services is mandatory according the cloud type and service
model. The protection goal regarding the confidentiality depending on the cloud type can found in
attachment A1.16 to Information Security Regulation No. 03.01.16 Third Party Service Delivery
Management.

4
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GITC Onboarding

2.1

Initial Supplier Onboarding

Version 3.0

For any service, an operating concept, a support process and a service owner (management responsibility)
must be defined.
Contracts with external service providers (IaaS, PaaS, SaaS) relevant for GITC must be in accordance with
available standard purchasing processes. 2
The following requirements must be considered:
•

in general:
o Contracts for software, licenses or any additional services must be managed according to ITPEP
o Open Source Services have to be compliant, and especially checked for possible license
violations
o Non-disclosure agreements 3
o Data Processing Agreement (DPA) 4 as required by GDPR

•

for external Suppliers
o IT Security Regulation No. 02-06: IS Guidelines for Suppliers who are using Volkswagen
Infrastructure is mandatory
o TISAX certification for external suppliers who are accessing Volkswagen data is mandatory 5
o A Cloud Vendor Assessment (CVA) is mandatory for cloud providers (PaaS, SaaS)
o Onboarding of all service provider employees working with Volkswagen Infrastructure
(Volkswagen clients, Volkswagen Server) or have access to Volkswagen network (onpremises, externally hosted or cloud) must be managed via ONE.Konzern Business Plattform
(ONE.KBP) and according the B2B-Identity Process. 6

These processes ensure that mandatory security requirements are considered in contracts with external
parties. 7

2.2

Project Onboarding

To ensure a secure onboarding on existing platforms the specific platform requirements for onboarding
have to be followed. The Secure Cloud Onboarding process is also part of IT-PEP. 8
The secure onboarding of users has to be compliant with the IAM requirements (e.g. Information Security
Regulation No. 03.01.05 Authentication and IAM).
As part of the project onboarding an IT security assessment has to be executed.
In general, for any migrations or deployments of applications to GITC, milestones with mandatory
deliverables and approvals according to the IT-PEP process apply. In addition, it is mandatory for each
project to create at least one technical risk entry for the project itself in the company risk management
solution. 9

2

Company purchasing processes and requirements have to be considered.
ORL 407 Appendix 7 for organizational rules. For the Volkswagen Group refer also KRL 13 Appendix 2.
4
German: AVV “Auftragsverarbeitungsvertrag”.
5
ORL 407 Appendix 7 for organizational rules. For the Volkswagen Group refer also KRL 13 Appendix 2.
6
The B2B-Identity Process is not used by all brands. In this case a corresponding process applies.
7
Company purchasing processes and requirements have to be considered.
8
Further information on the secure onboarding can be found in the Group IT Cloud WIKI.
9
e.g. IRMA or corresponding Risk Management System (RKS/IKS) required by each brand or company.
3
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GITC Service Design & Implementation

3.1

Development Methodology

Version 3.0

GITC Service Development and Deployment must follow the IT-PEP process.

3.2

Secure Software Development

Security requirements as defined in IS Guideline 02.04 "Information Security Guidelines for System
Developers" and Regulation 03.04.02 – Provisioning of secure Applications as part of the Group IT Security
Policy Framework R6 apply.
For development and testing of applications the following criteria have to be taken into account and
developers have to be aware of the following contents:
•

OWASP Application Security Verification Standard (ASVS), Level 2 (or higher)
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_
Project

•

OWASP Top 10
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

It is expected that an equivalent procedure is followed by vendors of off-the-shelf software.
Note: Any secrets and special credentials have to be handled in secure manner. For example, it has to be
ensured that passwords used by technical users in DevOps workflows are not stored in plain text. 10
Part of the cloud software development is a secure build and deployment process.
As an example a Continuous Integration/Continuous Delivery (CI/CD) pipeline shall be used to
automate builds, tests, (security) scans and the deployment to different environments.
Application Owners of GITC services are responsible for source code reviews, including the used open
source artefacts.
Security source code analysis with automated inspection and evaluation of the findings has to be carried
out before the code (binary) is deployed according to the IT PEP process and the above mentioned
regulation. Findings have to be fixed and included in the risk management with defined measures and
timeline.
Penetration tests (manual and automated inspection) of the systems include network and application
testing. The tests shall be carried out by an independent third party or organizational unit before the service
is provided and regularly thereafter as stipulated in the IT PEP process. Detected vulnerabilities have to be
fixed and included in the risk management. Measures and timeline shall be defined.
Cloud Penetration tests have to be in line with laws and regulations by cloud providers.

3.3

Images and Repositories

Centrally provided images and repositories for GITC (e.g. OS Image Factory) shall be used according to
the corresponing group / brand procedures. 11

10
11

see also the password policy (A01.070).
Centrally means images per foundation provided either for the group or by a brand.
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Resource Tagging

All resources created in GITC must be tagged according to the GITC Tagging Policy.
The tags are used to assign metadata to the cloud resources.

3.5

Information Security Risk Analysis

Before any GITC Service can be deployed, there must be a dedicated and documented asset and risk
assessment. As part of the ISMS all relevant risks must be documented. This includes for example:
•
•

3.6

relevant threat scenarios
impact of threats

Network Communication

All allowed communications are documented in a communication matrix, which in turn has to be approved
by a CISO responsible.
The communication approved in the matrix has to be enforced by the use of a host-based Firewall. 12
For details on restrictions and communication patterns refer to the A.1.18 Group IT Architecture - Secure
Environments Architecture - Policy.

3.7

Network Auditing

The network auditing must be conducted regularly in accordance with the communication matrix. A
responsible person for network auditing must exist. The auditing must not be done by the projects itself.

12

This can be achieved either via a cloud / hypervisor based firewall (i.e. Security Groups, NACL) or a host-based firewall The use of
the former is encouraged as they remove the possibility to switch of filtering from within the secured entity, and enable strict
segregation of duties. The same network segregation has to be implemented for any kind of overlay, e.g. for containers.

7
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Compliance Monitoring
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Configuration of GITC services must be in line with defined compliance rule sets (see chapter 1.4) and
follow the exception regulation (Information Security Regulation No. 03.01.09 Exception Process) and the
Information Security Regulation No. 03.01.04 Security Logging and Monitoring.
The Service Owner for GITC services must support remediation of identified deviations from compliance
rule sets in a timely manner.

4.2

Security Monitoring

All critical GITC services on all layers (IaaS, PaaS, SaaS) have to be monitored and mandatory logs
sources connected to a Security Incident and Event Management (SIEM) system. Applications have to be
continuously monitored to quickly react to security incidents (see Information Security Regulation No.
03.01.18 Information Security Incident and Vulnerability Management). 13
For each service critical security events and their impact have to be identified and included in the cloud
security risk catalogue and monitored respectively by the Service Owner.

13

Operational monitoring regarding the availability is not considered here.

8
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Vulnerability Management

Vulnerability Management is mandatory for all GITC platforms. By implementing scans in several cloud life
cycle phases we strive to scan and report vulnerabilities to support the business goal of running clean,
secure and compliant:
•
•
•
•

Images/Containers,
Web-Applications,
Accounts and Instances,
Software and Source Code.

The simplified vulnerability management life cycle includes the following steps:
• Vulnerability Identification
•

Assessment

•

Reporting

•

Remediation and Mitigation

5.1

Vulnerability Scans

Vulnerability Scans must be run on a regular basis, depending on the environment. The specific scanning
requirements are defined in the Cloud Security Policies.
The following should be in the scope of vulnerability scans:
•

Assets like containers & instances

•

Web pages

•

Registries

•

Container images

•

Network

•

Software & source code

The visibility into the accounts is compulsory.

5.2

Vulnerability Remediation and/or Mitigation

Ensure active life cycle management and patching process (see below). The software products used must
always be kept up to date. Vulnerabilities classified as security “critical” or “high” must be eliminated
immediately (see Information Security Regulation No. 03.01.18: Information Security Incident and
Vulnerability Management). If patching is not an option, make sure that mitigation factors are in place and
ensure that these are documented in the risk management catalogue.

9
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Patch Management

In the operations concept it has to be considered that a Life Cycle and Patch Management for all assets in
the cloud is ensured. As part of the Life Cycle Management cleaning & cleansing measures shall be defined
and followed regularly.
Patch Management describes the framework for patches of all assets, including OS, containers, instances,
software, accounts etc. For the general definition of assets see regulation Information Security Regulation
No. 03.01.13 Asset Management.
The regulation on Change and Patch Management applies and must be observed by all units responsible
for operating of IT systems (see Information Security Regulation No. 03.01.08 Change and Patch
Management). Deviations from this regulation reducing the security level are only temporarily acceptable
after consultation with Group Information Security.

10
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Backup and Recovery

The protection level for backed up data in cloud systems have to be aligned with IS standards and
regulations.
As part of an operating concept for cloud services and applications, a backup and recovery process has to
be defined. The account owner has to ensure that the necessary backup and recovery measures are taken
and tested according the backup and recovery regulations (see Information Security Regulation no.
03.01.06 Backup and Archiving).
As part of the operation processes and the Business Continuity Management, a Disaster Recovery Plan
(DRP) 14 has to be defined for every service that has been identified as critical in terms of availability.

14

The DRP shall be tested if feasible.

11
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A

General

A.1

Other Applicable Documents

A.1.1

Information Security Guidelines No. 02.02 for Employees

A.1.2

Information Security Guidelines No. 02.03 IS Guidelines for System Operators and Admins

A.1.3

Information Security Guidelines No. 02.04 IS Guidelines for System Developers

A.1.4

Information Security Guidelines No. 02.06 IS Guidelines for Suppliers

A.1.5

Information Security Regulation No. 03.01.04 Security Logging and Monitoring

A.1.6

Information Security Regulation No. 03.01.05 Authentication and IAM

A.1.7

Information Security Regulation no. 03.01.06 Backup and Archiving

A.1.8

Information Security Regulation No. 03.01.08 Change and Patch Management

A.1.9

Information Security Regulation No. 03.01.09 Exception Process

A.1.10 Information Security Regulation No. 03.01.13 Asset Management
A.1.11 Information Security Regulation No. 03.01.16 Third Party Service Delivery Management
A.1.12 Information Security Regulation No. 03.01.18 Information Security Incident and Vulnerability
Management
A.1.13 Information Security Regulation No. 03.04.02 – Provisioning of secure Applications
A.1.14 Information Security Regulation - Business Process Manual for CIS Security Settings
A.1.15 Information Security Regulation - Glossary
A.1.16 Group Cloud Security Policies (specific policies will be released in 2020)
A.1.17 Group IT Architecture Guiding Principles Frame - Policy
A.1.18 Group IT Architecture - Secure Environments Architecture - Policy
A.1.19 Platform Delivery Center (PDC)
A.1.20 Group IT Cloud in Group WIKI
A.1.21 Group Security (Konzernsicherheit)

A.2

Abbreviations and Definitions

See A.1.15 Information Security Glossary
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A.3

Validity

This Information Security regulation is valid immediately with the publication.
Next inspection date: 20.05.2022
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